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    Cryptic - End-to-End Encrypted Chat System

⚠️ DISCLAIMER
This is an educational implementation of cryptographic protocols, created
for learning purposes. It has not been audited and may contain security
vulnerabilities.
Cryptographic software is extremely difficult to implement correctly.
Even small mistakes can completely undermine security.
NO WARRANTIES of any kind. Use at your own risk. For production needs,
use professionally audited solutions like Signal or Matrix.

Cryptic is an implementation of an end-to-end encrypted chat system built
in Erlang/OTP, featuring WebSocket mTLS communication, real-time messaging, and
demonstrating modern cryptographic protocols for secure message exchange.
Cryptic implements a secure messaging system:
	Uses Client Certificate to authenticate Users.
	Uses WebSocket TLS communication.
	Implements the X3DH and
the Double-Ratchet
cryptographic protocols.
	Admin-mediated GPG-based onboarding where users prove ownership with
GPG-signed CSRs to get certificates.

Cryptic consists of:
	A server that route messages between users, and holds on to encrypted messages
until they can be delivered to the receiver.
	A terminal console client.
	Local Sqlite3 database that stores historic messages (encrypted).
	A wizard script to facilitate onboarding of new users.
	Modular structure to make the core engines (X3DH & Double-Ratchet) available
to be used in other contexts/applications.
	Docker images for both the server and the client exists for
containerized deployment.

An external TUI (Terminal User Interface) exist, written in Rust, that
connects via the Erlang distribution protocol as a hidden node.
See: cryptic-tui
Demo
	Client Setup
	Server Setup

Quick deployment
Follow the containerized deployment instructions for
a quick way to try out Cryptic.
Documentation
📚 Complete API Documentation - Comprehensive EDoc-generated documentation
For local documentation generation:
rebar3 ex_doc
# Open doc/index.html in your browser

Overview
Cryptic implements a secure messaging system using:
	WebSocket mTLS communication for real-time, certificate-authenticated messaging
	Double Ratchet Protocol for advanced forward secrecy and break-in recovery
	X3DH Key Agreement for secure session establishment
	X25519 key agreement for establishing shared secrets
	ChaCha20-Poly1305 AEAD encryption for message confidentiality and authenticity
	Blake2b KDF (39x faster than Erlang) for high-performance key derivation
	Out-of-order message handling with skipped message key store
	Automatic ratchet session management with seamless X3DH-to-ratchet transitions
	Terminal UI with real-time chat capabilities and ratchet status display
	SQLite3 database to hold the encrypted messages.

Quick build
> git clone https://github.com/etnt/cryptic.git

> cd cryptic

> rebar3 compile

Client Quick Start (when onboarded)
# Start the console client
> ./bin/cryptic -u alice --enable-db

# Specify the server and port to be used
> ./bin/cryptic -u alice --enable-db -s cryptic.example.com -p 9443

# Start with TUI mode (detached backend + external UI)
# Make sure to have the `cryptic-tui` binary in your PATH!
# See: https://github.com/etnt/cryptic-tui
> ./bin/cryptic -u alice --tui

# Connect to TUI backend via remote shell
> erl -sname admin -remsh alice@localhost

Server Quick Start (when setup)
# Start the server
> ./scripts/start-server.sh

# Start the server on another port with a custom Erlang node name
> ./scripts/start-server.sh -p 9000 --sname demo@localhost

TIPS: I'm running the Cryptic server on a Raspberry PI4; then
  I'm using duckdns.org to point to my external IP address of
  my home FW/Router which forward traffic to my RPi4.

Onboard new users
A new User has to be approved by an admin user. This is done by sending
the User's GPG Public key and the corresponding GPG fingerprint to the 
admin user. This process is taken care of by the cryptic --onboard script.
./bin/cryptic --onboard
This is the Wizard menu system of the ./bin/cryptic --onboard script.
   ╔═══════════════════════════════════════════════════════════════╗
   ║           Welcome to Cryptic Onboarding Wizard                ║
   ║                                                               ║
   ║  This wizard will guide you through the complete process      ║
   ║  of setting up your Cryptic secure messaging account.         ║
   ╚═══════════════════════════════════════════════════════════════╝

━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━

What would you like to do?

  1) Generate a new GPG key pair
  2) Export GPG public key for admin registration
  3) Request a TLS certificate from server
  4) Check certificate status and expiration
  5) Complete onboarding walkthrough (steps 1-3)
  6) Show help and documentation
  0) Exit

Enter your choice [0-6]:
A new User follows the steps 1-3 and can then login to via the
./bin/cryptic client.
Bootstrap the very first user
To bootstrap the very first user, read here .
The Client
So when you start the Client Console, you are immediately prompted for a
passphrase; this passphrase is used for encrypting your keys stored on your
local disk in your $HOME/.cryptic directory. The layout of this directory
looks like this:
❯ tree ~/.cryptic
/Users/tobbe/.cryptic
├── alice
│   ├── localhost_8443
│   │   ├── certificates
│   │   │   ├── alice.crt
│   │   │   ├── alice.key
│   │   │   ├── alice.pem
│   │   │   └── ca.crt
│   │   ├── keys.encrypted
│   │   └── sessions
│   │       ├── bob.session
│   │       └── gunnar.session
│   ├── cryptic.example.org_9997
│   │   ├── certificates
│   │   │   ├── alice.crt
│   │   │   ├── alice.key
│   │   │   ├── alice.pem
│   │   │   └── ca.crt
│   │   ├── keys.encrypted
│   │   └── sessions
│   │       └── bob.session
│   ├── messages.db
│   ├── messages.db-shm
│   └── messages.db-wal
...

So in the example above, the user alice are using two different cryptic
servers, one running on localhost with the port: 8443 and one running
at cryptic.example.org with the port: 9997. Under the
certificates directory we find the certificate and key used for the client
authentication over TLS. The file: keys.encrypted is an encrypted file
(using your passphrase) containing the Identity keys used for the X3DH protocol.
Under the sessions directory we find encrypted files ending in .session
which contains the Double-Ratchet keys used for the communication with
another User. It is important to have the .cryptic directory protected
since (currently) the private key used for client authentication
(e.g alice.key) is unprotected. Finally we have a couple of messages.db*
files which are the SQLite3 database holding the encrypted messages. 
Aliases - Group Messaging
Aliases is a Poor man's chat room functionality.
The console supports aliases for group messaging. Create named
aliases containing multiple usernames, then send messages to all members
at once using the @alias syntax. For example, create a work group with
:an work bob alice dave, then broadcast messages with
:s @work Coffee break?. Aliases support full management operations
including adding/removing members (:aa, :ar), deletion (:ad), and
listing (:a). Each message sent to an alias shows individual deliver
confirmations for all members. See help alias in the console for complete
documentation and examples.
Encrypted Message Storage
Cryptic includes optional SQLite-based message persistence with
ChaCha20-Poly1305 encryption. All received messages can be automatically
saved to an encrypted local database, allowing you to query your message
history using flexible commands like :hi last 20, :hi from alice yesterday,
or :hi with bob.
The storage feature can be enabled/disabled at runtime via the 
db enable/db disable commands, giving you control over when messages are
persisted. Messages are encrypted with your passphrase before being stored,
and history displays are grouped by federated server for clarity.
Enable at startup by using the --enable-db switch.
Engine Status
The engine_status command will show details of the Double-Ratchet engine:
=== Double Ratchet Sessions ===
Active sessions: 2
  alice: Step 2, Chain[3 init, 5 resp], Prev[2 msgs], Skipped[0 keys]
  bob: Step 1, Chain[5 init, 3 resp], Prev[2 msgs], Skipped[2 keys]
       │        │                      │             └─ Network health indicator
       │        │                      └─ Previous chain history  
       │        └─ Current chain activity (init/resp contexts)
       └─ DH ratchet steps (forward secrecy rotations)
Status Line Explanation:
	Step X: Number of DH ratchet steps (key rotations for forward secrecy)
	Chain[X init, Y resp]: Current message counters for initiator/responder chains
	Prev[X msgs]: Messages processed in previous receiving chain before rotation
	Skipped[X keys]: Out-of-order messages cached (network health indicator)

Get Notified
Cryptic provides two notification mechanisms to alert you when messages arrive:
Script-Based Notification (--notifier)
By using the option --notifier <file-path> you can specify a script
that will be invoked whenever a message arrives. The script will be
invoked with the Username of the sender as argument. So on Linux this
script can for example call notify-send and on Mac it can call
terminal-notifier. This will produce a Desktop alert to pop-up.
Example (Mac):
> ./bin/cryptic -u alice --notifier $HOME/.cryptic/notify.sh

> cat /home/alice/.cryptic/notify.sh
#!/bin/bash
terminal-notifier -title "Cryptic" -message "Cryptic message from: $1" -sound default

# On Linux we could use:
# notify-send "Cryptic message from: $1"

File-Based Notification (--file-notify)
For Docker-compatible deployments or when script execution isn't suitable, use
--file-notify <filename> to write the sender's username to a file. The file
is created in ~/.cryptic/<username>/<server>_<port>/ and can be monitored by
external file watchers.
Mac (using fswatch):
# Start the client with file notification
> ./bin/cryptic -u alice --file-notify sender.msg

# In another terminal, watch the file
> brew install fswatch
> fswatch -0 ~/.cryptic/alice/cryptic-server_8443/sender.msg | xargs -0 -n1 -I{} $HOME/.cryptic/notify.sh {}

Linux (using inotify-tools):
# Start the client with file notification
> ./bin/cryptic -u alice --file-notify sender.msg

# In another terminal, watch the file
> sudo apt install inotify-tools
> while inotifywait -e modify ~/.cryptic/alice/cryptic-server_8443/sender.msg; do $HOME/.cryptic/notify.sh; done

Docker Example:
# Mount the cryptic directory and use file notification
> docker run -v ~/.cryptic:/root/.cryptic cryptic --file-notify sender.msg

# On the host, watch the file
> fswatch -0 ~/.cryptic/alice/cryptic-server_8443/sender.msg | xargs -0 -n1 -I{} terminal-notifier -title "Cryptic" -message "Message from $(cat ~/.cryptic/alice/cryptic-server_8443/sender.msg)"

Note: Both notification methods can be used simultaneously if desired.
Here is another example script for Mac: if your script is quick, handle rapid
successive events (debounce) to avoid duplicate runs.
#!/bin/bash

debounce_ms=200
last=0
while read -r f; do
  now=$(python3 -c 'import time; print(int(time.time()*1000))')
  if (( now - last > debounce_ms )); then
    /Users/alice/.cryptic/alice/cryptic-server_8443/my_notify.sh "$f"
    last=$now
  fi
done < <(fswatch -0 /Users/alice/.cryptic/alice/cryptic-server_8443/inbox_sender | xargs -0 -n1 -I{} printf '%s\n' {})

The Server
The main functions of the Cryptic Server are to:
	Relay messages routed between the Clients.
	Hold uploaded Client (Public) keys.
	Hold pending (encrypted) messages to be delivered when receiving Client comes online.
	Handle onboarding of new Clients (via GPG signed CSR's).
	Issue new certificates (upon requests) to Clients.

Client keys and messages are not stored on disk, hence if the Server goes
down while holding pending messages, they are lost. Only the users (Public)
GPG keys are stored on disk (they are used to verify user Certificate Signing
Requests, CSR's).
The Server can be run either via the scripts/start-server.sh script,
or via a tailor made docker container .
Setup the server
# After cloning and compiling cryptic:
# 1. Create the server certificates
./scripts//generate-mtls-certs.sh
🔐 Generating mTLS Server Certificates for Cryptic...
Enter DNS Subject Alternative Name (SAN) (unless localhost only) - press Enter to skip:
DNS names (comma-separated):
# If you just runs it on localhost (for testing) then just press enter above!
# But if you run it with a proper DNS name, e.g acme.duckdns.org ,then type
# in that DNS name.
...

# 2. Generate GPG key(s) for your admin user(s)
./scripts/bootstrap_gpg.sh
# These GPG keys will be put in the priv/ca/bootstrap directory
# and will be read by the server when starting. They are the trusted
# admin users that can add GPG keys from new users to be onboarded-

# 3. start the server
./scripts/start-server.sh

# 4. For each admin user, run the onboard script to generate the corresponding
# client certificates.
./bin/cryptic --onboard

TODO
	Chat Rooms (obvious next step, plans are made...)
	Sending files, audio, video...
	Playing chess (ongoing...other types of games would be fun too :-) )
	Mobile App (ongoing...atm able to send/receive messages, using Flutter)
	Interfacing Home Assistant (just a thought)
	Other (yeah...what else ?)

References
	The X3DH Key Agreement Protocol
	The Double Ratchet Algorithm
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Mozilla Public License Version 2.0
==================================

1. Definitions
--------------

1.1. "Contributor"
    means each individual or legal entity that creates, contributes to
    the creation of, or owns Covered Software.

1.2. "Contributor Version"
    means the combination of the Contributions of others (if any) used
    by a Contributor and that particular Contributor's Contribution.

1.3. "Contribution"
    means Covered Software of a particular Contributor.

1.4. "Covered Software"
    means Source Code Form to which the initial Contributor has attached
    the notice in Exhibit A, the Executable Form of such Source Code
    Form, and Modifications of such Source Code Form, in each case
    including portions thereof.

1.5. "Incompatible With Secondary Licenses"
    means

    (a) that the initial Contributor has attached the notice described
        in Exhibit B to the Covered Software; or

    (b) that the Covered Software was made available under the terms of
        version 1.1 or earlier of the License, but not also under the
        terms of a Secondary License.

1.6. "Executable Form"
    means any form of the work other than Source Code Form.

1.7. "Larger Work"
    means a work that combines Covered Software with other material, in
    a separate file or files, that is not Covered Software.

1.8. "License"
    means this document.

1.9. "Licensable"
    means having the right to grant, to the maximum extent possible,
    whether at the time of the initial grant or subsequently, any and
    all of the rights conveyed by this License.

1.10. "Modifications"
    means any of the following:

    (a) any file in Source Code Form that results from an addition to,
        deletion from, or modification of the contents of Covered
        Software; or

    (b) any new file in Source Code Form that contains any Covered
        Software.

1.11. "Patent Claims" of a Contributor
    means any patent claim(s), including without limitation, method,
    process, and apparatus claims, in any patent Licensable by such
    Contributor that would be infringed, but for the grant of the
    License, by the making, using, selling, offering for sale, having
    made, import, or transfer of either its Contributions or its
    Contributor Version.

1.12. "Secondary License"
    means either the GNU General Public License, Version 2.0, the GNU
    Lesser General Public License, Version 2.1, the GNU Affero General
    Public License, Version 3.0, or any later versions of those
    licenses.

1.13. "Source Code Form"
    means the form of the work preferred for making modifications.

1.14. "You" (or "Your")
    means an individual or a legal entity exercising rights under this
    License. For legal entities, "You" includes any entity that
    controls, is controlled by, or is under common control with You. For
    purposes of this definition, "control" means (a) the power, direct
    or indirect, to cause the direction or management of such entity,
    whether by contract or otherwise, or (b) ownership of more than
    fifty percent (50%) of the outstanding shares or beneficial
    ownership of such entity.

2. License Grants and Conditions
--------------------------------

2.1. Grants

Each Contributor hereby grants You a world-wide, royalty-free,
non-exclusive license:

(a) under intellectual property rights (other than patent or trademark)
    Licensable by such Contributor to use, reproduce, make available,
    modify, display, perform, distribute, and otherwise exploit its
    Contributions, either on an unmodified basis, with Modifications, or
    as part of a Larger Work; and

(b) under Patent Claims of such Contributor to make, use, sell, offer
    for sale, have made, import, and otherwise transfer either its
    Contributions or its Contributor Version.

2.2. Effective Date

The licenses granted in Section 2.1 with respect to any Contribution
become effective for each Contribution on the date the Contributor first
distributes such Contribution.

2.3. Limitations on Grant Scope

The licenses granted in this Section 2 are the only rights granted under
this License. No additional rights or licenses will be implied from the
distribution or licensing of Covered Software under this License.
Notwithstanding Section 2.1(b) above, no patent license is granted by a
Contributor:

(a) for any code that a Contributor has removed from Covered Software;
    or

(b) for infringements caused by: (i) Your and any other third party's
    modifications of Covered Software, or (ii) the combination of its
    Contributions with other software (except as part of its Contributor
    Version); or

(c) under Patent Claims infringed by Covered Software in the absence of
    its Contributions.

This License does not grant any rights in the trademarks, service marks,
or logos of any Contributor (except as may be necessary to comply with
the notice requirements in Section 3.4).

2.4. Subsequent Licenses

No Contributor makes additional grants as a result of Your choice to
distribute the Covered Software under a subsequent version of this
License (see Section 10.2) or under the terms of a Secondary License (if
permitted under the terms of Section 3.3).

2.5. Representation

Each Contributor represents that the Contributor believes its
Contributions are its original creation(s) or it has sufficient rights
to grant the rights to its Contributions conveyed by this License.

2.6. Fair Use

This License is not intended to limit any rights You have under
applicable copyright doctrines of fair use, fair dealing, or other
equivalents.

2.7. Conditions

Sections 3.1, 3.2, 3.3, and 3.4 are conditions of the licenses granted
in Section 2.1.

3. Responsibilities
-------------------

3.1. Distribution of Source Form

All distribution of Covered Software in Source Code Form, including any
Modifications that You create or to which You contribute, must be under
the terms of this License. You must inform recipients that the Source
Code Form of the Covered Software is governed by the terms of this
License, and how they can obtain a copy of this License. You may not
attempt to alter or restrict the recipients' rights in the Source Code
Form.

3.2. Distribution of Executable Form

If You distribute Covered Software in Executable Form then:

(a) such Covered Software must also be made available in Source Code
    Form, as described in Section 3.1, and You must inform recipients of
    the Executable Form how they can obtain a copy of such Source Code
    Form by reasonable means in a timely manner, at a charge no more
    than the cost of distribution to the recipient; and

(b) You may distribute such Executable Form under the terms of this
    License, or sublicense it under different terms, provided that the
    license for the Executable Form does not attempt to limit or alter
    the recipients' rights in the Source Code Form under this License.

3.3. Distribution of a Larger Work

You may create and distribute a Larger Work under terms of Your choice,
provided that You also comply with the requirements of this License for
the Covered Software. If the Larger Work is a combination of Covered
Software with a work governed by one or more Secondary Licenses, and the
Covered Software is not Incompatible With Secondary Licenses, this
License permits You to additionally distribute such Covered Software
under the terms of such Secondary License(s), so that the recipient of
the Larger Work may, at their option, further distribute the Covered
Software under the terms of either this License or such Secondary
License(s).

3.4. Notices

You may not remove or alter the substance of any license notices
(including copyright notices, patent notices, disclaimers of warranty,
or limitations of liability) contained within the Source Code Form of
the Covered Software, except that You may alter any license notices to
the extent required to remedy known factual inaccuracies.

3.5. Application of Additional Terms

You may choose to offer, and to charge a fee for, warranty, support,
indemnity or liability obligations to one or more recipients of Covered
Software. However, You may do so only on Your own behalf, and not on
behalf of any Contributor. You must make it absolutely clear that any
such warranty, support, indemnity, or liability obligation is offered by
You alone, and You hereby agree to indemnify every Contributor for any
liability incurred by such Contributor as a result of warranty, support,
indemnity or liability terms You offer. You may include additional
disclaimers of warranty and limitations of liability specific to any
jurisdiction.

4. Inability to Comply Due to Statute or Regulation
---------------------------------------------------

If it is impossible for You to comply with any of the terms of this
License with respect to some or all of the Covered Software due to
statute, judicial order, or regulation then You must: (a) comply with
the terms of this License to the maximum extent possible; and (b)
describe the limitations and the code they affect. Such description must
be placed in a text file included with all distributions of the Covered
Software under this License. Except to the extent prohibited by statute
or regulation, such description must be sufficiently detailed for a
recipient of ordinary skill to be able to understand it.

5. Termination
--------------

5.1. The rights granted under this License will terminate automatically
if You fail to comply with any of its terms. However, if You become
compliant, then the rights granted under this License from a particular
Contributor are reinstated (a) provisionally, unless and until such
Contributor explicitly and finally terminates Your grants, and (b) on an
ongoing basis, if such Contributor fails to notify You of the
non-compliance by some reasonable means prior to 60 days after You have
come back into compliance. Moreover, Your grants from a particular
Contributor are reinstated on an ongoing basis if such Contributor
notifies You of the non-compliance by some reasonable means, this is the
first time You have received notice of non-compliance with this License
from such Contributor, and You become compliant prior to 30 days after
Your receipt of the notice.

5.2. If You initiate litigation against any entity by asserting a patent
infringement claim (excluding declaratory judgment actions,
counter-claims, and cross-claims) alleging that a Contributor Version
directly or indirectly infringes any patent, then the rights granted to
You by any and all Contributors for the Covered Software under Section
2.1 of this License shall terminate.

5.3. In the event of termination under Sections 5.1 or 5.2 above, all
end user license agreements (excluding distributors and resellers) which
have been validly granted by You or Your distributors under this License
prior to termination shall survive termination.

************************************************************************
*                                                                      *
*  6. Disclaimer of Warranty                                           *
*  -------------------------                                           *
*                                                                      *
*  Covered Software is provided under this License on an "as is"       *
*  basis, without warranty of any kind, either expressed, implied, or  *
*  statutory, including, without limitation, warranties that the       *
*  Covered Software is free of defects, merchantable, fit for a        *
*  particular purpose or non-infringing. The entire risk as to the     *
*  quality and performance of the Covered Software is with You.        *
*  Should any Covered Software prove defective in any respect, You     *
*  (not any Contributor) assume the cost of any necessary servicing,   *
*  repair, or correction. This disclaimer of warranty constitutes an   *
*  essential part of this License. No use of any Covered Software is   *
*  authorized under this License except under this disclaimer.         *
*                                                                      *
************************************************************************

************************************************************************
*                                                                      *
*  7. Limitation of Liability                                          *
*  --------------------------                                          *
*                                                                      *
*  Under no circumstances and under no legal theory, whether tort      *
*  (including negligence), contract, or otherwise, shall any           *
*  Contributor, or anyone who distributes Covered Software as          *
*  permitted above, be liable to You for any direct, indirect,         *
*  special, incidental, or consequential damages of any character      *
*  including, without limitation, damages for lost profits, loss of    *
*  goodwill, work stoppage, computer failure or malfunction, or any    *
*  and all other commercial damages or losses, even if such party      *
*  shall have been informed of the possibility of such damages. This   *
*  limitation of liability shall not apply to liability for death or   *
*  personal injury resulting from such party's negligence to the       *
*  extent applicable law prohibits such limitation. Some               *
*  jurisdictions do not allow the exclusion or limitation of           *
*  incidental or consequential damages, so this exclusion and          *
*  limitation may not apply to You.                                    *
*                                                                      *
************************************************************************

8. Litigation
-------------

Any litigation relating to this License may be brought only in the
courts of a jurisdiction where the defendant maintains its principal
place of business and such litigation shall be governed by laws of that
jurisdiction, without reference to its conflict-of-law provisions.
Nothing in this Section shall prevent a party's ability to bring
cross-claims or counter-claims.

9. Miscellaneous
----------------

This License represents the complete agreement concerning the subject
matter hereof. If any provision of this License is held to be
unenforceable, such provision shall be reformed only to the extent
necessary to make it enforceable. Any law or regulation which provides
that the language of a contract shall be construed against the drafter
shall not be used to construe this License against a Contributor.

10. Versions of the License
---------------------------

10.1. New Versions

Mozilla Foundation is the license steward. Except as provided in Section
10.3, no one other than the license steward has the right to modify or
publish new versions of this License. Each version will be given a
distinguishing version number.

10.2. Effect of New Versions

You may distribute the Covered Software under the terms of the version
of the License under which You originally received the Covered Software,
or under the terms of any subsequent version published by the license
steward.

10.3. Modified Versions

If you create software not governed by this License, and you want to
create a new license for such software, you may create and use a
modified version of this License if you rename the license and remove
any references to the name of the license steward (except to note that
such modified license differs from this License).

10.4. Distributing Source Code Form that is Incompatible With Secondary
Licenses

If You choose to distribute Source Code Form that is Incompatible With
Secondary Licenses under the terms of this version of the License, the
notice described in Exhibit B of this License must be attached.

Exhibit A - Source Code Form License Notice
-------------------------------------------

  This Source Code Form is subject to the terms of the Mozilla Public
  License, v. 2.0. If a copy of the MPL was not distributed with this
  file, You can obtain one at http://mozilla.org/MPL/2.0/.

If it is not possible or desirable to put the notice in a particular
file, then You may include the notice in a location (such as a LICENSE
file in a relevant directory) where a recipient would be likely to look
for such a notice.

You may add additional accurate notices of copyright ownership.

Exhibit B - "Incompatible With Secondary Licenses" Notice
---------------------------------------------------------

  This Source Code Form is "Incompatible With Secondary Licenses", as
  defined by the Mozilla Public License, v. 2.0.



  

    Cryptic - End-to-End Encrypted Chat System

Author: Cryptic Team
Version: 1.0.0
Overview
Cryptic is an end-to-end encrypted chat system built in Erlang/OTP.
It implements WebSocket mTLS communication, real-time messaging, and
cryptographic protocols based on Signal's specifications.
Core Features
	WebSocket mTLS - Certificate-based client authentication
	Double Ratchet Protocol - Forward secrecy and break-in recovery
	X3DH Key Agreement - Asynchronous initial session establishment
	X25519 - Elliptic curve Diffie-Hellman key exchange
	ChaCha20-Poly1305 - AEAD encryption via libsodium NIFs
	Blake2b KDF - High-performance key derivation (39x faster than pure Erlang)
	Event Bus Architecture - Pub/sub system for component communication
	GPG-based Onboarding - Certificate issuance via signed CSRs
	SQLite Message Storage - Encrypted chat history with ChaCha20-Poly1305
	Automatic Certificate Renewal - X.509 client certificate lifecycle management
	External TUI Support - Rust-based terminal UI via Erlang distribution protocol

Architecture
┌──────────────────┐       WebSocket mTLS          ┌──────────────────┐
│   Client (Alice) │  ←──────────────────────→     │  Client (Bob)    │
│   cryptic_console│                               │  cryptic_console │
└────────┬─────────┘                               └─────────┬────────┘
         │                                                   │
         │ event_bus pub/sub                                 │
         │                                                   │
    ┌────┴────────────────────────────┐                      │
    │                                 │                      │
    ▼                                 ▼                      │
┌──────────────┐              ┌─────────────┐                │
│ ws_client    │  ←─────────  │   engine    │                │
│ (WebSocket)  │              │ (Crypto)    │  ratchet state │
└──────┬───────┘              └─────────────┘                │
       │                                                     │
       │ encrypted messages                                  │
       │                                                     │
       └────────────┬                                        │
                    │                                        │
              WebSocket mTLS                                 │
                    │                                        │
                    │                                        │
                    │                                        │
                    ▼                                        │
┌──────────────────────────────────────────────────────┐     │
│           WebSocket mTLS Server                      │     │
│         (cryptic_server + cryptic_ws_handler)        │     │
│                                                      │     │
│  • Certificate authentication (GPG-signed)           │     │
│  • Message routing between clients                   │     │
│  • CA REST API (certificate issuance/renewal)        │     │
│  • GPG key registry (user verification)              │     │
└──────────────────────────────────────────────────────┘     │
                                                             │
                    WebSocket mTLS                           │
                          │                                  │
                          └──────────────────────────────────┘
Key Components
Server Components
cryptic_server
Main server application managing WebSocket mTLS server lifecycle, ETS table initialization, and configuration. Supervises both messaging and CA subsystems.
cryptic_ws_handler
Cowboy WebSocket handler managing client connections with mTLS authentication. Routes encrypted messages between users and maintains server-side message queues for offline delivery.
cryptic_ca_* (CA Subsystem)  
	cryptic_ca_rest_handler - REST API for certificate issuance and renewal
	cryptic_ca_store - CA certificate/key management and serial number tracking
	cryptic_ca_cert - X.509 certificate generation with GPG fingerprint SANs
	cryptic_ca_gpg - GPG signature verification for CSR authentication
	cryptic_gpg_registry - Stores user GPG public keys for verification

Client Components
cryptic_console
Terminal interface with command parser, ANSI rendering, and asynchronous message handling. Implements two-process architecture: UI process and message receiver process via cryptic_event_bus subscriptions.
cryptic_shell
Line editor with Emacs keybindings, command history (last 100 commands), and secure password input. Operates in raw terminal mode for character-by-character control.
cryptic_ws_client
WebSocket client with automatic reconnection, keepalive timers, and mTLS connection management. Publishes/subscribes to cryptic_event_bus for component decoupling.
Core Cryptographic Components
cryptic_engine
Messaging orchestrator (gen_server) coordinating X3DH and Double Ratchet operations. Implements callback behavior for storage, network, and UI integration. Manages session lifecycle and pending message queues.
cryptic_ratchet_engine
Double Ratchet state machine (gen_statem) with separate states for initiator/responder roles. Handles DH ratchet steps, chain key advancement, and out-of-order message processing.
cryptic_double_ratchet
Protocol implementation with symmetric-key ratcheting, DH ratchet steps, skipped message key store (max 1000 keys), and header encryption. Pure functional implementation with no process state.
cryptic_lib
X3DH implementation, X25519 key operations, ChaCha20-Poly1305 encryption, and key bundle storage. Provides file-based encrypted storage for identity keys and session states.
cryptic_nif
Libsodium bindings via NIFs: X25519 (crypto_scalarmult), ChaCha20-Poly1305 (crypto_aead_chacha20poly1305_ietf), Blake2b KDF (crypto_generichash), and secure random bytes.
Infrastructure Components
cryptic_event_bus
Pub/sub event system (gen_server) with filter-based subscriptions, topic support, automatic dead subscriber cleanup via process monitors, and safe error handling (filter crashes isolated per subscriber).
cryptic_chat_storage
SQLite3 storage backend via esqlite. Stores encrypted messages with ChaCha20-Poly1305 using user passphrase-derived keys. Supports conversation queries, timestamp filtering, and message status tracking.
cryptic_cert_renewal
Automatic certificate renewal monitor (gen_server). Parses X.509 validity periods, calculates renewal trigger times (configurable threshold), generates CSRs using existing keys (RSA/EC support), GPG-signs CSRs, submits to CA REST API, installs new certificates, and triggers WebSocket reconnection. Includes retry logic with exponential backoff and manual renewal API.
cryptic_cert_monitor
Certificate expiration tracking and alerting system for proactive certificate lifecycle management.
cryptic_event_manager
Event logging infrastructure with pluggable handlers for file logging (cryptic_file_logger), console output (cryptic_console_logger), and message-specific logging (cryptic_msg_logger).
Cryptographic Protocol
1. Certificate-based Authentication
	Server runs integrated CA with REST API (/ca/v1/csr)
	New users generate GPG keypair and CSR
	CSR is GPG-signed with user's private key
	Admin approves user by uploading GPG public key to server
	User submits signed CSR to CA REST endpoint
	CA verifies GPG signature against registered public key
	CA issues X.509 certificate with GPG fingerprint in SAN extension
	Certificate used for mTLS WebSocket authentication
	Automatic renewal via cryptic_cert_renewal before expiration

2. X3DH Key Agreement (Initial Session)
	Client generates X25519 identity keypair and signed prekey on startup
	Client uploads prekey bundle to server via WebSocket
	Server stores bundle in ETS table keyed by username
	First message: sender fetches receiver's prekey bundle
	Sender computes X3DH shared secret using ephemeral key
	X3DH output becomes initial root key for Double Ratchet
	Receiver reconstructs shared secret upon receiving X3DH message
	Both parties initialize matching ratchet sessions

3. Double Ratchet Protocol (Ongoing)
Chain Key Ratcheting (Symmetric)
	Separate sending/receiving chains per direction
	Each message advances chain key: CK_new = KDF(CK_old)
	Message keys derived from chain key: MK = KDF(CK, 0x01)
	Chain keys never reused - deleted after derivation

DH Ratchet Steps (Asymmetric)
	Occurs on first message in new direction
	Generate fresh X25519 ephemeral keypair
	Compute new DH shared secret with peer's public key
	Derive new root key and chain key
	Provides break-in recovery and forward secrecy

Out-of-Order Message Handling
	Skipped message key store (max 1000 keys)
	Pre-derive keys for gaps in message sequence
	Messages decrypt correctly even if delivered out-of-order
	Automatic cleanup of old skipped keys

Performance
	Blake2b KDF via NIF: 39x faster than pure Erlang
	ChaCha20-Poly1305 AEAD via libsodium NIF
	All cryptographic operations use hardware acceleration when available

Security Properties
Cryptographic Primitives
	X25519: ECDH key agreement (Curve25519, ~128-bit security)
	ChaCha20-Poly1305: AEAD encryption (256-bit keys, 96-bit nonces)
	Blake2b: Cryptographic hash and KDF (configurable output, faster than SHA-2)
	Libsodium: Industry-standard cryptographic library via NIFs

Forward Secrecy
	Message-level: Each message uses unique derived key, immediately deleted
	Chain-level: Chain keys advance with each message, old keys deleted
	DH ratchet: New ephemeral keypair on direction change
	Past security: Compromise of current keys doesn't affect past messages

Break-in Recovery
	DH ratchet step: Generates new shared secret independent of compromised state
	Recovery time: One round-trip after compromise (when direction changes)
	Bidirectional: Both sending and receiving chains protected

Out-of-Order Delivery
	Skipped keys: Pre-derive and store keys for missing message numbers (max 1000)
	Gap handling: Messages with gaps in sequence numbers handled automatically
	Delayed messages: Messages arriving late still decrypt correctly
	Cleanup: Skipped keys removed after use or on limit exceeded

Authentication
	Certificate-based: X.509 client certificates with GPG-verified identity
	GPG signatures: All certificate requests authenticated with GPG private keys
	SAN extensions: GPG fingerprints embedded in certificate for binding
	Mutual TLS: Both client and server authenticate each other

Storage Security
	Key encryption: Identity keys and session states encrypted with ChaCha20-Poly1305
	Passphrase-derived keys: User passphrase + random salt + Blake2b KDF
	Message history: SQLite database with per-message encryption
	Key isolation: Each user's keys stored in separate directory (~/.cryptic/username/)

Quick Start
Server Startup
# Start server with WebSocket mTLS and CA subsystem
./scripts/start-server.sh

# Server binds to 0.0.0.0:8443 by default
# CA REST API available at https://localhost:8443/ca/v1/

Client Startup
# Standard console mode
./bin/cryptic -u alice --enable-db

# With custom server
./bin/cryptic -u alice -s example.com -p 9443

# TUI mode (requires cryptic-tui: github.com/etnt/cryptic-tui)
./bin/cryptic -u alice --tui

User Onboarding
# Interactive wizard for new users
./bin/cryptic --onboard

# Steps:
# 1. Generate GPG keypair
# 2. Export GPG public key for admin
# 3. Admin uploads GPG key to server
# 4. User submits GPG-signed CSR
# 5. CA verifies signature and issues certificate

Basic Usage
connect                    # Connect to server with mTLS
send <user> <message>     # Send encrypted message (auto-ratchet)
chat <user>               # Enter chat mode with user
list_users                # Show registered users
key_status                # Display ratchet session info
inbox                     # Check pending messages
help                      # Show all commands
:cr                       # Manual certificate renewal
Building and Development
Prerequisites
	Erlang/OTP 27+
	Libsodium (via Homebrew, apt, or source)
	Rebar3
	SQLite3 (for message storage)
	GPG (for certificate onboarding)

Build
# macOS
brew install libsodium

# Build
rebar3 compile

# Generate documentation
rebar3 edoc
# or: rebar3 ex_doc

# Run tests
rebar3 eunit

Certificate Authority Setup
cd CA/
make all                           # Initialize CA
make client                        # Generate client cert
./scripts/verify-crt.sh certs/alice.crt
./scripts/revoke-cert.sh certs/02.pem

Pre-configured test certificates in CA/client_keys/:
	alice.{crt,key,pem}
	bob.{crt,key,pem}
	charlie.{crt,key,pem}
	admin.{crt,key,pem}

Known Limitations
	Server-side storage: Messages and sessions stored in ETS (in-memory, non-persistent)
	Single prekey bundle: One prekey per user (no rotation implemented)
	GPG dependency: Onboarding requires GPG installed and configured
	Session cleanup: Ratchet sessions persist until client disconnect
	Skipped key limit: Maximum 1000 skipped message keys per session

WebSocket Message Protocol
Client → Server
Certificate/Key Management
	{"type": "upload_identity_keys", ...} - Upload X3DH identity keys and prekeys
	{"type": "get_key_bundle", "username": "bob"} - Request user's public keys

Messaging
	{"type": "x3dh", ...} - Initial X3DH message (session establishment)
	{"type": "ratchet", ...} - Double Ratchet message (ongoing conversation)
	{"type": "send_message", ...} - Generic message (engine determines protocol)

User Management
	{"type": "list_users"} - Get list of registered users
	{"type": "user_status", "username": "alice"} - Check if user is online

Server → Client
Connection
	{"type": "welcome", ...} - Connection confirmed, username assigned

Certificate/Key Management
	{"type": "key_bundle", "username": "bob", ...} - User's public key bundle
	{"type": "success", ...} - Operation succeeded

Messaging
	{"type": "message", ...} - Incoming encrypted message (X3DH or ratchet)
	{"type": "message_sent", ...} - Message delivery confirmed

User Management
	{"type": "users", "users": [...]} - Registered users list
	{"type": "user_status", ...} - User online/offline status
	{"type": "error", ...} - Error occurred

CA REST API
POST /ca/v1/csr
{
  "csr_pem": "-----BEGIN CERTIFICATE REQUEST-----...",
  "gpg_fp": "ABCD1234...",
  "gpg_sig_b64": "base64_encoded_signature"
}
Response (200 OK)
{
  "status": "issued",
  "cert_pem": "-----BEGIN CERTIFICATE-----...",
  "serial": 42,
  "expires_at": 1732627533
}
Building and Development
Prerequisites
	Erlang/OTP 27+
	Libsodium development libraries
	Rebar3 build tool

Build Commands
# Install dependencies (macOS)
$ brew install libsodium

# Build the application
$ rebar3 compile

# Generate documentation
$ rebar3 edoc

# Run tests
$ rebar3 eunit

API Documentation
For detailed module documentation:
Core
	cryptic_server - Server lifecycle and supervision
	cryptic_ws_handler - WebSocket connection handling and message routing
	cryptic_engine - Messaging orchestration and session management
	cryptic_ratchet_engine - Double Ratchet state machine
	cryptic_double_ratchet - Protocol implementation
	cryptic_lib - X3DH and cryptographic operations

Client
	cryptic_console - Terminal UI
	cryptic_ws_client - WebSocket client with reconnection
	cryptic_shell - Line editor with history

Infrastructure
	cryptic_event_bus - Pub/sub event system
	cryptic_chat_storage - SQLite encrypted message storage
	cryptic_cert_renewal - Automatic certificate renewal
	cryptic_nif - Libsodium bindings

CA
	cryptic_ca_rest_handler - Certificate issuance REST API
	cryptic_ca_gpg - GPG signature verification
	cryptic_gpg_registry - User GPG key storage

License
Mozilla Public License Version 2.0


  

    Docker Deployment Guide

This guide explains how to deploy the Cryptic client and or the
server using Docker and Docker Compose.
Quick Deployment
Video demos:
	Client Setup
	Server Setup

Fetch the Docker images
Start by fetching the Docker images:
# Get the latest Client Docker image
docker pull ghcr.io/etnt/cryptic-tui:latest

# Get the latest Server Docker image
# (only necessary of you want to run the Cryptic server)
docker pull ghcr.io/etnt/cryptic:latest

Run the Client container
Run the latest client image:
# STEP 1: Create a separate GPG directory for Docker
mkdir -p ~/.cryptic-gpg

# STEP 2: Run the Cryptic Onboarding script
#  1. Generate a GPG key pair (stored in ~/.cryptic-gpg on Host)
#  2. Export the generated key
#  3. Send the key (and fingerprint) to the admin
#  4. When admin has registered your key: 
#     - Request a TLS certificate from server
#     - If your server is running on localhost on your Host machine, specify:
#       cryptic-server as your server address (see the: `--add-host` below)
#  5. Exit the onboard script
#
# You should now see your certificates at ~/.cryptic/<user>/cryptic-server_<port>
#
# NOTE: We use ~/.cryptic-gpg instead of ~/.gnupg because modern macOS/Linux
#       GPG uses keyboxd daemon which doesn't work across container boundaries.
#       The container manages its own GPG keyring that persists on the host.
docker run -it --rm --name cryptic-client \
           -v ~/.cryptic:/home/cryptic/.cryptic \
           -v ~/.cryptic-gpg:/home/cryptic/.gnupg \
           --add-host=cryptic-server:host-gateway \
           ghcr.io/etnt/cryptic-tui:latest sh -c 'cryptic --onboard'

# Start the Cryptic client with your username (e.g `bob`)
# - You'll be prompted for a Passphrase which is used to encrypt your local DB
# - Here we also increase the log output details
# - The incoming sender's username will be written to the file: sender.msg
docker run -it --rm --name cryptic-client \
           -v ~/.cryptic:/home/cryptic/.cryptic \
           -v ~/.cryptic-gpg:/home/cryptic/.gnupg \
           --add-host=cryptic-server:host-gateway \
           -e CRYPTIC_DEBUG=true \
           ghcr.io/etnt/cryptic-tui:latest \
           sh -c 'cryptic -u bob --enable-db --file-notify sender.msg --tui'

# To get notified of incoming messages, run (on MAC):
# - brew install fswatch terminal-notifier
fswatch -0 ~/.cryptic/bob/cryptic-server_8443/sender.msg | xargs -0 -n1 -I{} $HOME/.cryptic/notify_script.sh {}

# Content of notification script
> cat $HOME/.cryptic/notify_script.sh 
#!/bin/bash
terminal-notifier -title "Cryptic" -message "Cryptic message from: $1" -sound Pong

Run the Server container
Run the latest server image:
# STEP 1: Create a directory for storing all Cryptic server data
mkdir -p ~/.cryptic_server
cd ~/.cryptic_server

# STEP 2: Generate CA and server certificates (one-time setup)
# This will prompt for optional DNS Subject Alternative Names (SANs)
docker run -it --rm \
           --entrypoint '' \
           -v $(pwd):/opt/cryptic/server_data \
           -e CRYPTIC_SERVER_DIR=/opt/cryptic/server_data \
           ghcr.io/etnt/cryptic:latest \
           sh -c 'DIR="${CRYPTIC_SERVER_DIR}/priv/ssl" generate-mtls-certs.sh'


# STEP 3: Bootstrap the first admin user (one-time setup)
# Generate and Export a GPG key for the admin user
# Take note of the name of the exported filename
mkdir -p ~/.cryptic ~/.cryptic-gpg
docker run -it --rm --name cryptic-client \
           -v ~/.cryptic:/home/cryptic/.cryptic \
           -v ~/.cryptic-gpg:/home/cryptic/.gnupg \
           --add-host=cryptic-server:host-gateway \
           ghcr.io/etnt/cryptic-tui:latest sh -c 'cryptic --onboard'

# STEP 4: Copy the exported GPG key where Cryptic will find it
mkdir -p ~/.cryptic_server/priv/ca/bootstrap
cp ~/.cryptic/gpg-export/<filename> ~/.cryptic_server/priv/ca/bootstrap/admin.gpg

# STEP 5: Run the server
# For debug log output, add: -e CRYPTIC_DEBUG=true
docker run -d \
  --name cryptic-server \
  -p 8443:8443 \
  -v $(pwd):/opt/cryptic/server_data:rw \
  -e CRYPTIC_SERVER_HOST=0.0.0.0 \
  -e CRYPTIC_SERVER_DIR=/opt/cryptic/server_data \
  ghcr.io/etnt/cryptic:latest

# STEP 6: Connect (login) the admin user
# See `Run the Client container` above

# Check the server logs
docker logs cryptic-server
tail -f ./logs/server.log

# Stop the server and remove the container
docker stop cryptic-server
docker rm cryptic-server

# Remove all server data
rm -rf ~/.cryptic_server

# Remove all GPG keys
rm -rf ~/.cryptic-gpg

# Remove all user data
rm -rf ~/.cryptic

Manual Certificate Generation (Optional)
The Quick Deployment section above includes certificate generation as Step 1.
If you need to regenerate certificates or add additional DNS SANs later:
cd ~/.cryptic_server

# Run certificate generation interactively (will prompt for DNS SANs)
docker run -it --rm \
  --entrypoint '' \
  -v $(pwd):/opt/cryptic/server_data \
  -e CRYPTIC_SERVER_DIR=/opt/cryptic/server_data \
  ghcr.io/etnt/cryptic:latest \
  sh -c 'DIR="${CRYPTIC_SERVER_DIR}/priv/ssl" generate-mtls-certs.sh'

The Client
The Cryptic TUI (Terminal User Interface) client can run in Docker to
connect to a Cryptic server. This approach provides a consistent,
containerized environment for the client without requiring local
Erlang/Rust installation.
Architecture Overview
The Docker TUI client uses the existing bin/cryptic --tui script,
which automatically:
	Starts an Erlang backend node.
	Launches the Rust TUI binary.
	Manages lifecycle, authentication, and graceful shutdown.

┌─────────────────────────────────────────┐
│  Docker Container: cryptic-tui          │
│                                         │
│  bin/cryptic --tui                      │
│  ├─> Erlang Node (backend)              │
│  │   ├─ cryptic_engine                  │
│  │   ├─ cryptic_ws_client               │
│  │   └─ cryptic_tui_bridge              │
│  │                                      │
│  └─> Rust TUI (frontend)                │
│      └─ Connects via dist Erlang        │
└─────────────────────────────────────────┘
           │
           │ WebSocket mTLS (over network/internet)
           ▼
┌─────────────────────────────────────────┐
│  Cryptic Server (managed elsewhere)     │
│  (WebSocket server on port 8443)        │
└─────────────────────────────────────────┘
Prerequisites
	Docker (version 20.10 or later)
docker --version


	Docker Compose (version 2.0 or later)
docker compose version


	User Identity Setup - You need to set up your Cryptic identity first.
You can run the onboarding process from within the Docker container:
docker compose run --rm cryptic-tui sh -c "cryptic --onboard"

This creates your certificates and keys in ~/.cryptic/<username>/<server>_<port>/

	cryptic-tui Repository (temporary requirement) - The Docker build
requires the cryptic-tui repository to be available as a sibling directory:
parent-directory/
├── cryptic/           ← This repository
└── cryptic-tui/       ← Clone of git@github.com:etnt/cryptic-tui.git
Clone it:
cd /path/to/your/projects
git clone git@github.com:etnt/cryptic-tui.git

Note: Once cryptic-tui is publicly released on GitHub, the
Dockerfile will be updated to clone it automatically, eliminating
this manual step.


Quick Start
	Ensure cryptic-tui is cloned (see Prerequisites above):
ls ../cryptic-tui/  # Should show the cryptic-tui repository


	Build the Docker image:
docker compose build cryptic-tui


	Connect to a server:
CRYPTIC_USERNAME=alice \
CRYPTIC_SERVER_HOST=relay.example.com \
CRYPTIC_SERVER_PORT=8443 \
CRYPTIC_ENABLE_DB=true \
docker compose run --rm cryptic-tui


	For local development (connecting to localhost server):
CRYPTIC_USERNAME=alice \
CRYPTIC_SERVER_HOST=cryptic-server \
CRYPTIC_ENABLE_DB=true \
docker compose run --rm cryptic-tui



Configuration
Environment Variables
Configure the client using these environment variables (mapped to bin/cryptic script options):
	Docker Env Variable	Script Option	Default	Description
	CRYPTIC_USERNAME	-u, --username	alice	Your username
	CRYPTIC_SERVER_HOST	-s, --server-host	localhost	Server hostname
	CRYPTIC_SERVER_PORT	-p, --server-port	8443	Server port
	CRYPTIC_NODE_NAME	--name	localhost	Erlang node hostname
	CRYPTIC_ENABLE_DB	--enable-db	false	Enable message history
	CRYPTIC_DEBUG	(internal flag)	false	Enable verbose debug logging
	ERLANG_COOKIE	(Erlang cookie)	(auto-generated)	Erlang distributed cookie for node authentication

Note on Erlang Cookie: If not provided, the entrypoint script will generate a random cookie and display it. For connecting to other Erlang nodes, you must set the same ERLANG_COOKIE value across all nodes.
Example with custom settings:
Volume Mounts - Critical for Persistence
The container mounts the entire ~/.cryptic directory (read-write):
volumes:
  - ~/.cryptic:/home/cryptic/.cryptic
Note: The .erlang.cookie file is NOT mounted from the host. It's automatically generated inside the container by the entrypoint script and is only used for intra-container distributed Erlang communication between the Erlang backend node and the Rust TUI process.
This directory contains all persistent storage:
	Certificates: <username>/<server>_<port>/certificates/*.{crt,key}
	Identity Keys: <username>/<server>_<port>/keys.encrypted (X3DH keys)
	Session States: <username>/<server>_<port>/sessions/*.session (Double Ratchet)
	Message Database: <username>/messages.db (if --enable-db)
	Logs: logs/cryptic-tui.log.*

Why read-write? The Erlang backend needs to:
	Load and save encrypted identity keys
	Update Double Ratchet session states after each message
	Write to SQLite database (if message history enabled)
	Append to log files

Permission note: 
	On macOS/Windows Docker Desktop, file permissions work automatically
	On Linux, ensure your user owns ~/.cryptic/ or the container's UID (100) can write to it

Docker Image Details
Multi-Stage Build
The Dockerfile.tui uses three stages:
	Rust builder stage (based on rust:1.83-alpine):
	Compiles the Rust TUI binary from ../cryptic-tui/
	Produces a statically linked executable


	Erlang builder stage (based on erlang:28.1-alpine):
	Installs rebar3
	Compiles the Erlang application
	Builds the cryptic_nif.so native library with libsodium
	Creates a production release


	Runtime stage (based on alpine:latest):
	Minimal base image with OpenSSL, libsodium, and ncurses
	Non-root user (cryptic:cryptic)
	Includes both Erlang release and Rust TUI binary
	Configured for interactive terminal mode
	Uses docker-tui-entrypoint.sh for initialization



The entrypoint script (docker-tui-entrypoint.sh) handles:
	Fixing permissions on mounted ~/.cryptic directory
	Setting up or generating Erlang cookie (.erlang.cookie)
	Checking for required certificates (with helpful error messages)
	Displaying connection information
	Launching cryptic --tui with proper environment

Key Design Decisions
	Entrypoint script: Uses docker-tui-entrypoint.sh for setup (permission fixes, Erlang cookie, certificate checks)
	Reuse existing launcher: Calls cryptic --tui for actual TUI launch
	Environment over args: Maps script flags to Docker environment variables
	Standard structure: Follows same directory layout as local installation
	Server hostname flexibility: Can connect to any server (local or remote)
	Interactive mode: Requires stdin_open: true and tty: true for terminal UI
	Client-only focus: Client doesn't need to build or manage the server
	User-friendly feedback: Provides helpful error messages and connection info on startup

Common Operations
Building the Image
Important: The Dockerfile expects to be run from the parent directory containing both cryptic/ and cryptic-tui/ as subdirectories.
Build the Docker image:
# From the parent directory (containing both cryptic/ and cryptic-tui/)
cd /path/to/parent-directory
docker build -t cryptic-tui:latest -f cryptic/Dockerfile.tui .

Or using Docker Compose (handles build context automatically):
# From the cryptic directory
docker compose build cryptic-tui

Build without cache (fresh build):
docker compose build --no-cache cryptic-tui

Common Error: If you get COPY failed: file not found errors, ensure you're building from the parent directory, not from within cryptic/:
# Wrong (from inside cryptic/)
docker build -t cryptic-tui:latest -f Dockerfile.tui .  # ❌ Will fail

# Correct (from parent directory)
cd ..
docker build -t cryptic-tui:latest -f cryptic/Dockerfile.tui .  # ✅ Works

Running the Client
Run interactively (recommended):
CRYPTIC_USERNAME=alice docker compose run --rm cryptic-tui

Run with custom server:
CRYPTIC_USERNAME=alice \
CRYPTIC_SERVER_HOST=relay.example.com \
docker compose run --rm cryptic-tui

Enable message history:
CRYPTIC_USERNAME=alice \
CRYPTIC_ENABLE_DB=true \
docker compose run --rm cryptic-tui

Accessing the Container
Open a shell in the container (for debugging):
docker compose run --rm cryptic-tui /bin/sh

Run the client manually (inside container):
docker compose run --rm cryptic-tui /bin/sh
# Inside container:
cryptic --tui -u alice -s cryptic-server -p 8443

Run in console mode (no TUI):
docker compose run --rm cryptic-tui cryptic -u alice -s cryptic-server

Run the onboarding script (no TUI):
docker compose run --rm cryptic-tui cryptic --onboard

NOTE When running the onboarding script with --onboard , then you
have to continue through all steps 1-3, i.e generate GPG keys (1),
export your key (2) and send it to the administrator of the server,
request a certificate (3) (when registered). Else, you will loose your
GPG key if you exit the container half-way through and you have to repeat
the process again. Not until your certificate has been received will it be
stored on your shared ~/.cryptic volume.
Viewing Logs
Check TUI logs (from host):
tail -f ~/.cryptic/logs/cryptic-tui.log.*

Inside container:
docker compose run --rm cryptic-tui /bin/sh
tail -f /home/cryptic/.cryptic/logs/cryptic-tui.log.*

Check cryptic client logs (from host):
tail -f ~/.cryptic/<username>/<server>_<port>/logs/cryptic-tui.log.*

Networking
Connecting to Host Server (Development)
When the Cryptic server runs on your host machine:
CRYPTIC_SERVER_HOST=cryptic-server docker compose run --rm cryptic-tui

The mapping is done in extra_hosts in docker-compose.yml:
services:
  cryptic-tui:
    extra_hosts:
      - "cryptic-server:host-gateway"
NOTE The Cryptic server has a SAN extension: DNS: cryptic-server in
its certificate.
Connecting to Another Container
If the server runs in Docker on the same network:
CRYPTIC_SERVER_HOST=cryptic-server docker compose run --rm cryptic-tui

Ensure both services are on the same network:
services:
  cryptic-server:
    networks:
      - cryptic-network

  cryptic-tui:
    networks:
      - cryptic-network

networks:
  cryptic-network:
    driver: bridge
Connecting to Remote Server
For production/remote servers:
CRYPTIC_USERNAME=alice \
CRYPTIC_SERVER_HOST=relay.example.com \
CRYPTIC_SERVER_PORT=8443 \
docker compose run --rm cryptic-tui

Troubleshooting
Build Failures
Error: "COPY failed: file not found in build context"
This means cryptic-tui is not in the expected location.
NOTE FIXME - this is just temporary until the repo is public
Solution:
# Check current location
pwd
# Should be inside the cryptic directory

# Check parent directory
ls ../
# Should show cryptic-tui directory

# If not, clone it:
cd ..
git clone git@github.com:etnt/cryptic-tui.git
cd cryptic

Error: "failed to compute cache key: too many links"
This is a macOS Docker issue with symlinks (resolved in current Dockerfile).
If you still encounter it:
# Clean Docker build cache
docker builder prune -a
docker compose build --no-cache cryptic-tui

Error: "error getting credentials - docker-credential-desktop not found"
Temporary fix for macOS Docker Desktop:
# Backup config
cp ~/.docker/config.json ~/.docker/config.json.backup

# Remove problematic credsStore setting
jq 'del(.credsStore)' ~/.docker/config.json > ~/.docker/config.json.tmp
mv ~/.docker/config.json.tmp ~/.docker/config.json

# Try build again
docker compose build cryptic-tui

Connection Issues
Cannot connect to server
Check environment variables:
docker compose run --rm cryptic-tui env | grep CRYPTIC

Verify server is reachable from container:
docker compose run --rm cryptic-tui ping cryptic-server
# or
docker compose run --rm cryptic-tui nc -zv cryptic-server 8443

TUI starts but connection fails
Check certificates exist:
ls -la ~/.cryptic/alice/localhost_8443/certificates/
# Should show: alice.crt, alice.key, ca.crt

If certificates are missing, the entrypoint script will display a warning with instructions. Run onboarding:
docker compose run --rm cryptic-tui sh -c "cryptic --onboard"

Verify server host setting:
docker compose run --rm cryptic-tui env | grep CRYPTIC_SERVER_HOST

Debug mode
Enable verbose logging:
CRYPTIC_DEBUG=true docker compose run --rm cryptic-tui
# Then check logs:
tail -f ~/.cryptic/logs/cryptic-tui.log.*

Terminal Display Issues
Terminal size incorrect
Ensure TTY is enabled:
services:
  cryptic-tui:
    stdin_open: true
    tty: true
Colors not working
Set terminal type:
TERM=xterm-256color docker compose run --rm cryptic-tui

TUI not responding to input
Check if stdin is properly attached:
# Use -it flags explicitly
docker compose run -it --rm cryptic-tui

Permission Issues (Linux)
If you get permission errors on ~/.cryptic/:
# Check ownership
ls -ld ~/.cryptic

# Fix ownership (replace 1000:1000 with your UID:GID)
sudo chown -R 1000:1000 ~/.cryptic

# Or set permissions
chmod -R u+rwX ~/.cryptic

Production Deployment
Security Considerations
	Certificate management: Ensure certificates are properly protected
	Volume permissions: Set strict permissions on ~/.cryptic/ (0700)
	Network isolation: Use Docker networks to isolate client traffic
	Regular updates: Keep the base image and dependencies updated
	Debug logging: Disable CRYPTIC_DEBUG in production

Recommended Setup
	Use secrets for sensitive data:
services:
  cryptic-tui:
    secrets:
      - user_cert
      - user_key

secrets:
  user_cert:
    file: ~/.cryptic/alice/localhost_8443/certificates/alice.crt
  user_key:
    file: ~/.cryptic/alice/localhost_8443/certificates/alice.key

	Set resource limits:
services:
  cryptic-tui:
    deploy:
      resources:
        limits:
          cpus: '1.0'
          memory: 512M
        reservations:
          cpus: '0.5'
          memory: 256M

	Use specific image tags:
services:
  cryptic-tui:
    image: cryptic-tui:1.0.0  # Don't use :latest in production


Advanced Usage
Running Without Docker Compose
Run the container directly:
docker run -it --rm \
  --name cryptic-tui \
  -v ~/.cryptic:/home/cryptic/.cryptic \
  -e CRYPTIC_USERNAME=alice \
  -e CRYPTIC_SERVER_HOST=relay.example.com \
  -e CRYPTIC_SERVER_PORT=8443 \
  -e CRYPTIC_ENABLE_DB=false \
  cryptic-tui

Building for Different Architectures
Build for ARM64 (Apple Silicon):
docker buildx build -f Dockerfile.tui --platform linux/arm64 -t cryptic-tui:arm64 .

Build multi-architecture image:
docker buildx build -f Dockerfile.tui --platform linux/amd64,linux/arm64 -t cryptic-tui:latest .

Custom Build with Local cryptic-tui Changes
If you're developing cryptic-tui:
# Make changes to ../cryptic-tui/
# Then rebuild:
docker compose build --no-cache cryptic-tui

# Test your changes:
CRYPTIC_USERNAME=alice docker compose run --rm cryptic-tui

Future Improvements
Once the cryptic-tui repository is public, the Dockerfile will be updated to:
# Future version (no manual clone needed)
RUN git clone https://github.com/etnt/cryptic-tui.git /cryptic-tui
This will eliminate the need for manual cloning and sibling directory setup.
The Server
The Cryptic server Docker deployment uses a multi-stage build process to create
a minimal, secure container image. The image runs the Erlang release in
foreground mode and requires external mTLS certificates mounted as volumes.
Prerequisites
	Docker (version 20.10 or later)
docker --version


	Docker Compose (version 2.0 or later)
docker compose version


	mTLS Certificates - You need:
	Server certificate (server.crt)
	Server private key (server.key)
	CA certificate (ca.crt)

See Certificate Generation below for instructions.


Quick Start
	Generate certificates (if you haven't already):
./scripts/generate-mtls-certs.sh


	Build the Docker image:
docker build -t cryptic-server .


	Start the server using Docker Compose:
docker compose up -d


	Check server status:
docker compose ps
docker compose logs -f cryptic-server


	Connect a client (from the host):
cryptic_console ...


	Study the server.log:
# Tail the log in real-time 
docker exec cryptic-server tail -f /opt/cryptic/logs/server.log

# Copy the log to your host 
docker cp cryptic-server:/opt/cryptic/logs/server.log ./server.log

# Interactive shell 
docker exec -it cryptic-server /bin/sh
# Then you can use: cd /opt/cryptic/logs && ls -la
# And: cat server.log, tail -f server.log, etc.


	Get a remote Erlang shell:
docker exec -it cryptic-server bin/cryptic remote_console



Docker Image Details
Multi-Stage Build
The Dockerfile uses two stages:
	Builder stage (based on erlang:28.1-alpine):
	Installs rebar3
	Compiles the Erlang application
	Builds the cryptic_nif.so native library with libsodium
	Creates a production release


	Runtime stage (based on alpine:latest):
	Minimal base image with OpenSSL and libsodium
	Non-root user (cryptic:cryptic)
	Only includes the compiled release
	Health check on port 8443



Image Size
The final image is approximately 38-40 MB, significantly smaller than
including the full Erlang/OTP development environment.
Configuration
Environment Variables
Configure the server using these environment variables (names reflect the Erlang server code in cryptic_server.erl and cryptic_ca_app.erl):
	Variable	Default	Description
	CRYPTIC_SERVER_HOST	0.0.0.0	Server bind address (use 0.0.0.0 for Docker)
	CRYPTIC_SERVER_PORT	8443	WebSocket server port
	CRYPTIC_SERVER_CERT	/opt/cryptic/certs/server.crt	Server certificate path (mTLS)
	CRYPTIC_SERVER_KEY	/opt/cryptic/certs/server.key	Server private key path
	CRYPTIC_CA_CERT	/opt/cryptic/certs/ca.crt	CA certificate used to verify client certs
	CRYPTIC_CA_DB_FILE	/opt/cryptic/data/ca/cryptic_ca.db	CA database (stores user registrations, fingerprints, issuance metadata)
	CRYPTIC_EVENT_HANDLERS	cryptic_file_logger	Comma-separated event handlers (logging)
	CRYPTIC_DEBUG	(unset)	Set to "true" to enable verbose debug logging in event handlers

You can override these in docker-compose.yml:
services:
  cryptic-server:
    environment:
      - CRYPTIC_SERVER_PORT=9443
      - CRYPTIC_SERVER_HOST=0.0.0.0
      - CRYPTIC_DEBUG=true
Volume Mounts
The docker-compose.yml defines several volumes:
	Certificate volumes (read-only):
volumes:
  - ./priv/ssl/server.crt:/opt/cryptic/certs/server.crt:ro
  - ./priv/ssl/server.key:/opt/cryptic/certs/server.key:ro
  - ./priv/ssl/ca.crt:/opt/cryptic/certs/ca.crt:ro

	Data volumes (persistent):
volumes:
  - cryptic-logs:/opt/cryptic/logs
  - cryptic-data:/opt/cryptic/data

	Optional CA bootstrap (GPG fingerprints):
If you want to preload verified user fingerprints, place .gpg files in priv/ca/bootstrap/ before building the image, or mount a host directory into the release priv path after deployment.
During build, the release copies your priv/ tree, so any files under priv/ca/bootstrap become available at runtime.
Example (build-time approach):
# Add files like priv/ca/bootstrap/alice.gpg, bob.gpg
docker build -t cryptic-server .

Example (runtime mount — adjust version number after inspecting container):
# Discover priv dir inside container
docker compose exec cryptic-server bin/cryptic eval 'io:format("~s\n", [code:priv_dir(cryptic)]).'
# Suppose output is /opt/cryptic/lib/cryptic-1.2.3/priv
# Then add to docker-compose.yml:
volumes:
  - ./bootstrap:/opt/cryptic/lib/cryptic-1.2.3/priv/ca/bootstrap:ro



Port Mapping
The default configuration maps port 8443 from the container to the host:
ports:
  - "8443:8443"
To use a different host port (e.g., 9443):
ports:
  - "9443:8443"
Certificate & CA Database Generation
Generate the CA and Server certificates using the
scripts/generate-mtls-certs.sh script.
Production Note: For production deployments, use certificates from a
trusted Certificate Authority. The CA database (CRYPTIC_CA_DB_FILE) is persisted on a volume; back it up regularly.
CA Database Persistence
The CA subsystem stores state (user registrations, issued cert metadata) in the SQLite file referenced by CRYPTIC_CA_DB_FILE. Mount the parent directory (/opt/cryptic/data/ca) as a named volume or host bind to retain state across container restarts:
volumes:
  - cryptic-ca-data:/opt/cryptic/data/ca
The server does not store end-to-end encrypted chat messages; those are only persisted client-side in each user's messages.db. This keeps the server largely stateless apart from CA data and logs.
Common Operations
Building the Image
Build the Docker image:
docker build -t cryptic-server .

Build with a specific tag:
docker build -t cryptic-server:1.0.0 .

Starting the Server
Start in detached mode:
docker compose up -d

Start with logs visible:
docker compose up

Stopping the Server
Stop the container:
docker compose down

Stop and remove volumes (careful - this deletes data!):
docker compose down -v

Viewing Logs
Follow logs in real-time:
docker compose logs -f cryptic-server

View last 100 lines:
docker compose logs --tail=100 cryptic-server

Accessing the Container
Open a shell in the running container:
docker compose exec cryptic-server /bin/sh

Attach to the Erlang console:
docker compose exec cryptic-server bin/cryptic remote_console

Health Check
The container includes a health check that verifies the server is listening on port 8443:
# Check health status
docker inspect --format='{{.State.Health.Status}}' cryptic-server

# View health check logs
docker inspect --format='{{range .State.Health.Log}}{{.Output}}{{end}}' cryptic-server

Networking
Default Configuration
The docker-compose.yml creates a bridge network named cryptic-network:
networks:
  cryptic-network:
    driver: bridge
Connecting from Host
If you're running the client on the host machine, connect to localhost:8443:
cryptic_console ...
# In the Cryptic shell, connect to localhost:8443

Connecting from Another Container
Add your client container to the same network:
services:
  my-client:
    networks:
      - cryptic-network
Then connect to cryptic-server:8443 (use the service name as hostname).
Troubleshooting
Container Won't Start
Check logs:
docker compose logs cryptic-server

Common issues:
	Certificate files not found: Ensure certificate paths in docker-compose.yml are correct
	Port already in use: Change the host port mapping in docker-compose.yml
	Permission denied: Ensure certificate files are readable
	NIF loading errors: The cryptic_nif.so library requires libsodium - this is included in the image

Connection Refused
Verify server is listening:
docker compose exec cryptic-server netstat -tlnp | grep 8443

Check firewall rules:
# On the host
sudo iptables -L | grep 8443

Verify CRYPTIC_SERVER_HOST:
docker compose exec cryptic-server env | grep CRYPTIC_SERVER_HOST
# Should show: CRYPTIC_SERVER_HOST=0.0.0.0

mTLS Handshake Failures
Verify certificates:
# Check server certificate
openssl x509 -in priv/ssl/server.crt -text -noout

# Verify certificate chain
openssl verify -CAfile priv/ssl/ca.crt priv/ssl/server.crt

Check client certificate:
# Ensure client has valid certificate signed by same CA
openssl verify -CAfile priv/ssl/ca.crt ~/.cryptic/<username>/<server>_<port>/certificates/<username>.crt

Performance Issues
Monitor container resources:
docker stats cryptic-server

Increase container limits in docker-compose.yml:
services:
  cryptic-server:
    deploy:
      resources:
        limits:
          cpus: '2.0'
          memory: 1G
        reservations:
          cpus: '1.0'
          memory: 512M
Production Deployment
Security Considerations
	Use proper certificates: Don't use self-signed certificates in production
	Secure private keys: Set strict permissions (0400) on key files
	Run as non-root: The container runs as user cryptic (UID 1000)
	Network isolation: Use Docker networks to isolate the server
	Regular updates: Keep the base image and dependencies updated

Recommended Setup
	Use Docker secrets for sensitive data:services:
  cryptic-server:
    secrets:
      - server_key
      - server_cert
      - ca_cert

secrets:
  server_key:
    file: ./priv/ssl/server.key
  server_cert:
    file: ./priv/ssl/server.crt
  ca_cert:
    file: ./priv/ssl/ca.crt


3. Use health checks with orchestration (Kubernetes, Swarm):
   healthcheck:
     test: ["CMD", "nc", "-z", "localhost", "8443"]
     interval: 30s
     timeout: 10s
     retries: 3
     start_period: 40s
	Set resource limits:deploy:
  resources:
    limits:
      cpus: '2'
      memory: 2G


Advanced Usage
Building for Different Architectures
Build for ARM64 (e.g., Apple Silicon):
docker buildx build --platform linux/arm64 -t cryptic-server:arm64 .

Build multi-architecture image:
docker buildx build --platform linux/amd64,linux/arm64 -t cryptic-server:latest .

Custom Build Args
The Dockerfile is configured for Erlang 28.1 and Alpine Linux.
The build process includes:
	Erlang/OTP 28.1 for the build stage
	Alpine Linux (latest) for the runtime stage
	libsodium for cryptographic operations
	Explicit ARM64 architecture support for Apple Silicon

Build with specific settings:
docker build -t cryptic-server .

Running Without Docker Compose
Run the container directly:
docker run -d \
  --name cryptic-server \
  -p 8443:8443 \
  -v $(pwd)/priv/ssl/server.crt:/opt/cryptic/certs/server.crt:ro \
  -v $(pwd)/priv/ssl/server.key:/opt/cryptic/certs/server.key:ro \
  -v $(pwd)/priv/ssl/ca.crt:/opt/cryptic/certs/ca.crt:ro \
  -v cryptic-logs:/opt/cryptic/logs \
  -v cryptic-data:/opt/cryptic/data \
  -e CRYPTIC_SERVER_HOST=0.0.0.0 \
  -e CRYPTIC_SERVER_PORT=8443 \
  -e CRYPTIC_CA_DB_FILE=/opt/cryptic/data/ca/cryptic_ca.db \
  -e CRYPTIC_DEBUG=true \
  --restart unless-stopped \
  cryptic-server

Integration with CI/CD
Example GitHub Actions workflow:
name: Build Docker Image

on:
  push:
    branches: [ main ]
    tags: [ 'v*' ]

jobs:
  build:
    runs-on: ubuntu-latest
    steps:
      - uses: actions/checkout@v3

      - name: Set up Docker Buildx
        uses: docker/setup-buildx-action@v2

      - name: Build and push
        uses: docker/build-push-action@v4
        with:
          context: .
          push: false
          tags: cryptic-server:latest
          cache-from: type=gha
          cache-to: type=gha,mode=max

References
	Erlang Docker Example
	Docker Best Practices
	Cowboy WebSocket Documentation

Support
For issues or questions:
	Check the main README
	Review the logs
	Open an issue on GitHub



  

    GPG Bootstrap Registration

This document explains how to bootstrap GPG registration using the
filesystem-based approach.
Use Cases
The bootstrap mechanism is used for:
1. Initial System Setup
When first deploying the system, you need to register the first user(s) who
can then authenticate and use the system.
Solution: Bootstrap the initial user(s) via the filesystem. These users
can then connect and use the system normally.
How It Works
Instead of exposing a network endpoint for bootstrapping (which would be a
security risk), the system uses a filesystem-based approach:
	Users export their GPG public key to a designated directory
	The server loads these keys on startup
	GPG fingerprints are registered in the CA database
	Users can then request certificates (CSR) via the Cryptic onboarding process

How to Bootstrap a User
Step 1: Export GPG Public Key
Use the provided script to export a user's GPG public key:
./scripts/bootstrap_gpg.sh admin

This will:
	Verify the GPG key exists for admin@cryptic.local
	Export the armored public key to priv/ca/bootstrap/admin.gpg

Step 2: (Re-)Start Server or Reload
The server automatically loads bootstrap registrations on startup.
If the server is already running, you can reload without restart:
%% From the Erlang shell:
{ok, DbRef} = cryptic_ca_init:get_db_ref().
cryptic_ca_bootstrap:load_bootstrap_registrations(DbRef).
Step 3: Request certificates
Request new certificates via the ./bin/cryptic --onboard script.
	Choose the Export GPG public key for admin registration action.
	Choose the Request a TLS certificate from server action.

Veryfy that you have got certificates, for example:
❯ tree ~/.cryptic
.../.cryptic
├── admin
│   ├── localhost_8443
│   │   ├── certificates
│   │   │   ├── admin.crt
│   │   │   ├── admin.csr
│   │   │   ├── admin.key
│   │   │   └── ca.crt
Step 4: Log on via the cryptic_console
Example:
./script/cryptic_console -u admin --enable-db
Step 5: Request new certificate when expired
The certificate issued is only valid for a short time. The Cryptic client
should automatically renew them before they expire. But if you haven't been
running the client for a while and the certificate has expired, then you can
just repeat Step 3 above to request a new certificate. 
Bootstrap File Format
Bootstrap files are stored in:
priv/ca/bootstrap/
Each file:
	Has a .gpg extension (e.g., alice.gpg, bob.gpg)
	Contains an ASCII-armored GPG public key
	Is automatically processed on server startup
	Once registered, the file can be removed (but doesn't need to be)

Manual Bootstrap
If you need to manually create a bootstrap file:
# Export GPG public key
gpg --armor --export alice@cryptic.local > \
  _build/default/lib/cryptic/priv/ca/bootstrap/alice.gpg

Security Notes
	No Network Exposure: Bootstrap only works via filesystem access, not network
	Requires Server Access: Only users with filesystem access to the server can bootstrap
	Audit Trail: All bootstrap registrations are logged in the audit_log table
	Status Tracking: Bootstrapped identities are marked with status = "verified_bootstrap"

Bootstrapping Multiple Users
You can bootstrap multiple users at once by running the script for each user:
./scripts/bootstrap_gpg.sh alice
./scripts/bootstrap_gpg.sh bob
./scripts/bootstrap_gpg.sh charlie

Then restart the server or reload bootstrap registrations.
Key Points:
	Bootstrap is needed for the first user(s) to register their GPG identity
	After bootstrapping, use the ./bin/cryptic --onboard script to request a certificate
	The onboarding script handles GPG key creation, CSR generation, and signing

Troubleshooting
Verify Registration via server shell
Check that the GPG identity was registered:
%% From the Erlang shell:
{ok, DbRef} = cryptic_ca_init:get_db_ref().
cryptic_ca_store:list_gpg_identities(DbRef).
Or use the database inspection tool:
cryptic_ca_store:inspect_db().
GPG key not found
If you get "No GPG key found for user@cryptic.local":
# Create a GPG key for the user
gpg --batch --gen-key <<EOF
%no-protection
Key-Type: RSA
Key-Length: 4096
Name-Real: Alice
Name-Email: alice@cryptic.local
Expire-Date: 0
%commit
EOF

Already registered
If a GPG fingerprint is already registered, the bootstrap process will skip it
and log a debug message. This is normal and safe.
Permission denied
Ensure the bootstrap directory is writable:
mkdir -p priv/ca/bootstrap
chmod 755 priv/ca/bootstrap



  

    X3DH and Double-Ratchet

X3DH is not “just more Diffie–Hellman”—it is a protocol for asynchronous,
authenticated key exchange with strong forward secrecy, designed to work
in real-world messaging:
	Alice can initiate a secure conversation when Bob is offline.
	 The key is bound to both Alice’s and Bob’s identities.
	 If long-term keys are later leaked, past sessions remain confidential.
	No centralized PKI is needed beyond the server distributing prekeys.

Plain DH lacks these properties; X3DH layers multiple carefully chosen
DH computations plus key derivation to provide them.
Here’s a step-by-step technical breakdown of the mathematical computations
performed in the Extended Triple Diffie–Hellman (X3DH) key agreement protocol
when Alice initiates a session to send a message to Bob.
It will show:
	Which key pairs are involved
	The actual elliptic-curve Diffie–Hellman computations performed
	What each party (Alice and Bob) calculates.

Keys and Notation
	Symbol	Owner	Type
	IK_A	Alice's identity key (long-term)	static Curve25519 keypair: (ik_A_priv, IK_A_pub)
	IK_B	Bob's identity key (long-term)	static Curve25519 keypair: (ik_B_priv, IK_B_pub)
	SPK_B	Bob's signed prekey (medium-term)	static Curve25519 keypair: (spk_B_priv, SPK_B_pub)
	OPK_B	Bob's one-time prekey (optional)	static Curve25519 keypair: (opk_B_priv, OPK_B_pub)
	EK_A	Alice's ephemeral key	ephemeral Curve25519 keypair: (ek_A_priv, EK_A_pub)

All keys are Curve25519 (Montgomery curve) public/private pairs.
The Diffie–Hellman function is ECDH(priv, pub) → 32-byte shared secret.
ECDH stands for: Elliptic-Curve Diffie–Hellman
ephemeral simply means: temporary and short-lived.
Mathematical meaning
Curve25519 is an elliptic curve over a finite field.
“Scalar multiplication” (a.k.a ECDH) means:
  a * G (mod p)
where:
	a = a 32-byte random integer (your private key),
	G = a point (x,y) on the curve
	p = 2**255-19 (hence: Curve25519) used with mod to limit the numbers,
i.e making a finite field
	the result is another curve point A (your public key)

So basically, by adding two points on the curve together (G+G = 2*G) you
will get a new point on the curve. This is easy to do but hard to reverse
engineer (especially for large numbers of a).
X25519 is a specific, standardized algorithm for doing this on the Montgomery
form of Curve25519. It uses the Montgomery ladder algorithm to compute A
efficiently and securely.
A Montgomery curve is just a special shape of elliptic curve that lets our
cryptographic “secret-sharing dance” be:
	fast (computers can race around it quickly),
	safe (hard for spies to reverse),
	reliable (resists tricky side attacks).

So, it’s not a different kind of cryptography, just a better track for
the same race.
Example: To find 2 × G (“double G”) where G = (x,y) = (9, 147816...) you:
	You don't just double the x and y numbers, instead do...
	Draw the tangent line to the curve right at point G.
	See where that line crosses the curve again.
	Reflect that crossing point across the x-axis.

That reflected point is called 2 G.
So “doubling” is a purely geometric recipe:
tangent → second intersection → reflection.
Why you usually don’t do it by hand
The arithmetic is done mod a very large prime (for Curve25519 it’s a
255-bit prime), so even the “9” you see is only the x-coordinate mod
that prime.
You must use the exact field operations (modular inverses, etc.),
which are large-integer calculations.
Because of that, software libraries implement a scalar-multiplication
routine that repeatedly applies this doubling-and-adding process for you.
Computations Performed by Alice (Sender)
Alice fetches from Bob’s “prekey bundle”:
IK_B_pub, SPK_B_pub, (optional) OPK_B_pub,
and the signature on SPK_B.
She first verifies Bob’s signature on SPK_B.
Then she generates a fresh ephemeral (short lived) key pair:
  ek_A_priv ← random 32-byte scalar
  EK_A_pub = Curve25519BaseMult(ek_A_priv)
Diffie–Hellman Computations
Alice computes the four (or three) X25519 operations:
	DH1: Between her identity and Bob’s signed prekey
# proves Bob’s identity to Alice.
DH1 = ECDH(ik_A_priv, SPK_B_pub)

	DH2: Between her ephemeral and Bob’s identity key
# proves Alice’s identity to Bob.
DH2 = ECDH(ek_A_priv, IK_B_pub)

	DH3: Between her ephemeral and Bob’s signed prekey
# gives forward secrecy.
DH3 = ECDH(ek_A_priv, SPK_B_pub)

	DH4 (optional): If Bob advertised a one-time prekey
# strengthens forward secrecy further
DH4 = ECDH(ek_A_priv, OPK_B_pub)


Key derivation is done by concatenating the DH calculations and
use that as input to the HMAC-based Key Derivation Function (HKDF)
together with some Salt and a info label string. This will produce the
Shared-Key (SK).
SK_input = DH1 || DH2 || DH3 || DH4
SK = HKDF( SK_input, Salt, Info)
Both clients are doing the same calculations and obtains exactly the
same SK, which then is used to decrypt the first message and start a
Double Ratchet session.
Summary table:
	Step	Alice computes	Bob computes
	DH1	ECDH(ik_A_priv, SPK_B_pub)	ECDH(spk_B_priv, IK_A_pub)
	DH2	ECDH(ek_A_priv, IK_B_pub)	ECDH(ik_B_priv, EK_A_pub)
	DH3	ECDH(ek_A_priv, SPK_B_pub)	ECDH(spk_B_priv, EK_A_pub)
	DH4	ECDH(ek_A_priv, OPK_B_pub)	ECDH(opk_B_priv, EK_A_pub)
	SK_input	concat(DH1,DH2,DH3,DH4)	concat(DH1,DH2,DH3,DH4)
	HKDF	HKDF(SK_input, Salt, Info)	HKDF(SK_input, Salt, Info)

Double-Ratchet
The Double Ratchet algorithm takes that initial shared secret and turns it
into a continually evolving sequence of keys—one per message.
It’s called Double because there are two types of ratchets:
	DH ratchet – occasional fresh Diffie–Hellman steps when a new
ephemeral key from the peer arrives,
	Symmetric-key ratchet – per-message key derivation using a hash chain.

These combine to produce new message keys continuously, even if the
original X3DH key was long ago compromised.
So, X3DH just gives you the first root key so you can start the Double Ratchet.
After that, the Double Ratchet itself keeps producing fresh message keys.
# CK0 is obtained from the initial X3DH calculations
(CK1, MK1) = HKDF(CK0, "label")
# Encrypt M1 with MK1
(CK2, MK2) = HKDF(CK1, "label")
# Encrypt M2 with MK2
...etc...
So a new Symmetric-key is generated for each message sent and, typically,
a new ephemeral DH-key is introduced when a response is received.
Example (MK is the Symmetric-Key, EpK is the ephemeral DH key):
Alice -> Bob: encrypt(Msg1, MK1, EpK1)
Alice -> Bob: encrypt(Msg2, MK2, EpK1)
Alice -> Bob: encrypt(Msg3, MK3, EpK1)
Alice <- Bob: ...getting a response...
Alice -> Bob: encrypt(Msg4, MK4, EpK2)
...etc...
In a Double Ratchet conversation it’s perfectly normal for some messages to
be dropped or arrive out of order. The protocol was designed to cope with that.
Each party keeps two independent hash chains of keys:
	Chain	Purpose
	Sending chain	Derives one-time keys for messages you send.
	Receiving chain	Derives one-time keys for messages you receive.

Only the receiving chain is affected if messages get lost.
If you expect message #7 but only #9 arrives, you don’t know which message
keys #7 and #8 would have used yet.
To avoid losing the ability to decrypt late messages, the receiver:
	Derives the intermediate message keys (#7, #8) in order as soon as
it notices a gap.
	Stores those keys (encrypted in memory) in a “skipped-message-key” cache.
	When the missing messages eventually show up, it looks up their key in
the cache and decrypts.

These saved keys are discarded as soon as they are used, or if they get too old.
Step-by-step breakdown
	X3DH is a one-time setup that creates an initial shared Root Key (RK₀).
It also defines Alice’s and Bob’s initial DH key pairs — so the very first message can be sent asynchronously.
	Double Ratchet takes over after that.
It continuously updates keys through two intertwined mechanisms:	DH Ratchet: new ephemeral DH keys exchanged when the “speaker” changes.
	Symmetric Ratchet: per-message keys derived from a chain key.



1️⃣ Alice begins by sending a message to Bob
Right — they use X3DH to compute a shared secret Session Key, usually called Root Key (RK₀).
That root key becomes the starting point for the Double Ratchet.
State after X3DH:
	Alice and Bob both have:	RK₀ (the initial root key)
	Alice’s initial ephemeral DH key pair (A_DH_priv, A_DH_pub)
	Bob’s initial DH key pair (B_DH_priv, B_DH_pub) (often the signed prekey)


	They both derive:	CKs₀ (Alice’s sending chain key)
	CKr₀ (Bob’s receiving chain key)



Alice encrypts her first message (M₁) with a message key derived from her CKs₀.
Bob will decrypt it with his CKr₀.
No DH ratchet yet — they’re still on the same pair from X3DH.
2a️⃣ Alice sends a second message
She’s still the speaker — Bob hasn’t replied yet — so:
	No new DH key pair is generated.

	She continues along her sending chain:
CKs₀ → HKDF → (CKs₁, MK₁)
CKs₁ → HKDF → (CKs₂, MK₂)

	Each message gets a fresh message key MK_i, giving forward secrecy.


So: Alice does not produce a new DH key pair yet.
The initial pair from X3DH is still in use.
The symmetric ratchet (chain key → message key) advances for each message.
2b️⃣ Bob replies
Now the “speaker” changes — Bob is sending after receiving a message from Alice.
This triggers a DH ratchet step.
Bob does:
	Generate a new ephemeral DH key pair: (B1_priv, B1_pub).
	Compute:DH_out = ECDH(B1_priv, A_DH_pub)
(RK₁, CKs₁, CKr₁) = HKDF(RK₀, DH_out)
	RK₁ = new root key
	CKs₁ = Bob’s sending chain key
	CKr₁ = Bob’s receiving chain key


	He uses CKs₁ to derive the message key for his reply.
	Sends (B1_pub, ciphertext) to Alice.

So yes — Bob is producing a new ephemeral DH key, but not using the session key directly.
He mixes the new DH output into the root key via HKDF.
3a️⃣ Alice receives Bob’s reply
Alice now sees that Bob’s message includes a new DH public key (B1_pub).
This signals that a DH ratchet step must occur on her side too.
She does:
	Compute the same ECDH:
DH_out = ECDH(A_DH_priv, B1_pub)
(RK₁, CKr₁, CKs₁) = HKDF(RK₀, DH_out)
(note: her order of send/receive chains is swapped)

	Replace her old RK₀ with RK₁.

	Set her new receiving chain to CKr₁ and sending chain to CKs₁.

	Delete her old DH key pair (A_DH_priv, A_DH_pub) — it will never be used again.

	Generate her own new ephemeral DH pair (A1_priv, A1_pub) for the next time she sends.


Now the conversation continues:
	Alice’s next message will use (A1_pub), triggering the next DH ratchet when Bob replies again.

Summary of who generates what, when
	Step	Who acts	Generates new DH key?	Uses which ratchet?	Description
	1. X3DH	Both	Yes (initial setup)	Initial state	Establish initial root key (RK₀)
	2a. Alice sends 2nd msg	Alice	❌ No	Symmetric ratchet	Just chain-key advance
	2b. Bob replies	Bob	✅ Yes	DH ratchet + symmetric	New DH pair (B1), derive RK₁
	3a. Alice receives reply	Alice	✅ Yes (after deriving)	DH ratchet + symmetric	Mix Bob’s DH, update RK₁, then create her next DH pair (A1)

Intuition
	X3DH: "Let’s agree on our first secret."
	Double Ratchet (DH part): "Every time the speaker changes, we each make a new DH key pair and mix it in."
	Double Ratchet (Symmetric part): "Between those speaker changes, derive per-message keys so every message is unique."

Perfect 👍 — this is one of those cases where a picture makes the protocol “click.”
Here’s a clean, text-based timeline diagram showing how X3DH hands over to the Double Ratchet.
Step 0 – X3DH: Initial Shared Secret (Root Key RK₀)
Alice                               Bob
  |                                   |
  |  X3DH Handshake (DH1–DH4)         |
  |---------------------------------->|
  |                                   |
  |-- derive Root Key (RK₀) --------->|  (same RK₀)
  |                                   |
  | Initial DH keypair: A₀            | Initial DH keypair: B₀
After X3DH:
	Both have RK₀
	Alice has (A₀_priv, A₀_pub)
	Bob has (B₀_priv, B₀_pub)
	Alice → Bob messages use chain derived from RK₀

Step 1 – Alice Sends First Message(s)
Alice                               Bob
  |                                   |
  |  (A₀_pub, ciphertext₁)            |
  |---------------------------------->|
  |                                   |
  | [uses CKs₀ → MK₁]                 | [uses CKr₀ → MK₁]
  |                                   |
  | (A₀ still current DH key)         | (B₀ still current DH key)
  |                                   |
  |  (A₀_pub, ciphertext₂)            |
  |---------------------------------->|
➡️ No new DH key yet.
Each new message just advances the symmetric ratchet (CK → MK → CK').
Step 2 – Bob Replies (Triggers DH Ratchet)
Alice                               Bob
  |                                   |
  |            <--- receives msg 1,2  |
  |                                   |
  |                                   | (Bob generates new DH keypair)
  |                                   |   B₁ = (B₁_priv, B₁_pub)
  |                                   |
  |                                   | Compute:
  |                                   |   DH_out = ECDH(B₁_priv, A₀_pub)
  |                                   |   (RK₁, CKs₁, CKr₁) = HKDF(RK₀, DH_out)
  |                                   |
  |          (B₁_pub, ciphertext₃)    |
  |<----------------------------------|
  |                                   |
Bob’s first reply rotates the DH ratchet:
	New DH keypair B₁
	Mixes with Alice’s old public key A₀_pub
	Derives a new root key (RK₁) and chain keys

Step 3 – Alice Receives Bob’s Reply
Alice                               Bob
  |                                   |
  | Receives (B₁_pub, ciphertext₃)    |
  |                                   |
  | Compute:                          |
  |   DH_out = ECDH(A₀_priv, B₁_pub)  |
  |   (RK₁, CKr₁, CKs₁) = HKDF(RK₀, DH_out)
  |                                   |
  | Deletes old A₀ keypair            |
  | Generates new DH keypair A₁       |
  |                                   |
  |  (A₁_pub, ciphertext₄)            |
  |---------------------------------->|
Now the ratchet has flipped sides:
	Alice advances to a new DH key A₁.
	Her next message will again trigger a new DH ratchet when Bob replies.

Summary Table
	Event	Who Sends	New DH Key Pair?	What Changes?
	X3DH handshake	both	✅ (A₀, B₀)	Establish RK₀
	Alice → Bob (first N messages)	Alice	❌	Symmetric ratchet only
	Bob → Alice (reply)	Bob	✅ (B₁)	New DH ratchet → RK₁
	Alice → Bob (after reply)	Alice	✅ (A₁)	Next DH ratchet → RK₂

Visual Intuition
Think of it as a zig-zag ladder:
Alice’s DH keys:   A₀ ------- A₁ ------- A₂ ...
                     \         \         \
Bob’s DH keys:        B₀ ------- B₁ ------- B₂ ...
Each time the “speaker” changes, a new DH pair is made → new rung on the ladder → new root key.
Between those ladder steps, the symmetric ratchet handles per-message keys.
Loss of local Ratchet State
	Alice and Bob have an established secure session (via X3DH → Double Ratchet).
	Bob goes offline.
	Alice keeps sending messages (e.g., M₆, M₇, M₈...).	Each new message advances Alice’s sending chain (symmetric ratchet).
	These ciphertexts get stored on the server (the Signal service stores them encrypted).


	Bob’s phone is offline, so he can’t receive or advance his receiving chain yet.
	Bob deletes his local state (perhaps due to reinstall, data loss, etc.).

Now… what happens when Bob comes back online?
If Bob still had his old ratchet state
Normally, if Bob’s ratchet state were intact:
	He would download the stored messages (M₆, M₇, …).

	For each message:
	Use his current CKrₙ to derive message keys MKₙ.
	Decrypt sequentially.


	The symmetric ratchet would let him skip over up to some number of missed
messages (via a “message key cache”), because each chain key can be iteratively
derived forward.

	Everything decrypts fine.

	Forward secrecy preserved.

	Out-of-order and missed messages handled correctly.


If Bob deleted his local state (catastrophic loss)
If Bob deletes his local ratchet state — all the following information is lost:
	His last root key (RKₙ)
	His last receiving chain key (CKrₙ)
	His last sending chain key (CKsₙ)
	His most recent DH private key
	All cached message keys for out-of-order messages.

Without those, Bob cannot decrypt Alice’s queued messages.
Why recovery is impossible
Each of Alice’s messages depends on:
MKᵢ = HKDF(CKsᵢ₋₁, "MessageKeys")
and CKsᵢ₋₁ was derived from the previous chain key (which itself came from
the previous chain key, etc.), anchored in the last root key after the last DH ratchet.
If Bob doesn’t have that CKr or the previous DH state, he has no cryptographic
path to recompute any of those keys.
Forward secrecy ensures this irreversibility — even Bob himself can’t
reconstruct old keys once they’re gone.
So:
The encryption is so strong that without the saved ratchet state,
even the legitimate participant can’t decrypt the messages.

What happens in practice (Signal’s solution)
Signal’s servers don’t help you recover these — they only hold ciphertexts.
So when Bob comes back online without state, the protocol effectively has to start over.
Signal’s real-world behavior:
	When Bob reinstalls or resets, he creates a new identity key and uploads new prekeys to the server.
	The next time Alice tries to send a message, her client detects:	“This is a new identity for Bob (identity key changed)”


	The client either:	Alerts the user (“Bob’s safety number has changed”), or
	(If the app policy allows) automatically re-establishes a new X3DH session.


	Future messages are encrypted under the new session, not the old one.

All old messages that were encrypted under the lost state are unrecoverable.
Summary — message fate matrix
	Bob’s state	What happens when he comes back	Can decrypt old messages?	Next step
	🔹 Still has ratchet state	Downloads stored ciphertexts, uses CKr chain	✅ Yes	Continue ratchet normally
	🔸 State lost (reinstall/reset)	No CKr or DH keys left	❌ No	Start new X3DH session
	🔹 Partially lost (some message keys cached)	Can decrypt some but not all	⚠️ Maybe	Decrypt what’s possible, re-ratchet when needed

Why the design intentionally allows this loss
It may seem inconvenient, but this “forgetfulness” is actually a security feature:
	If an attacker compromises Bob’s device after he’s lost his state, they
can’t retroactively decrypt Alice’s old messages — even if they steal everything else.
	It enforces forward secrecy (past messages safe) and post-compromise security (new session can heal).
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Cryptic Alias - Poor man's chat room functionality
This module provides alias functionality for sending messages to multiple users at once. An alias is a named group of users that can be referenced with the @ symbol when sending messages.
[bookmark: Features]Features
	Create aliases for groups of users
	Add/remove members from aliases
	List all aliases and their members
	Send messages to all alias members with @alias syntax

[bookmark: Usage_Example]Usage Example
   %% Create aliases
   cryptic_alias:initialize(),
   cryptic_alias:new("work", ["alice", "bob", "dave"]),
   cryptic_alias:new("gym", ["bob", "dave"]),
  
   %% List aliases
   cryptic_alias:list_all(),
   %% Returns: [{"work", ["alice", "bob", "dave"]}, {"gym", ["bob", "dave"]}]
  
   %% Get members of specific alias
   cryptic_alias:list("work"),
   %% Returns: {ok, ["alice", "bob", "dave"]}
  
   %% Modify aliases
   cryptic_alias:add("work", ["eve"]),
   cryptic_alias:rm("gym", ["dave"]),
   cryptic_alias:delete("gym")
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        add(Alias, NewMembers)

      


        Add members to an existing alias



    


    
      
        delete(Alias)

      


        Delete an alias



    


    
      
        get_table()

      


        Get the ETS table reference (for testing/debugging)



    


    
      
        initialize()

      


        Initialize the alias storage Creates an ETS table to hold alias definitions. The table is a set (unique keys) and is public for easy access.



    


    
      
        is_alias(Name)

      


        Check if a name is an alias



    


    
      
        list(Alias)

      


        Get the list of members for a specific alias



    


    
      
        list_all()

      


        List all aliases and their members



    


    
      
        new(Alias, Members)

      


        Create a new alias with given members The alias name should not include the @ symbol.



    


    
      
        rm(Alias, MembersToRemove)

      


        Remove members from an alias
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          -spec add(string() | binary(), [string() | binary()]) ->
             ok | {error, not_found | invalid_members | not_initialized}.


      


Add members to an existing alias

  



  
    
      
    
    
      delete(Alias)



        
          
        

    

  


  

      

          -spec delete(string() | binary()) -> ok | {error, not_found | not_initialized}.


      


Delete an alias
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          -spec get_table() -> atom().


      


Get the ETS table reference (for testing/debugging)
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          -spec initialize() -> ok | {error, already_exists}.


      


Initialize the alias storage Creates an ETS table to hold alias definitions. The table is a set (unique keys) and is public for easy access.
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          -spec is_alias(string() | binary()) -> boolean().


      


Check if a name is an alias
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          -spec list(string() | binary()) -> {ok, [string()]} | {error, not_found | not_initialized}.


      


Get the list of members for a specific alias
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          -spec list_all() -> [{string(), [string()]}] | {error, not_initialized}.


      


List all aliases and their members
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          -spec new(string() | binary(), [string() | binary()]) ->
             ok | {error, alias_exists | invalid_name | invalid_members}.


      


Create a new alias with given members The alias name should not include the @ symbol.
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          -spec rm(string() | binary(), [string() | binary()]) -> ok | {error, not_found | not_initialized}.


      


Remove members from an alias
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    Functions
  


    
      
        get_config(Keys)

      


        Get the relevant Application config



    


    
      
        get_config(Keys, Map)

      


    


    
      
        start(StartType, StartArgs)

      


        Start the cryptic application



    


    
      
        stop(State)

      


        Stop the cryptic application
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          -spec get_config([Key :: atom()]) -> map().


      


Get the relevant Application config

  



  
    
      
    
    
      get_config(Keys, Map)



        
          
        

    

  


  

      

          -spec get_config([Key :: atom()], Map :: map()) -> map().
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Start the cryptic application
This callback is invoked when the application is started. Starts the supervisor which will then start all child processes including the event manager, CA initializer, and HTTP server.
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Stop the cryptic application
This callback is invoked when the application is stopped. OTP will automatically terminate all processes in the supervision tree, but we add additional cleanup here if needed. Also stops the CA subsystem.
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CA application startup and configuration
This module handles initialization of the Certificate Authority subsystem including database setup and configuration.
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    Functions
  


    
      
        get_ca_db()

      


        Get the CA database reference.



    


    
      
        init_ca()

      


        Initialize the CA database.



    


    
      
        start(StartType, StartArgs)

      


        Start the CA application.



    


    
      
        stop(State)

      


        Stop the CA application.
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      get_ca_db()


        (since October 2025)


        
          
        

    

  


  

      

          -spec get_ca_db() -> {ok, term()} | {error, not_initialized}.


      


Get the CA database reference.
Retrieves the database reference from the application environment.

  



  
    
      
    
    
      init_ca()


        (since October 2025)


        
          
        

    

  


  

      

          -spec init_ca() -> {ok, term()} | {error, term()}.


      


Initialize the CA database.
Creates or opens the CA database and stores the reference in the application environment for use by handlers.
[bookmark: Configuration]Configuration
The database file path can be configured via: - Environment variable: CRYPTIC_CA_DB_FILE` - Application config: `{cryptic, [{ca_db_file, Path}]} - Default: priv/ca/cryptic_ca.db` == Example == ``` {ok, DbRef} = cryptic_ca_app:init_ca(), %% DbRef is now available via application:get_env(cryptic, ca_db_ref)''

  



  
    
      
    
    
      start(StartType, StartArgs)


        (since October 2025)


        
          
        

    

  


  

Start the CA application.
Initializes the CA database and makes it available to handlers.

  



  
    
      
    
    
      stop(State)


        (since October 2025)


        
          
        

    

  


  

Stop the CA application.
Cleans up CA resources including closing the database.
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CA Bootstrap - Load GPG registrations from filesystem
This module handles bootstrapping GPG fingerprints for users with existing client certificates but no GPG info in their certificates.
Users place files in priv/ca/bootstrap/ with the format: <filename>.gpg
Each file contains the armored GPG public key. The server loads these on startup and associates the GPG fingerprint with the certificate fingerprint.
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        get_bootstrap_dir()

      


        Get the bootstrap directory path



    


    
      
        load_bootstrap_registrations(DbRef)

      


        Load all GPG bootstrap registrations from filesystem



    


    
      
        process_bootstrap_file(DbRef, FilePath)

      


        Process a single bootstrap file
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        (since November 2025)


        
          
        

    

  


  

      

          -spec get_bootstrap_dir() -> file:filename().


      


Get the bootstrap directory path

  



  
    
      
    
    
      load_bootstrap_registrations(DbRef)


        (since November 2025)


        
          
        

    

  


  

      

          -spec load_bootstrap_registrations(term()) -> {ok, non_neg_integer()} | {error, term()}.


      


Load all GPG bootstrap registrations from filesystem
Scans the bootstrap directory for .gpg files and registers each GPG public key with the CA database.
File naming convention: <any-identifier>.gpg File contents: Armored GPG public key

  



  
    
      
    
    
      process_bootstrap_file(DbRef, FilePath)


        (since November 2025)


        
          
        

    

  


  

      

          -spec process_bootstrap_file(term(), file:filename()) ->
                                {ok, registered} | {ok, already_registered} | {error, term()}.


      


Process a single bootstrap file
Reads the GPG public key from the file, computes the fingerprint, and registers it in the database.
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Client certificate issuance using Erlang public_key module
Issues X.509 certificates for client authentication based on Certificate Signing Requests (CSRs). Uses the hybrid approach: - CA root certificate generated by myca (bootstrap) - Client certificates issued by Erlang public_key (runtime)
This module handles: - CSR parsing and validation - Manual ASN.1 certificate construction (production-safe) - Certificate signing with CA private key - PEM encoding for distribution
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    Functions
  


    
      
        build_client_cert(Subject, SubjectPKInfo, GPG_FP, Email, ValidityDays)

      


        Build client certificate from CSR components



    


    
      
        encode_pem(CertDER)

      


        Encode DER certificate to PEM format



    


    
      
        get_expiry(CertPEM)

      


        Extract expiry date from a PEM-encoded certificate



    


    
      
        get_serial(CertPEM)

      


        Extract serial number from a PEM-encoded certificate



    


    
      
        issue_from_csr(CSR_PEM, GPG_FP)

      


        Issue certificate from CSR with GPG fingerprint



    


    
      
        issue_from_csr(CSR_PEM, GPG_FP, ValidityDays)

      


        Issue certificate from CSR with custom validity period



    


    
      
        issue_from_csr(CSR_PEM, GPG_FP, Email, ValidityDays)

      


        Issue certificate from CSR with optional email and custom validity period



    


    
      
        issue_from_csr_with_gpg_proof(CSR_PEM, GPG_FP, GPG_Signature)

      


        Issue certificate from CSR with GPG signature proof



    


    
      
        issue_from_csr_with_gpg_proof(CSR_PEM, GPG_FP, GPG_Signature, ValidityDays)

      


        Issue certificate from CSR with GPG proof and custom validity



    


    
      
        parse_csr(CSR_PEM)

      


        Parse PEM-encoded CSR



    


    
      
        sign_cert(_, CAKey)

      


        Sign certificate with CA private key (PRODUCTION SAFE)



    


    
      
        validate_csr(CSR)

      


        Validate CSR structure and cryptographic signature
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          -spec build_client_cert(tuple(), tuple(), binary(), binary() | undefined, pos_integer()) ->
                           {ok,
                            #'OTPCertificate'{tbsCertificate :: term(),
                                              signatureAlgorithm :: term(),
                                              signature :: term()}} |
                           {error, term()}.


      


Build client certificate from CSR components
Manual ASN.1 construction (production-safe, NOT test helpers). Creates properly formatted X.509 certificate with: - Unique serial number (from cryptic_ca_serial) - Validity period (NotBefore/NotAfter) - Subject from CSR - Public key from CSR - Extensions for TLS client auth - GPG fingerprint and optional email in Subject Alternative Name

  



  
    
      
    
    
      encode_pem(CertDER)



        
          
        

    

  


  

      

          -spec encode_pem(binary()) -> {ok, binary()} | {error, term()}.


      


Encode DER certificate to PEM format

  



  
    
      
    
    
      get_expiry(CertPEM)



        
          
        

    

  


  

      

          -spec get_expiry(binary()) -> {ok, integer()} | {error, term()}.


      


Extract expiry date from a PEM-encoded certificate
Returns the not-after date as a Unix timestamp.

  



  
    
      
    
    
      get_serial(CertPEM)



        
          
        

    

  


  

      

          -spec get_serial(binary()) -> {ok, binary()} | {error, term()}.


      


Extract serial number from a PEM-encoded certificate
Returns the serial number as a binary string.

  



  
    
      
    
    
      issue_from_csr(CSR_PEM, GPG_FP)



        
          
        

    

  


  

      

          -spec issue_from_csr(binary(), binary()) -> {ok, binary()} | {error, term()}.


      


Issue certificate from CSR with GPG fingerprint
Main entry point for certificate issuance. Validates CSR, builds certificate with proper extensions, signs with CA key, and returns PEM-encoded certificate.
Default validity: 7 days (configurable in sys.config)
Example:
  CSR_PEM = <<"-----BEGIN CERTIFICATE REQUEST-----\n...">>,
  GPG_FP = <<"ABCD1234...">>,
  {ok, CertPEM} = cryptic_ca_cert:issue_from_csr(CSR_PEM, GPG_FP).

  



  
    
      
    
    
      issue_from_csr(CSR_PEM, GPG_FP, ValidityDays)



        
          
        

    

  


  

      

          -spec issue_from_csr(binary(), binary(), pos_integer()) -> {ok, binary()} | {error, term()}.


      


Issue certificate from CSR with custom validity period

  



  
    
      
    
    
      issue_from_csr(CSR_PEM, GPG_FP, Email, ValidityDays)



        
          
        

    

  


  

      

          -spec issue_from_csr(binary(), binary(), binary() | undefined, pos_integer()) ->
                        {ok, binary()} | {error, term()}.


      


Issue certificate from CSR with optional email and custom validity period

  



  
    
      
    
    
      issue_from_csr_with_gpg_proof(CSR_PEM, GPG_FP, GPG_Signature)



        
          
        

    

  


  

      

          -spec issue_from_csr_with_gpg_proof(binary(), binary(), binary()) -> {ok, binary()} | {error, term()}.


      


Issue certificate from CSR with GPG signature proof
This function implements the complete certificate issuance flow with GPG signature verification as described in the onboarding protocol:
1. Verify GPG fingerprint exists in registry with verified status 2. Fetch the stored GPG public key from registry 3. Verify the GPG signature over the CSR 4. Parse and validate the CSR (structural + cryptographic) 5. Issue the certificate
This ensures that: - The requester is a registered user (GPG FP in registry) - The requester proves possession of the GPG private key (signature) - The CSR is well-formed and signed with TLS private key
Default validity: 7 days (configurable in sys.config)
Example:
  CSR_PEM = <<"-----BEGIN CERTIFICATE REQUEST-----\n...">>,
  GPG_FP = <<"ABCD1234...">>,
  GPG_SIG = <<"-----BEGIN PGP SIGNATURE-----\n...">>,
  {ok, CertPEM} = cryptic_ca_cert:issue_from_csr_with_gpg_proof(
      CSR_PEM, GPG_FP, GPG_SIG).

  



  
    
      
    
    
      issue_from_csr_with_gpg_proof(CSR_PEM, GPG_FP, GPG_Signature, ValidityDays)



        
          
        

    

  


  

      

          -spec issue_from_csr_with_gpg_proof(binary(), binary(), binary(), pos_integer()) ->
                                       {ok, binary()} | {error, term()}.


      


Issue certificate from CSR with GPG proof and custom validity

  



  
    
      
    
    
      parse_csr(CSR_PEM)



        
          
        

    

  


  

      

          -spec parse_csr(binary()) ->
                   {ok,
                    #'CertificationRequest'{certificationRequestInfo :: term(),
                                            signatureAlgorithm :: term(),
                                            signature :: term()}} |
                   {error, term()}.


      


Parse PEM-encoded CSR

  



  
    
      
    
    
      sign_cert(_, CAKey)



        
          
        

    

  


  

      

          -spec sign_cert(#'OTPCertificate'{tbsCertificate :: term(),
                                  signatureAlgorithm :: term(),
                                  signature :: term()},
                tuple()) ->
                   {ok, binary()} | {error, term()}.


      


Sign certificate with CA private key (PRODUCTION SAFE)
Uses public_key:pkix_sign/2 which is the production-safe way to sign certificates. Does NOT use pkix_test_root_cert/2.
Note: pkix_sign/2 expects TBSCertificate (not full OTPCertificate) and returns DER-encoded signed certificate.

  



  
    
      
    
    
      validate_csr(CSR)



        
          
        

    

  


  

      

          -spec validate_csr(#'CertificationRequest'{certificationRequestInfo :: term(),
                                           signatureAlgorithm :: term(),
                                           signature :: term()}) ->
                      ok | {error, term()}.


      


Validate CSR structure and cryptographic signature
Performs two levels of validation: 1. Structural validation: Verifies all required fields are present 2. Cryptographic validation: Verifies signature using public key from CSR
This ensures the CSR was created by the holder of the private key corresponding to the public key in the CSR.

  


        

      


  

    
cryptic_ca_gpg 
    



      
Cryptic CA GPG Module - Wrapper around erl_gpg library
This module provides GPG operations for the Certificate Authority, including signature verification and fingerprint computation using the erl_gpg library.

      


      
        Summary


  
    Types
  


    
      
        gpg_fingerprint/0

      


    


    
      
        gpg_public_key/0

      


    


    
      
        signed_data/0

      


    





  
    Functions
  


    
      
        compute_fingerprint(PublicKey)

      


        Compute the GPG fingerprint from a public key.



    


    
      
        extract_email_from_key(KeyBlock)

      


        Extract email address from GPG public key user ID.



    


    
      
        extract_public_key(KeyBlock)

      


        Extract and validate a public key from a GPG key block.



    


    
      
        verify_detached_signature(Data, DetachedSignature, PublicKey)

      


        Verify a detached GPG signature over data.



    


    
      
        verify_signature(SignedData, PublicKey)

      


        Verify a GPG signature and extract the plaintext data.



    





      


      
        Types

        


  
    
      
    
    
      gpg_fingerprint/0
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          -type gpg_fingerprint() :: binary().


      



  



  
    
      
    
    
      gpg_public_key/0
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          -type gpg_public_key() :: binary().


      



  



  
    
      
    
    
      signed_data/0
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          -type signed_data() :: binary().


      



  


        

      

      
        Functions

        


  
    
      
    
    
      compute_fingerprint(PublicKey)


        (since October 2025)


        
          
        

    

  


  

      

          -spec compute_fingerprint(gpg_public_key()) -> {ok, gpg_fingerprint()} | {error, term()}.


      


Compute the GPG fingerprint from a public key.
Extracts the unique cryptographic fingerprint (hash) of a GPG public key. The fingerprint serves as a compact identifier for the key and is used throughout the system as the primary key for identity lookups.
[bookmark: Fingerprint_Format]Fingerprint Format
Returns a 40-character hexadecimal string (for GPG v4 keys) representing the SHA-1 hash of the key material. This is the standard GPG fingerprint format used by tools like gpg --fingerprint`. == Use Cases == <ul> <li>Generate identity identifiers during onboarding</li> <li>Validate key fingerprints match expected values</li> <li>Create database lookup keys for GPG identities</li> <li>Display human-readable key identifiers in UI</li> </ul> == Integration with erl_gpg == This function wraps `erl_gpg_api:compute_fingerprint/2, which uses GPG's native fingerprint computation. The empty string parameter is the passphrase (not needed for public keys).
[bookmark: Example]Example
  %% Extract fingerprint during user registration
  PublicKey = <<"-----BEGIN PGP PUBLIC KEY BLOCK-----\n...">>,
 
  case cryptic_ca_gpg:compute_fingerprint(PublicKey) of
      {ok, Fingerprint} ->
          %% Fingerprint: <<"ABCD1234ABCD1234ABCD1234ABCD1234ABCD1234">>
          io:format("User fingerprint: ~s~n", [Fingerprint]),
          register_identity(Fingerprint, PublicKey);
      {error, invalid_key_format} ->
          {error, malformed_public_key};
      {error, Reason} ->
          ?error("Fingerprint computation failed: ~p", [Reason]),
          {error, cannot_compute_fingerprint}
  end.

  



  
    
      
    
    
      extract_email_from_key(KeyBlock)


        (since October 2025)


        
          
        

    

  


  

      

          -spec extract_email_from_key(binary()) -> {ok, binary()} | {error, term()}.


      


Extract email address from GPG public key user ID.
Parses the GPG public key to extract the email address from the first user ID. GPG user IDs typically follow the format "Name <email@example.com>".
[bookmark: Use_Cases]Use Cases
	Extract email for certificate SAN extension
	Map GPG fingerprints to human-readable usernames
	Enable messaging between users by name

[bookmark: Example]Example
  %% Extract email during certificate issuance
  case cryptic_ca_gpg:extract_email_from_key(GpgPubKey) of
      {ok, Email} ->
          %% Use email in certificate SAN
          build_client_cert(Subject, PubKey, GpgFp, Email, ValidityDays);
      {error, no_email_found} ->
          %% Fall back to GPG fingerprint only
          build_client_cert(Subject, PubKey, GpgFp, undefined, ValidityDays)
  end.

  



  
    
      
    
    
      extract_public_key(KeyBlock)


        (since October 2025)


        
          
        

    

  


  

      

          -spec extract_public_key(binary()) -> {ok, gpg_public_key()} | {error, term()}.


      


Extract and validate a public key from a GPG key block.
Validates that the provided key block contains a valid GPG public key by importing it and reading its metadata. If validation succeeds, returns the original key block for storage or further processing.
[bookmark: Validation_Process]Validation Process
	Import the key block into GPG's keyring (temporary)
	Read key metadata to confirm it's valid and accessible
	Return the original key block if validation succeeds

[bookmark: Why_Validate?]Why Validate?
Users may provide malformed or corrupted key blocks during onboarding. This function catches such issues early, preventing invalid keys from being stored in the database or used in cryptographic operations.
[bookmark: Use_Cases]Use Cases
	Validate user-provided public keys during registration
	Ensure key blocks are well-formed before storage
	Detect corrupted keys from file uploads or paste operations
	Pre-flight check before attempting cryptographic operations

[bookmark: Integration_with_erl_gpg]Integration with erl_gpg
Uses erl_gpg_api:get_key_info/2 which imports the key and reads its metadata. The empty string parameter is the passphrase (not needed for public keys).
[bookmark: Example]Example
  %% Validate a user-provided public key during onboarding
  UserProvidedKey = get_key_from_form(),
 
  case cryptic_ca_gpg:extract_public_key(UserProvidedKey) of
      {ok, ValidatedKey} ->
          %% Key is valid, safe to store
          cryptic_ca_store:insert_gpg_identity(DbRef, #{
              gpg_fp => Fingerprint,
              public_key => ValidatedKey,
              status => <<"pending">>
          });
      {error, invalid_key_data} ->
          {error, <<"Please provide a valid GPG public key">>};
      {error, Reason} ->
          ?error("Key validation failed: ~p", [Reason]),
          {error, <<"Key validation failed">>}
  end.

  



  
    
      
    
    
      verify_detached_signature(Data, DetachedSignature, PublicKey)


        (since October 2025)


        
          
        

    

  


  

      

          -spec verify_detached_signature(binary(), binary(), gpg_public_key()) -> ok | {error, term()}.


      


Verify a detached GPG signature over data.
This function verifies a detached signature (separate from the data) using a provided GPG public key. This is commonly used for CSR signing where the signature is sent separately from the CSR data.
[bookmark: Use_Cases]Use Cases
	Verify CSR signed by user's GPG private key
	Authenticate certificate requests
	Validate proof-of-possession of GPG private key

[bookmark: Example]Example
  %% Verify CSR signature during certificate issuance
  CSR_PEM = <<"-----BEGIN CERTIFICATE REQUEST-----\n...">>,
  GpgSignature = <<"-----BEGIN PGP SIGNATURE-----\n...">>,
  GpgPubKey = <<"-----BEGIN PGP PUBLIC KEY BLOCK-----\n...">>,
 
  case cryptic_ca_gpg:verify_detached_signature(CSR_PEM, GpgSignature, GpgPubKey) of
      ok ->
          %% Signature valid, proceed with certificate issuance
          issue_certificate(CSR_PEM);
      {error, invalid_signature} ->
          {error, unauthorized_csr_request};
      {error, Reason} ->
          ?error("CSR signature verification failed: ~p", [Reason]),
          {error, verification_failed}
  end.

  



  
    
      
    
    
      verify_signature(SignedData, PublicKey)


        (since October 2025)


        
          
        

    

  


  

      

          -spec verify_signature(signed_data(), gpg_public_key()) -> {ok, binary()} | {error, term()}.


      


Verify a GPG signature and extract the plaintext data.
This function verifies that the signed data was indeed signed by the holder of the private key corresponding to the provided public key. On successful verification, it returns the decrypted plaintext content.
[bookmark: Use_Cases]Use Cases
	Verify invite tokens signed by the inviter
	Authenticate user registration requests
	Validate signed messages during onboarding
	Ensure data integrity and authenticity

[bookmark: Security_Notes]Security Notes
	Both inputs must be ASCII-armored GPG format
	The function validates cryptographic signatures using erl_gpg
	Verification failure indicates tampering or wrong key
	All exceptions are caught and logged for security auditing

[bookmark: Example]Example
  %% Verify an invite token signed by the inviter
  SignedInvite = <<"-----BEGIN PGP SIGNED MESSAGE-----\n...">>,
  InviterPubKey = <<"-----BEGIN PGP PUBLIC KEY BLOCK-----\n...">>,
 
  case cryptic_ca_gpg:verify_signature(SignedInvite, InviterPubKey) of
      {ok, PlaintextToken} ->
          %% Signature valid, use the plaintext token
          process_invite_token(PlaintextToken);
      {error, invalid_signature} ->
          {error, tampered_invite};
      {error, Reason} ->
          ?error("Signature verification failed: ~p", [Reason]),
          {error, verification_failed}
  end.

  


        

      


  

    
cryptic_ca_init 
    



      
CA Database Initializer
This gen_server initializes the CA database at application startup. It's designed to be supervised and ensures the database is ready before the HTTP server starts accepting requests.

      


      
        Summary


  
    Functions
  


    
      
        get_db_ref()

      


        Get the CA database reference.



    


    
      
        handle_call(Request, From, State)

      


    


    
      
        handle_cast(Msg, State)

      


    


    
      
        handle_info(Info, State)

      


    


    
      
        init(_)

      


        Initialize the CA database.



    


    
      
        start_link()

      


        Start the CA initializer.



    


    
      
        terminate(Reason, State)

      


    





      


      
        Functions

        


  
    
      
    
    
      get_db_ref()



        
          
        

    

  


  

      

          -spec get_db_ref() -> {ok, term()} | {error, not_initialized}.


      


Get the CA database reference.

  



  
    
      
    
    
      handle_call(Request, From, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_cast(Msg, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_info(Info, State)



        
          
        

    

  


  


  



  
    
      
    
    
      init(_)



        
          
        

    

  


  

Initialize the CA database.

  



  
    
      
    
    
      start_link()



        
          
        

    

  


  

      

          -spec start_link() -> {ok, pid()} | {error, term()}.


      


Start the CA initializer.

  



  
    
      
    
    
      terminate(Reason, State)



        
          
        

    

  


  


  


        

      


  

    
cryptic_ca_rate_limiter 
    



      
Rate limiting middleware for CA operations
Implements token bucket algorithm with multiple limit dimensions: - Per-IP address limits (public endpoints) - Per-GPG fingerprint limits (authenticated operations) - Per-operation type limits
Uses ETS for fast in-memory tracking with TTL-based cleanup.

      


      
        Summary


  
    Functions
  


    
      
        check_limit(Identifier, Operation, Cost)

      


        Check if operation is allowed for identifier (3-arg version)



    


    
      
        check_limit(Identifier, Operation, Cost, Opts)

      


        Check if operation is allowed (4-arg version for backward compatibility)



    


    
      
        code_change(OldVsn, State, Extra)

      


    


    
      
        get_stats()

      


        Get rate limiting statistics



    


    
      
        get_stats(Identifier)

      


        Get statistics for specific identifier



    


    
      
        handle_call(Request, From, State)

      


    


    
      
        handle_cast(Msg, State)

      


    


    
      
        handle_info(Info, State)

      


    


    
      
        init(_)

      


    


    
      
        reset_limits(Identifier)

      


        Reset limits for a specific identifier (for testing/admin)



    


    
      
        start()

      


        Start the rate limiter (without link, for testing)



    


    
      
        start_link()

      


        Start the rate limiter (with link)



    


    
      
        terminate(Reason, State)

      


    





      


      
        Functions

        


  
    
      
    
    
      check_limit(Identifier, Operation, Cost)



        
          
        

    

  


  

      

          -spec check_limit(binary(), atom(), number()) ->
                     {ok, Remaining :: integer()} | {error, rate_limited, RetryAfter :: integer()}.


      


Check if operation is allowed for identifier (3-arg version)

  



  
    
      
    
    
      check_limit(Identifier, Operation, Cost, Opts)



        
          
        

    

  


  

      

          -spec check_limit(binary(), atom(), number(), map()) ->
                     {ok, Remaining :: integer()} | {error, rate_limited, RetryAfter :: integer()}.


      


Check if operation is allowed (4-arg version for backward compatibility)

  



  
    
      
    
    
      code_change(OldVsn, State, Extra)



        
          
        

    

  


  


  



  
    
      
    
    
      get_stats()



        
          
        

    

  


  

      

          -spec get_stats() -> map().


      


Get rate limiting statistics

  



  
    
      
    
    
      get_stats(Identifier)



        
          
        

    

  


  

      

          -spec get_stats(binary()) -> map().


      


Get statistics for specific identifier

  



  
    
      
    
    
      handle_call(Request, From, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_cast(Msg, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_info(Info, State)



        
          
        

    

  


  


  



  
    
      
    
    
      init(_)



        
          
        

    

  


  


  



  
    
      
    
    
      reset_limits(Identifier)



        
          
        

    

  


  

      

          -spec reset_limits(binary()) -> ok.


      


Reset limits for a specific identifier (for testing/admin)

  



  
    
      
    
    
      start()



        
          
        

    

  


  

      

          -spec start() -> {ok, pid()} | {error, term()}.


      


Start the rate limiter (without link, for testing)

  



  
    
      
    
    
      start_link()



        
          
        

    

  


  

      

          -spec start_link() -> {ok, pid()} | {error, term()}.


      


Start the rate limiter (with link)

  



  
    
      
    
    
      terminate(Reason, State)



        
          
        

    

  


  


  


        

      


  

    
cryptic_ca_rest_handler 
    



      
REST API handler for CA public operations
This module handles HTTP REST endpoints for public certificate authority operations including GPG registration and certificate signing requests.
Public Endpoints: - POST /ca/v1/csr: Submit certificate signing request - GET /ca/v1/status/:fingerprint: Check registration status - GET /ca/v1/ca-cert: Download the CA certificate in PEM format

      


      
        Summary


  
    Functions
  


    
      
        allowed_methods(Req, State)

      


        Specify allowed HTTP methods.



    


    
      
        content_types_accepted(Req, State)

      


        Specify content types accepted for POST requests.



    


    
      
        content_types_provided(Req, State)

      


        Specify content types provided for GET requests.



    


    
      
        handle_get(Req, State)

      


        Handle GET requests.



    


    
      
        handle_post(Req, State)

      


        Handle POST requests.



    


    
      
        init(Req, State)

      


        Initialize the REST handler.



    





      


      
        Functions

        


  
    
      
    
    
      allowed_methods(Req, State)


        (since October 2025)


        
          
        

    

  


  

Specify allowed HTTP methods.

  



  
    
      
    
    
      content_types_accepted(Req, State)


        (since October 2025)


        
          
        

    

  


  

Specify content types accepted for POST requests.

  



  
    
      
    
    
      content_types_provided(Req, State)


        (since October 2025)


        
          
        

    

  


  

Specify content types provided for GET requests.

  



  
    
      
    
    
      handle_get(Req, State)


        (since October 2025)


        
          
        

    

  


  

Handle GET requests.
Routes to appropriate handler based on operation in state: - status: Get registration status - ca_cert: Get CA certificate in PEM format

  



  
    
      
    
    
      handle_post(Req, State)


        (since October 2025)


        
          
        

    

  


  

Handle POST requests.
Routes to appropriate handler based on operation in state: - register_gpg: GPG registration with invite - csr: Certificate signing request

  



  
    
      
    
    
      init(Req, State)


        (since October 2025)


        
          
        

    

  


  

Initialize the REST handler.
Extracts the operation type from the state passed by Cowboy routing.

  


        

      


  

    
cryptic_ca_serial 
    



      
Certificate serial number management
Provides atomic serial number generation for X.509 certificates. Uses ETS for fast in-memory counters with periodic persistence to esqlite for recovery after restarts.
Serial numbers are unique, monotonically increasing integers required for each issued certificate per RFC 5280.

      


      
        Summary


  
    Functions
  


    
      
        backup()

      


        Force immediate backup to database



    


    
      
        current()

      


        Get current serial number (without incrementing)



    


    
      
        handle_call(Request, From, State)

      


    


    
      
        handle_cast(Msg, State)

      


    


    
      
        handle_info(Info, State)

      


    


    
      
        init(_)

      


    


    
      
        next()

      


        Get next serial number (atomic increment) Returns a unique, monotonically increasing integer.



    


    
      
        reset(Serial)

      


        Reset serial counter to specific value WARNING: Only use for recovery or migration!



    


    
      
        restore(DbRef)

      


        Restore serial counter from database



    


    
      
        resync()

      


        Re-sync serial counter with database (query MAX and update) Use this when duplicate serial errors occur to recover without restart.



    


    
      
        start_link()

      


        Start the serial number manager



    


    
      
        terminate(Reason, State)

      


    





      


      
        Functions

        


  
    
      
    
    
      backup()



        
          
        

    

  


  

      

          -spec backup() -> ok | {error, term()}.


      


Force immediate backup to database

  



  
    
      
    
    
      current()



        
          
        

    

  


  

      

          -spec current() -> non_neg_integer().


      


Get current serial number (without incrementing)

  



  
    
      
    
    
      handle_call(Request, From, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_cast(Msg, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_info(Info, State)



        
          
        

    

  


  


  



  
    
      
    
    
      init(_)



        
          
        

    

  


  


  



  
    
      
    
    
      next()



        
          
        

    

  


  

      

          -spec next() -> pos_integer().


      


Get next serial number (atomic increment) Returns a unique, monotonically increasing integer.

  



  
    
      
    
    
      reset(Serial)



        
          
        

    

  


  

      

          -spec reset(non_neg_integer()) -> ok.


      


Reset serial counter to specific value WARNING: Only use for recovery or migration!

  



  
    
      
    
    
      restore(DbRef)



        
          
        

    

  


  

      

          -spec restore(reference()) -> ok | {error, term()}.


      


Restore serial counter from database

  



  
    
      
    
    
      resync()



        
          
        

    

  


  

      

          -spec resync() -> {ok, NewSerial :: non_neg_integer()} | {error, term()}.


      


Re-sync serial counter with database (query MAX and update) Use this when duplicate serial errors occur to recover without restart.

  



  
    
      
    
    
      start_link()



        
          
        

    

  


  

      

          -spec start_link() -> {ok, pid()} | {error, term()}.


      


Start the serial number manager

  



  
    
      
    
    
      terminate(Reason, State)



        
          
        

    

  


  


  


        

      


  

    
cryptic_ca_store 
    



      
Cryptic CA Store - SQLite Storage for GPG Registry
This module provides persistent storage for the GPG-based Certificate Authority system, GPG identities, and audit logs.
[bookmark: Features]Features
	SQLite-based persistent storage for CA data
	Optional encryption for sensitive data (GPG keys)
	Transaction support for atomic operations
	Indexed lookups for fingerprints

[bookmark: Database_Schema]Database Schema
See init/1 for full schema definition
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    Types
  


    
      
        db_ref/0

      


    


    
      
        gpg_fingerprint/0

      


    


    
      
        unix_timestamp/0

      


    





  
    Functions
  


    
      
        cleanup_expired_certificates(Conn)

      


        Clean up expired certificates.



    


    
      
        close(Conn)

      


        Close database connection



    


    
      
        create_tables(Conn)

      


        Create database tables



    


    
      
        describe_table(Conn, TableName)

      


        Show the CREATE TABLE statement for a specific table.



    


    
      
        get_audit_logs(Conn, FromTimestamp, ToTimestamp)

      


        Retrieve audit logs within a time range.



    


    
      
        get_certificate(Conn, Serial)

      


        Get a certificate by serial number.



    


    
      
        get_gpg_identity(Conn, GpgFp)

      


        Retrieve a GPG identity by fingerprint.



    


    
      
        init(DbFile)

      


        Initialize database connection and create tables if needed



    


    
      
        init_ca_environment()

      


        Initialize CA environment by loading certificates and keys



    


    
      
        insert_audit_log(Conn, Audit_log)

      


        Insert an audit log entry.



    


    
      
        insert_certificate(Conn, Certificate)

      


        Insert a certificate into the database.



    


    
      
        insert_gpg_identity(Conn, Gpg_identity)

      


        Insert a new GPG identity into the registry.



    


    
      
        inspect_db()

      


        Inspect the database and print a summary to stdout.



    


    
      
        list_certificates_by_user(Conn, GpgFp)

      


        List all certificates for a user.



    


    
      
        list_expiring_certificates(Conn, WithinSeconds)

      


        List certificates expiring within the given number of seconds.



    


    
      
        list_gpg_identities(Conn)

      


        List all GPG identities in the registry.



    


    
      
        list_tables(Conn)

      


        List all tables in the database.



    


    
      
        load_ca_cert()

      


        Load CA certificate from PEM file



    


    
      
        load_ca_key()

      


        Load CA private key from PEM file



    


    
      
        open_db(DbFile)

      


        Open database connection (for use by other modules)



    


    
      
        register_user(Conn, GpgFp, GpgPubArmor, RegisteredBy, Metadata)

      


        Register a new user (admin-mediated registration).



    


    
      
        revoke_certificate(Conn, Serial, RevokedBy, Reason)

      


        Revoke a certificate.



    


    
      
        update_certificate_status(Conn, Serial, NewStatus)

      


        Update certificate status.



    


    
      
        update_last_seen(Conn, GpgFp)

      


        Update the last seen timestamp for a GPG identity.



    


    
      
        update_user_status(Conn, GpgFp, NewStatus)

      


        Update a user's status (suspend, revoke, reactivate).



    





      


      
        Types

        


  
    
      
    
    
      db_ref/0


        (since October 2025)


        
          
        

    

  


  

      

          -type db_ref() :: tuple().


      



  



  
    
      
    
    
      gpg_fingerprint/0


        (since October 2025)


        
          
        

    

  


  

      

          -type gpg_fingerprint() :: binary().


      



  



  
    
      
    
    
      unix_timestamp/0


        (since October 2025)


        
          
        

    

  


  

      

          -type unix_timestamp() :: non_neg_integer().


      



  


        

      

      
        Functions

        


  
    
      
    
    
      cleanup_expired_certificates(Conn)


        (since October 2025)


        
          
        

    

  


  

      

          -spec cleanup_expired_certificates(db_ref()) -> {ok, non_neg_integer()} | {error, term()}.


      


Clean up expired certificates.
Updates status of expired certificates from 'active' to 'expired'. Should be called periodically by background maintenance process.

  



  
    
      
    
    
      close(Conn)


        (since October 2025)


        
          
        

    

  


  

      

          -spec close(db_ref()) -> ok.


      


Close database connection

  



  
    
      
    
    
      create_tables(Conn)


        (since October 2025)


        
          
        

    

  


  

      

          -spec create_tables(db_ref()) -> ok | {error, term()}.


      


Create database tables

  



  
    
      
    
    
      describe_table(Conn, TableName)


        (since October 2025)


        
          
        

    

  


  

      

          -spec describe_table(db_ref(), binary()) -> {ok, binary()} | {error, term()}.


      


Show the CREATE TABLE statement for a specific table.
Returns the SQL schema definition for the specified table, useful for understanding table structure, columns, and constraints.
[bookmark: Example]Example
  DbRef = cryptic_ca_init:get_db_ref().
  {ok, Schema} = cryptic_ca_store:describe_table(DbRef, &lt;&lt;"certificates">>).
  io:format("~s~n", [Schema]).

  



  
    
      
    
    
      get_audit_logs(Conn, FromTimestamp, ToTimestamp)


        (since October 2025)


        
          
        

    

  


  

      

          -spec get_audit_logs(db_ref(), unix_timestamp(), unix_timestamp()) ->
                        {ok,
                         [#audit_log{timestamp :: non_neg_integer(),
                                     event_type :: binary(),
                                     gpg_fp :: binary() | undefined,
                                     invite_id :: binary() | undefined,
                                     details :: binary() | undefined,
                                     ip_address :: binary() | undefined}]} |
                        {error, term()}.


      


Retrieve audit logs within a time range.
Fetches audit log entries between two Unix timestamps (inclusive). Results are returned in reverse chronological order (most recent first).
Useful for generating audit reports, investigating security incidents, or compliance reviews.
[bookmark: Example]Example
  %% Get logs from the last 24 hours
  Now = erlang:system_time(second),
  OneDayAgo = Now - 86400,
  {ok, Logs} = cryptic_ca_store:get_audit_logs(Conn, OneDayAgo, Now),
  lists:foreach(
      fun(Log) ->
          io:format("~s: ~s~n", [Log#audit_log.event_type, Log#audit_log.gpg_fp])
      end,
      Logs
  ).

  



  
    
      
    
    
      get_certificate(Conn, Serial)


        (since October 2025)


        
          
        

    

  


  

      

          -spec get_certificate(db_ref(), binary()) ->
                         {ok,
                          #certificate{serial :: binary(),
                                       gpg_fp :: binary(),
                                       issued_at :: non_neg_integer(),
                                       expires_at :: non_neg_integer(),
                                       status :: binary(),
                                       revoked_at :: non_neg_integer() | undefined,
                                       revoked_by :: binary() | undefined,
                                       revoked_reason :: binary() | undefined,
                                       cert_pem :: binary()}} |
                         {error, term()}.


      


Get a certificate by serial number.
Retrieves full certificate details including revocation status.

  



  
    
      
    
    
      get_gpg_identity(Conn, GpgFp)


        (since October 2025)


        
          
        

    

  


  

      

          -spec get_gpg_identity(db_ref(), gpg_fingerprint()) ->
                          {ok,
                           #gpg_identity{gpg_fp :: binary(),
                                         gpg_pub_armor :: binary(),
                                         status :: binary(),
                                         registered_by :: binary() | undefined,
                                         registered_at :: non_neg_integer(),
                                         last_seen :: non_neg_integer(),
                                         metadata :: binary() | undefined}} |
                          {error, not_found} |
                          {error, term()}.


      


Retrieve a GPG identity by fingerprint.
Fetches complete identity information including the public key armor, verification status, and registration metadata.
[bookmark: Example]Example
  case cryptic_ca_store:get_gpg_identity(Conn, <<"ABCD1234...">>) of
      {ok, Identity} ->
          io:format("Status: ~s~n", [Identity#gpg_identity.status]);
      {error, not_found} ->
          io:format("Unknown fingerprint~n")
  end.

  



  
    
      
    
    
      init(DbFile)


        (since October 2025)


        
          
        

    

  


  

      

          -spec init(file:filename()) -> {ok, db_ref()} | {error, term()}.


      


Initialize database connection and create tables if needed

  



  
    
      
    
    
      init_ca_environment()


        (since October 2025)


        
          
        

    

  


  

      

          -spec init_ca_environment() -> ok | {error, term()}.


      


Initialize CA environment by loading certificates and keys
Reads CA certificate and private key from files specified in application configuration, parses them, and stores in application environment for use by certificate issuance.
This should be called during application startup.
Configuration:
  {cryptic_ca, [
      {ca_cert_file, "CA/certs/ca.crt"},
      {ca_key_file, "CA/private/ca.key"}
  ]}.

  



  
    
      
    
    
      insert_audit_log(Conn, Audit_log)


        (since October 2025)


        
          
        

    

  


  

      

          -spec insert_audit_log(db_ref(),
                       #audit_log{timestamp :: non_neg_integer(),
                                  event_type :: binary(),
                                  gpg_fp :: binary() | undefined,
                                  invite_id :: binary() | undefined,
                                  details :: binary() | undefined,
                                  ip_address :: binary() | undefined}) ->
                          ok | {error, term()}.


      


Insert an audit log entry.
Records a security-relevant event in the audit log for compliance and forensic purposes. Events include identity registration, revocations, etc.
The details field typically contains JSON-encoded additional information about the event.

  



  
    
      
    
    
      insert_certificate(Conn, Certificate)


        (since October 2025)


        
          
        

    

  


  

      

          -spec insert_certificate(db_ref(),
                         #certificate{serial :: binary(),
                                      gpg_fp :: binary(),
                                      issued_at :: non_neg_integer(),
                                      expires_at :: non_neg_integer(),
                                      status :: binary(),
                                      revoked_at :: non_neg_integer() | undefined,
                                      revoked_by :: binary() | undefined,
                                      revoked_reason :: binary() | undefined,
                                      cert_pem :: binary()}) ->
                            ok | {error, term()}.


      


Insert a certificate into the database.
Records a newly issued certificate for tracking expiration, revocation, and renewal history. Called immediately after issuing a certificate.

  



  
    
      
    
    
      insert_gpg_identity(Conn, Gpg_identity)


        (since October 2025)


        
          
        

    

  


  

      

          -spec insert_gpg_identity(db_ref(),
                          #gpg_identity{gpg_fp :: binary(),
                                        gpg_pub_armor :: binary(),
                                        status :: binary(),
                                        registered_by :: binary() | undefined,
                                        registered_at :: non_neg_integer(),
                                        last_seen :: non_neg_integer(),
                                        metadata :: binary() | undefined}) ->
                             ok | {error, term()}.


      


Insert a new GPG identity into the registry.
Registers a new user's GPG key in the system. The status field indicates how the identity was verified:
	verified_bootstrap - Manually added by admin
	pending - Awaiting verification
	revoked - Identity has been revoked

[bookmark: Example]Example
  Identity = #gpg_identity{
      gpg_fp = <<"ABCD1234...">>,
      gpg_pub_armor = <<"-----BEGIN PGP PUBLIC KEY BLOCK-----\n...">>,
      status = <<"verified_bootstrap">>,
      registered_at = erlang:system_time(second),
      last_seen = erlang:system_time(second)
  },
  ok = cryptic_ca_store:insert_gpg_identity(Conn, Identity).

  



  
    
      
    
    
      inspect_db()


        (since October 2025)


        
          
        

    

  


  

      

          -spec inspect_db() -> ok | {error, term()}.


      


Inspect the database and print a summary to stdout.
This is a convenience function for quick database inspection from the Erlang shell. It retrieves the database reference, lists all tables, and shows the schema and row count for each table.
Note: This function uses cryptic_ca_init:get_db_ref() to get the database reference, so the CA init service must be running.
[bookmark: Example]Example
  %% From the Erlang shell (after server is running):
  cryptic_ca_store:inspect_db().

  



  
    
      
    
    
      list_certificates_by_user(Conn, GpgFp)


        (since October 2025)


        
          
        

    

  


  

      

          -spec list_certificates_by_user(db_ref(), binary()) ->
                                   {ok,
                                    [#certificate{serial :: binary(),
                                                  gpg_fp :: binary(),
                                                  issued_at :: non_neg_integer(),
                                                  expires_at :: non_neg_integer(),
                                                  status :: binary(),
                                                  revoked_at :: non_neg_integer() | undefined,
                                                  revoked_by :: binary() | undefined,
                                                  revoked_reason :: binary() | undefined,
                                                  cert_pem :: binary()}]} |
                                   {error, term()}.


      


List all certificates for a user.
Returns all certificates (active, expired, revoked) for the given GPG fingerprint, sorted by issue date (most recent first).

  



  
    
      
    
    
      list_expiring_certificates(Conn, WithinSeconds)


        (since October 2025)


        
          
        

    

  


  

      

          -spec list_expiring_certificates(db_ref(), non_neg_integer()) ->
                                    {ok,
                                     [#certificate{serial :: binary(),
                                                   gpg_fp :: binary(),
                                                   issued_at :: non_neg_integer(),
                                                   expires_at :: non_neg_integer(),
                                                   status :: binary(),
                                                   revoked_at :: non_neg_integer() | undefined,
                                                   revoked_by :: binary() | undefined,
                                                   revoked_reason :: binary() | undefined,
                                                   cert_pem :: binary()}]} |
                                    {error, term()}.


      


List certificates expiring within the given number of seconds.
Returns all active certificates that will expire within the specified time window. Used by expiration monitoring to send warnings.

  



  
    
      
    
    
      list_gpg_identities(Conn)


        (since October 2025)


        
          
        

    

  


  

      

          -spec list_gpg_identities(db_ref()) ->
                             {ok,
                              [#gpg_identity{gpg_fp :: binary(),
                                             gpg_pub_armor :: binary(),
                                             status :: binary(),
                                             registered_by :: binary() | undefined,
                                             registered_at :: non_neg_integer(),
                                             last_seen :: non_neg_integer(),
                                             metadata :: binary() | undefined}]} |
                             {error, term()}.


      


List all GPG identities in the registry.
Returns all registered identities in reverse chronological order (most recently registered first). Includes identities in all states: verified, pending, and revoked.
For filtered lists (e.g., only verified identities), use the result and filter based on the status field.
[bookmark: Example]Example
  {ok, Identities} = cryptic_ca_store:list_gpg_identities(Conn),
  Verified = lists:filter(
      fun(I) ->
          lists:member(I#gpg_identity.status,
                       [<<"verified_boottraps">>, <<"verified_bootstrap">>])
      end,
      Identities
  ).

  



  
    
      
    
    
      list_tables(Conn)


        (since October 2025)


        
          
        

    

  


  

      

          -spec list_tables(db_ref()) -> {ok, [binary()]} | {error, term()}.


      


List all tables in the database.
Returns the names of all tables in the SQLite database, which is useful for interactive debugging and understanding the database schema.
[bookmark: Example]Example
  %% From the Erlang shell:
  DbRef = cryptic_ca_init:get_db_ref().
  {ok, Tables} = cryptic_ca_store:list_tables(DbRef).
  io:format("Tables: ~p~n", [Tables]).

  



  
    
      
    
    
      load_ca_cert()


        (since October 2025)


        
          
        

    

  


  

      

          -spec load_ca_cert() ->
                      {ok,
                       #'OTPCertificate'{tbsCertificate :: term(),
                                         signatureAlgorithm :: term(),
                                         signature :: term()}} |
                      {error, term()}.


      


Load CA certificate from PEM file
Reads and parses the CA root certificate. Returns an OTPCertificate record that can be used for certificate operations.
Checks in order: 1. CRYPTIC_CA_CERT_FILE environment variable 2. ca_cert_file application environment

  



  
    
      
    
    
      load_ca_key()


        (since October 2025)


        
          
        

    

  


  

      

          -spec load_ca_key() -> {ok, tuple()} | {error, term()}.


      


Load CA private key from PEM file
Reads and parses the CA private key. Returns an ECPrivateKey record for ECDSA keys or RSAPrivateKey for RSA keys.
The key must match the algorithm used in the CA certificate.
Checks in order: 1. CRYPTIC_CA_KEY_FILE environment variable 2. ca_key_file application environment

  



  
    
      
    
    
      open_db(DbFile)


        (since October 2025)


        
          
        

    

  


  

      

          -spec open_db(file:filename()) -> {ok, db_ref()} | {error, term()}.


      


Open database connection (for use by other modules)

  



  
    
      
    
    
      register_user(Conn, GpgFp, GpgPubArmor, RegisteredBy, Metadata)


        (since October 2025)


        
          
        

    

  


  

      

          -spec register_user(db_ref(), gpg_fingerprint(), binary(), gpg_fingerprint(), binary() | undefined) ->
                       ok | {error, term()}.


      


Register a new user (admin-mediated registration).
This is the primary user onboarding function in the admin-mediated flow. An admin explicitly registers a user's GPG public key, which allows that user to subsequently request certificates via /ca/v1/csr.
[bookmark: Example]Example
  GpgPubKey = <<"-----BEGIN PGP PUBLIC KEY BLOCK-----...">>,
  Metadata = <<"{\"name\":\"Bob Smith\",\"team\":\"Engineering\"}">>,
  ok = cryptic_ca_store:register_user(Conn, <<"ABCD1234...">>,
                                      GpgPubKey, <<"ADMIN_FP">>, Metadata).

  



  
    
      
    
    
      revoke_certificate(Conn, Serial, RevokedBy, Reason)


        (since October 2025)


        
          
        

    

  


  

      

          -spec revoke_certificate(db_ref(), binary(), binary(), binary()) -> ok | {error, term()}.


      


Revoke a certificate.
Marks certificate as revoked with reason and admin who performed revocation. Also records audit log entry.

  



  
    
      
    
    
      update_certificate_status(Conn, Serial, NewStatus)


        (since October 2025)


        
          
        

    

  


  

      

          -spec update_certificate_status(db_ref(), binary(), binary()) -> ok | {error, term()}.


      


Update certificate status.
Changes certificate status (e.g., from 'active' to 'expired'). This is typically called by the expiration monitoring process.

  



  
    
      
    
    
      update_last_seen(Conn, GpgFp)


        (since October 2025)


        
          
        

    

  


  

      

          -spec update_last_seen(db_ref(), gpg_fingerprint()) -> ok | {error, term()}.


      


Update the last seen timestamp for a GPG identity.
Records the current time as the last activity time for this identity. Useful for tracking active users and detecting inactive accounts.
The timestamp is automatically set to erlang:system_time(second).
[bookmark: Example]Example
  %% Called when user authenticates or performs an action
  ok = cryptic_ca_store:update_last_seen(Conn, UserFingerprint).

  



  
    
      
    
    
      update_user_status(Conn, GpgFp, NewStatus)


        (since October 2025)


        
          
        

    

  


  

      

          -spec update_user_status(db_ref(), gpg_fingerprint(), binary()) -> ok | {error, term()}.


      


Update a user's status (suspend, revoke, reactivate).
Changes the status of a registered user. Status transitions: - active → suspended: Temporarily disable user access - suspended → active: Reactivate suspended user - active/suspended → revoked: Permanently disable user (irreversible)
[bookmark: Example]Example
  %% Suspend a user
  ok = cryptic_ca_store:update_user_status(Conn, <<"ABCD1234...">>, <<"suspended">>).
 
  %% Revoke a user
  ok = cryptic_ca_store:update_user_status(Conn, <<"ABCD1234...">>, <<"revoked">>).

  


        

      


  

    
cryptic_ca_ws_handler 
    



      
WebSocket handler for CA operations from trusted clients (cryptic_console)
**DEPRECATED**: This endpoint (/ca/ws) is deprecated in favor of the unified /ws endpoint which now handles both chat and admin commands with proper permission checks. This handler remains for backward compatibility only.
Please use the main /ws endpoint for all connections. Admin commands are automatically routed based on user permissions.
This module handles WebSocket connections from authenticated clients (cryptic_console) for CA management operations. Authentication is provided by the existing mTLS connection.
Admin User Management Commands: - register_user: Register a new user's GPG public key - list_users: List all registered users (with optional filter) - get_user_info: Get detailed info about a specific user - suspend_user: Temporarily suspend a user's access - revoke_user: Permanently revoke a user's access - reactivate_user: Reactivate a suspended user
Legacy Invite Commands (deprecated): - invite_create: Create a new invite token - invite_list: List invites created by the authenticated user - invite_revoke: Revoke an unused invite
Other Commands: - gpg_register_bootstrap: Register GPG key for existing mTLS user - cert_status_query: Query certificate status - cert_renew: Renew an expiring certificate

      


      
        Summary


  
    Functions
  


    
      
        handle_command(Msg, State)

      


        Route commands to appropriate handlers.



    


    
      
        init(Req, Opts)

      


        Initialize the WebSocket handler.



    


    
      
        terminate(Reason, Req, State)

      


        Cleanup when WebSocket connection is closed.



    


    
      
        websocket_handle(Frame, State)

      


        Handle incoming WebSocket frames.



    


    
      
        websocket_info(Info, State)

      


        Handle Erlang messages sent to the WebSocket process.



    


    
      
        websocket_init(State)

      


        WebSocket connection established.



    





      


      
        Functions

        


  
    
      
    
    
      handle_command(Msg, State)


        (since October 2025)


        
          
        

    

  


  

      

          -spec handle_command(map(),
                     #state{gpg_fp :: binary() | undefined,
                            db_ref :: term(),
                            authenticated :: boolean(),
                            peer_cert :: binary() | undefined}) ->
                        {reply,
                         tuple(),
                         #state{gpg_fp :: binary() | undefined,
                                db_ref :: term(),
                                authenticated :: boolean(),
                                peer_cert :: binary() | undefined}} |
                        {ok,
                         #state{gpg_fp :: binary() | undefined,
                                db_ref :: term(),
                                authenticated :: boolean(),
                                peer_cert :: binary() | undefined}}.


      


Route commands to appropriate handlers.

  



  
    
      
    
    
      init(Req, Opts)


        (since October 2025)


        
          
        

    

  


  

Initialize the WebSocket handler.
Upgrades the HTTP connection to WebSocket protocol. The client must be authenticated via mTLS before this handler is invoked.

  



  
    
      
    
    
      terminate(Reason, Req, State)


        (since October 2025)


        
          
        

    

  


  

Cleanup when WebSocket connection is closed.

  



  
    
      
    
    
      websocket_handle(Frame, State)


        (since October 2025)


        
          
        

    

  


  

Handle incoming WebSocket frames.
Processes commands from the client and returns responses.

  



  
    
      
    
    
      websocket_info(Info, State)


        (since October 2025)


        
          
        

    

  


  

Handle Erlang messages sent to the WebSocket process.

  



  
    
      
    
    
      websocket_init(State)


        (since October 2025)


        
          
        

    

  


  

WebSocket connection established.
Extracts the GPG fingerprint from the mTLS certificate and verifies it against the GPG registry. All client certificates must contain a valid GPG fingerprint in the SAN extension.
For bootstrap (admin only), clients without valid certificates can use the gpg_register_bootstrap command.

  


        

      


  

    
cryptic_cert_monitor 
    



      
Certificate Expiration Monitor
This gen_server monitors certificate expirations and sends warnings when certificates are about to expire. It also automatically marks expired certificates with 'expired' status.
[bookmark: Features]Features
	Periodic checks for expiring certificates (configurable interval)
	Warning notifications for certificates expiring within threshold
	Automatic status update for expired certificates
	Audit logging for all expiration events

[bookmark: Configuration]Configuration
  {cryptic_ca, [
      {cert_monitor_interval_secs, 3600},      %% Check every hour
      {cert_expiry_warning_days, 2}            %% Warn 2 days before expiry
  ]}.

      


      
        Summary


  
    Functions
  


    
      
        check_expirations()

      


        Trigger immediate expiration check.



    


    
      
        code_change(OldVsn, State, Extra)

      


    


    
      
        get_status()

      


        Get monitor status and statistics.



    


    
      
        handle_call(Request, From, State)

      


    


    
      
        handle_cast(Msg, State)

      


    


    
      
        handle_info(Info, State)

      


    


    
      
        init(_)

      


    


    
      
        start_link()

      


        Start the certificate monitor server.



    


    
      
        terminate(Reason, State)

      


    





      


      
        Functions

        


  
    
      
    
    
      check_expirations()


        (since October 2025)


        
          
        

    

  


  

      

          -spec check_expirations() -> ok.


      


Trigger immediate expiration check.

  



  
    
      
    
    
      code_change(OldVsn, State, Extra)


        (since October 2025)


        
          
        

    

  


  


  



  
    
      
    
    
      get_status()


        (since October 2025)


        
          
        

    

  


  

      

          -spec get_status() -> map().


      


Get monitor status and statistics.

  



  
    
      
    
    
      handle_call(Request, From, State)


        (since October 2025)


        
          
        

    

  


  


  



  
    
      
    
    
      handle_cast(Msg, State)


        (since October 2025)


        
          
        

    

  


  


  



  
    
      
    
    
      handle_info(Info, State)


        (since October 2025)


        
          
        

    

  


  


  



  
    
      
    
    
      init(_)


        (since October 2025)


        
          
        

    

  


  


  



  
    
      
    
    
      start_link()


        (since October 2025)


        
          
        

    

  


  

      

          -spec start_link() -> {ok, pid()} | {error, term()}.


      


Start the certificate monitor server.

  



  
    
      
    
    
      terminate(Reason, State)


        (since October 2025)


        
          
        

    

  


  


  


        

      


  

    
cryptic_cert_renewal 
    



      
Certificate Renewal Monitor for Automatic Client Certificate Renewal
This gen_server monitors client certificate expiration and orchestrates automatic renewal when the certificate approaches expiration. It handles:
	Certificate expiry monitoring with configurable thresholds
	Automatic CSR generation and GPG signing
	Certificate renewal via CA REST API
	WebSocket client reconnection with new certificate
	Retry logic with exponential backoff

[bookmark: Configuration]Configuration
  {cryptic, [
      {auto_cert_renewal_enabled, true},
      {cert_renewal_threshold, 0.5},            %% 50% of lifespan
      {cert_renewal_check_interval, 3600},      %% Check every hour (seconds)
      {cert_renewal_max_retries, 5},
      {cert_renewal_retry_intervals, [300, 900, 3600, 7200, 14400]}
  ]}.
[bookmark: Renewal_Flow]Renewal Flow
1. Parse certificate to extract validity period 2. Calculate renewal trigger time (issued_at + (expires_at - issued_at) * 0.75) 3. Periodically check if current time >= trigger time 4. Generate new CSR and sign with GPG key 5. Submit signed CSR to CA REST endpoint 6. Save new certificate to disk 7. Trigger WebSocket client reconnection

      


      
        Summary


  
    Types
  


    
      
        renewal_state/0

      


    





  
    Functions
  


    
      
        check_now()

      


        Trigger immediate renewal check (for testing/debugging).



    


    
      
        disable()

      


        Disable automatic certificate renewal at runtime.



    


    
      
        enable()

      


        Enable automatic certificate renewal at runtime.



    


    
      
        get_status()

      


        Get current renewal status and statistics.



    


    
      
        renew_now()

      


        Trigger immediate certificate renewal (manual renewal).



    


    
      
        start_link(Config)

      


        Start the certificate renewal monitor.



    





      


      
        Types

        


  
    
      
    
    
      renewal_state/0


        (since November 2025)


        
          
        

    

  


  

      

          -type renewal_state() ::
          #renewal_state{username :: binary(),
                         server_host :: binary(),
                         server_port :: integer(),
                         cert_file :: string(),
                         key_file :: string(),
                         ca_file :: string(),
                         cert_dir :: string(),
                         gpg_fingerprint :: binary(),
                         gpg_email :: binary(),
                         cert_expires_at :: integer(),
                         cert_issued_at :: integer(),
                         renewal_threshold :: float(),
                         renewal_trigger_time :: integer(),
                         renewal_in_progress :: boolean(),
                         renewal_attempts :: integer(),
                         last_renewal_attempt :: integer(),
                         check_timer_ref :: reference() | undefined,
                         auto_renewal_enabled :: boolean(),
                         max_retry_attempts :: integer(),
                         retry_interval :: integer(),
                         ws_client_pid :: pid() | undefined}.


      



  


        

      

      
        Functions

        


  
    
      
    
    
      check_now()


        (since November 2025)


        
          
        

    

  


  

      

          -spec check_now() -> ok.


      


Trigger immediate renewal check (for testing/debugging).

  



  
    
      
    
    
      disable()


        (since November 2025)


        
          
        

    

  


  

      

          -spec disable() -> ok.


      


Disable automatic certificate renewal at runtime.

  



  
    
      
    
    
      enable()


        (since November 2025)


        
          
        

    

  


  

      

          -spec enable() -> ok.


      


Enable automatic certificate renewal at runtime.

  



  
    
      
    
    
      get_status()


        (since November 2025)


        
          
        

    

  


  

      

          -spec get_status() -> map().


      


Get current renewal status and statistics.
Returns a map containing:
	enabled - Whether auto-renewal is enabled
	cert_expires_at - Certificate expiration timestamp
	renewal_trigger_time - When renewal will be triggered
	renewal_in_progress - Whether renewal is currently running
	renewal_attempts - Number of renewal attempts made
	last_renewal_attempt - Timestamp of last attempt
	time_until_renewal - Seconds until renewal trigger
	time_until_expiry - Seconds until certificate expires


  



  
    
      
    
    
      renew_now()


        (since November 2025)


        
          
        

    

  


  

      

          -spec renew_now() -> ok.


      


Trigger immediate certificate renewal (manual renewal).
This function forces an immediate renewal regardless of the certificate's expiration time. It bypasses the automatic renewal threshold check and starts the renewal process immediately.
This is useful for:
	Manual certificate renewal before automatic trigger
	Testing the renewal process
	Recovering from a failed automatic renewal
	Renewing after configuration changes

The renewal process includes:
	Generating a new CSR with existing key
	Signing CSR with GPG key
	Submitting to CA for new certificate
	Installing new certificate
	Triggering WebSocket reconnection

[bookmark: Example]Example
  %% From console or TUI
  ok = cryptic_cert_renewal:renew_now().
  %% User will receive system messages via event bus:
  %% "Manual certificate renewal initiated..."
  %% "Certificate renewed successfully, valid until 2025-11-27 10:00:00 UTC"

  



  
    
      
    
    
      start_link(Config)


        (since November 2025)


        
          
        

    

  


  

      

          -spec start_link(Config :: map()) -> {ok, pid()} | {error, term()}.


      


Start the certificate renewal monitor.
Configuration map should contain:
  #{
    username => <<"alice">>,
    server_host => <<"localhost">>,
    server_port => 8443,
    cert_file => "/path/to/alice.crt",
    key_file => "/path/to/alice.key",
    ca_file => "/path/to/ca.crt",
    gpg_fingerprint => <<"ABC123...">>,
    gpg_email => <<"alice@example.com">>,
    renewal_threshold => 0.5,        % Optional, default 50%
    auto_renewal_enabled => true,     % Optional, default true
    ws_client_pid => Pid              % Optional, set later via set_ws_client/1
  }

  


        

      


  

    
cryptic_chat_storage 
    



      
Cryptic Chat Storage Module - SQLite Encrypted Message Storage
This module provides persistent encrypted storage for chat message history using SQLite. All messages are encrypted at rest using ChaCha20-Poly1305 AEAD with passphrase-derived keys.
[bookmark: Features]Features
	SQLite-based persistent encrypted message storage
	Per-message encryption with unique salts and nonces
	PBKDF2-SHA256 key derivation (100K iterations)
	ChaCha20-Poly1305 AEAD encryption
	Time-based and user-based message queries
	Federation support (multi-server message storage)

[bookmark: Database_Schema]Database Schema
  -- Encrypted messages table
  CREATE TABLE encrypted_messages (
      id INTEGER PRIMARY KEY AUTOINCREMENT,
      from_user TEXT NOT NULL,
      to_user TEXT NOT NULL,
      server_host TEXT NOT NULL,
      server_port INTEGER NOT NULL,
      encrypted_message BLOB NOT NULL,
      salt BLOB NOT NULL,
      nonce BLOB NOT NULL,
      timestamp INTEGER NOT NULL,
      message_type TEXT DEFAULT 'text',
      read_status INTEGER DEFAULT 0,
      created_at INTEGER DEFAULT (strftime('%s', 'now'))
  );
 
  -- Storage metadata
  CREATE TABLE storage_metadata (
      key TEXT PRIMARY KEY,
      value TEXT NOT NULL
  );
[bookmark: Security]Security
- Each message encrypted with unique 16-byte salt - ChaCha20-Poly1305 AEAD provides authentication and encryption - PBKDF2-SHA256 with 100,000 iterations for key derivation - Database file permissions set to 600 (owner read/write only) - No plaintext messages stored on disk

      


      
        Summary


  
    Functions
  


    
      
        close_storage()

      


        Close the storage system and clean up resources.



    


    
      
        datetime_to_unix(DateTime)

      


        Convert Erlang datetime to Unix timestamp (seconds since epoch).



    


    
      
        decrypt_message(Ciphertext, Salt, Nonce, Passphrase)

      


    


    
      
        encrypt_message(PlainMessage, Passphrase)

      


        Encrypt a message using ChaCha20-Poly1305 with passphrase-derived key.



    


    
      
        get_conversation(User1, User2, Limit, Passphrase)

      


        Get conversation history between two users with decryption.



    


    
      
        get_last_n_messages(Username, N, Passphrase)

      


        Get last N messages for a user (received or sent).



    


    
      
        get_messages_by_time_range(User1, User2, StartTime, EndTime, Passphrase)

      


        Get messages within a specific time range for a conversation.



    


    
      
        get_messages_from_yesterday(CurrentUser, FromUser, Passphrase)

      


        Get messages from yesterday between current user and another user.



    


    
      
        get_recent_encrypted_messages(Username, Limit, Passphrase)

      


        Get recent encrypted messages across all conversations.



    


    
      
        get_storage_path()

      


        Get the current storage database path.



    


    
      
        init_storage(Username, Passphrase)

      


        Initialize storage with username and passphrase.



    


    
      
        save_encrypted_message(FromUser, ToUser, ServerHost, ServerPort, PlainMessage, Timestamp, Passphrase)

      


        Save an encrypted message to the database.



    


    
      
        unix_to_datetime(Unix)

      


        Convert Unix timestamp to Erlang datetime.



    





      


      
        Functions

        


  
    
      
    
    
      close_storage()



        
          
        

    

  


  

      

          -spec close_storage() -> ok.


      


Close the storage system and clean up resources.

  



  
    
      
    
    
      datetime_to_unix(DateTime)



        
          
        

    

  


  

      

          -spec datetime_to_unix(calendar:datetime()) -> integer().


      


Convert Erlang datetime to Unix timestamp (seconds since epoch).

  



  
    
      
    
    
      decrypt_message(Ciphertext, Salt, Nonce, Passphrase)



        
          
        

    

  


  

      

          -spec decrypt_message(binary(), binary(), binary(), binary()) ->
                         {ok, binary()} | {error, decryption_failed}.


      



  



  
    
      
    
    
      encrypt_message(PlainMessage, Passphrase)



        
          
        

    

  


  

      

          -spec encrypt_message(binary(), binary()) -> {binary(), binary(), binary()}.


      


Encrypt a message using ChaCha20-Poly1305 with passphrase-derived key.
Generates unique salt and nonce for each message encryption.

  



  
    
      
    
    
      get_conversation(User1, User2, Limit, Passphrase)



        
          
        

    

  


  

      

          -spec get_conversation(string(), string(), pos_integer(), binary()) ->
                          {ok, [{string(), string(), binary(), integer()}]} | {error, term()}.


      


Get conversation history between two users with decryption.
Retrieves encrypted messages from database and decrypts them.

  



  
    
      
    
    
      get_last_n_messages(Username, N, Passphrase)



        
          
        

    

  


  

      

          -spec get_last_n_messages(string(), pos_integer(), binary()) ->
                             {ok, [{string(), string(), binary(), integer()}]} | {error, term()}.


      


Get last N messages for a user (received or sent).

  



  
    
      
    
    
      get_messages_by_time_range(User1, User2, StartTime, EndTime, Passphrase)



        
          
        

    

  


  

      

          -spec get_messages_by_time_range(string(), string(), calendar:datetime(), calendar:datetime(), binary()) ->
                                    {ok, [{string(), string(), binary(), integer()}]} | {error, term()}.


      


Get messages within a specific time range for a conversation.
Retrieves messages between two users within the specified time window.

  



  
    
      
    
    
      get_messages_from_yesterday(CurrentUser, FromUser, Passphrase)



        
          
        

    

  


  

      

          -spec get_messages_from_yesterday(string(), string(), binary()) ->
                                     {ok, [{string(), string(), binary(), integer()}]} | {error, term()}.


      


Get messages from yesterday between current user and another user.

  



  
    
      
    
    
      get_recent_encrypted_messages(Username, Limit, Passphrase)



        
          
        

    

  


  

      

          -spec get_recent_encrypted_messages(string(), pos_integer(), binary()) ->
                                       {ok, [{string(), string(), binary(), integer()}]} |
                                       {error, term()}.


      


Get recent encrypted messages across all conversations.
Retrieves the most recent messages for a user from all conversations, sorted by timestamp (newest first).

  



  
    
      
    
    
      get_storage_path()



        
          
        

    

  


  

      

          -spec get_storage_path() -> string() | undefined.


      


Get the current storage database path.

  



  
    
      
    
    
      init_storage(Username, Passphrase)



        
          
        

    

  


  

      

          -spec init_storage(string(), binary() | string()) -> ok | {error, term()}.


      


Initialize storage with username and passphrase.
Creates SQLite database at CrypticDir/Username/messages.db. The database stores messages from all servers with server_host and server_port columns for federation support. Server information is provided per-message when saving, not at initialization, to support multiple simultaneous server connections.

  



  
    
      
    
    
      save_encrypted_message(FromUser, ToUser, ServerHost, ServerPort, PlainMessage, Timestamp, Passphrase)



        
          
        

    

  


  

      

          -spec save_encrypted_message(string(),
                             string(),
                             string(),
                             integer(),
                             binary(),
                             calendar:datetime(),
                             binary()) ->
                                ok | {error, term()}.


      


Save an encrypted message to the database.
Stores messages with server host and port information for federation support. Multiple servers' messages are stored in a single database per user.

  



  
    
      
    
    
      unix_to_datetime(Unix)



        
          
        

    

  


  

      

          -spec unix_to_datetime(integer()) -> calendar:datetime().


      


Convert Unix timestamp to Erlang datetime.

  


        

      


  

    
cryptic_console 
    



      
Cryptic Console - Interactive terminal interface for the Cryptic Engine
This module provides a sophisticated console interface for the Cryptic messaging engine with support for asynchronous message handling, input buffer preservation across interruptions, and command history.
[bookmark: Features]Features
	Non-blocking async message delivery while waiting for user input
	Input buffer preservation when interrupted by system messages
	Command history navigation with Up/Down arrows and Ctrl+P/Ctrl+N
	Line editing with Emacs-style keybindings
	ANSI colored output for better readability
	Secure passphrase input with character masking

[bookmark: Architecture]Architecture
The console uses a two-process design to handle asynchronous events:
	Console Process: Main loop that manages state and handles messages
	Input Process: Spawned per-prompt to wait for user input (can be killed)

This design allows the console to respond to async messages (like incoming chat messages) while blocking on user input. When a message arrives, the input process is killed, the message is displayed, and a new input process is spawned.
[bookmark: Process_Flow]Process Flow
   ┌─────────────────────────────────────────────────────────────┐
   │ Console Process (main loop)                                 │
   └─────────────────────────────────────────────────────────────┘
                              │
                              ▼
                      command_loop(State)
                              │
                              ├─ check_messages() (handle any pending async messages)
                              │
                              ├─ spawn_input_process() → Input Process
                              │                               │
                              │                               ├─ display prompt
                              │                               ├─ cryptic_shell:get_line()
                              │                               └─ wait for user input...
                              │
                              ▼
            wait_for_input_or_messages(InputPid, MonitorRef, State)
                              │
                              ├─ Waiting for one of:
                              │  • {input_result, Line}    ← Input arrived
                              │  • {system_message, Msg}   ← Async message
                              │  • {'DOWN', ...}           ← Input process died
                              │
                              ▼
               ┌──────────────┴──────────────┐
               │                             │
       User typed something         Async message arrived
               │                             │
               ▼                             ▼
   {input_result, Line}          {system_message, Msg}
               │                             │
               ├─ parse_command()            ├─ exit(InputPid, kill)
               ├─ execute_command()          ├─ display_async_message()
               │                             ├─ wait for {'DOWN', ...}
               ▼                             │
       command_loop(NewState) ───────────────┘
       (spawn new Input process)
   
[bookmark: Input_Buffer_Preservation]Input Buffer Preservation
When an async message interrupts user input, any partially typed text is preserved in an ETS table (cryptic_console_input_buffer) and restored when the prompt returns. This prevents data loss and improves user experience.
[bookmark: Command_History]Command History
The console maintains a history of up to 100 commands in the same ETS table, accessible via Up/Down arrows or Ctrl+P/Ctrl+N keybindings.
See also: cryptic_engine, cryptic_shell.

      


      
        Summary


  
    Functions
  


    
      
        main(Config)

      


        Main entry point for the console



    


    
      
        parse_admin_register_opts(Rest, Acc)

      


        Parse admin register options Examples: "--name John Doe --team DevOps --note Admin user" "--name John Doe --birthday 24 Dec --team Engineering"



    





      


      
        Functions

        


  
    
      
    
    
      main(Config)



        
          
        

    

  


  

      

          -spec main(Config :: map()) -> ok.


      


Main entry point for the console

  



  
    
      
    
    
      parse_admin_register_opts(Rest, Acc)



        
          
        

    

  


  

Parse admin register options Examples: "--name John Doe --team DevOps --note Admin user" "--name John Doe --birthday 24 Dec --team Engineering"

  


        

      


  

    
cryptic_console_callbacks 
    



      
Cryptic Console Callbacks - Callback implementation for console interface
This module implements the cryptic_engine callback behavior for the console. It provides simple implementations for storage, network, and UI operations.

      


      
        Summary


  
    Functions
  


    
      
        deliver_message(FromUsername, Message, Timestamp, Context)

      


        Deliver message to UI



    


    
      
        life_cycle(Event, Reason, Username, Context)

      


        Lifecycle events



    


    
      
        load_identity_keys(Username, Context)

      


        Load identity keys for a user



    


    
      
        load_session_state(Username, PeerUsername, Context)

      


        Load session state for a peer



    


    
      
        log_message(Level, Msg, Context)

      


        Log message



    


    
      
        message_undeliverable(ToUsername, MessageId, MessageText, Reason, Context)

      


        Handle undeliverable messages



    


    
      
        save_identity_keys(Username, IdentityKeys, Context)

      


        Save identity keys for a user



    


    
      
        save_session_state(Username, PeerUsername, SessionState, Context)

      


        Save session state for a peer



    


    
      
        send_message_to_peer(FromUsername, ToUsername, Message, Context)

      


        Send message to a specific peer



    


    
      
        send_message_to_server(FromUsername, Message, Context)

      


        Send message to server



    


    
      
        system_message(Message, Context)

      


    





      


      
        Functions

        


  
    
      
    
    
      deliver_message(FromUsername, Message, Timestamp, Context)



        
          
        

    

  


  

Deliver message to UI

  



  
    
      
    
    
      life_cycle(Event, Reason, Username, Context)



        
          
        

    

  


  

Lifecycle events

  



  
    
      
    
    
      load_identity_keys(Username, Context)



        
          
        

    

  


  

Load identity keys for a user

  



  
    
      
    
    
      load_session_state(Username, PeerUsername, Context)



        
          
        

    

  


  

Load session state for a peer

  



  
    
      
    
    
      log_message(Level, Msg, Context)



        
          
        

    

  


  

Log message

  



  
    
      
    
    
      message_undeliverable(ToUsername, MessageId, MessageText, Reason, Context)



        
          
        

    

  


  

Handle undeliverable messages

  



  
    
      
    
    
      save_identity_keys(Username, IdentityKeys, Context)



        
          
        

    

  


  

Save identity keys for a user

  



  
    
      
    
    
      save_session_state(Username, PeerUsername, SessionState, Context)



        
          
        

    

  


  

Save session state for a peer

  



  
    
      
    
    
      send_message_to_peer(FromUsername, ToUsername, Message, Context)



        
          
        

    

  


  

Send message to a specific peer

  



  
    
      
    
    
      send_message_to_server(FromUsername, Message, Context)



        
          
        

    

  


  

Send message to server

  



  
    
      
    
    
      system_message(Message, Context)



        
          
        

    

  


  


  


        

      


  

    
cryptic_console_logger 
    



      
A console logger for Cryptic. This module logs Cryptic-specific events to the console for debugging and monitoring purposes.

      


      
        Summary


  
    Functions
  


    
      
        code_change(OldVsn, State, Extra)

      


        Handles code changes when updating the module.



    


    
      
        handle_call(Request, State)

      


        Handles synchronous event handler calls.



    


    
      
        handle_event(Event, State)

      


        Handles Cryptic-specific events and logs them to the console.



    


    
      
        handle_info(Info, State)

      


        Handles messages sent directly to the event handler.



    


    
      
        init(Args)

      


        Initializes the event handler.



    


    
      
        terminate(Reason, State)

      


        Cleans up when the event handler is removed.



    





      


      
        Functions

        


  
    
      
    
    
      code_change(OldVsn, State, Extra)



        
          
        

    

  


  

      

          -spec code_change(OldVsn :: any(), State :: #state{debug :: term()}, Extra :: any()) ->
                     {ok, #state{debug :: term()}}.


      


Handles code changes when updating the module.

  



  
    
      
    
    
      handle_call(Request, State)



        
          
        

    

  


  

      

          -spec handle_call(Request :: any(), State :: #state{debug :: term()}) ->
                     {ok, Reply :: ok, #state{debug :: term()}}.


      


Handles synchronous event handler calls.

  



  
    
      
    
    
      handle_event(Event, State)



        
          
        

    

  


  

      

          -spec handle_event(Event :: any(), State :: #state{debug :: term()}) -> {ok, #state{debug :: term()}}.


      


Handles Cryptic-specific events and logs them to the console.

  



  
    
      
    
    
      handle_info(Info, State)



        
          
        

    

  


  

      

          -spec handle_info(Info :: any(), State :: #state{debug :: term()}) -> {noreply, #state{debug :: term()}}.


      


Handles messages sent directly to the event handler.

  



  
    
      
    
    
      init(Args)



        
          
        

    

  


  

      

          -spec init(Args :: any()) -> {ok, #state{debug :: term()}}.


      


Initializes the event handler.

  



  
    
      
    
    
      terminate(Reason, State)



        
          
        

    

  


  

      

          -spec terminate(Reason :: any(), State :: #state{debug :: term()}) -> ok.


      


Cleans up when the event handler is removed.

  


        

      


  

    
cryptic_console_simple 
    



      
Simple Console Interface for Double Ratchet Engine
This module provides a simple command-line interface for testing the Double Ratchet state engine. Perfect for Lux test automation.
Commands: start_alice <root_key> <dh_keypair> start_bob <root_key> <dh_keypair> encrypt <message> decrypt <encrypted_message> status debug help quit

      


      
        Summary


  
    Functions
  


    
      
        handle_debug_event(EngineRef, Event, Data, Context)

      


    


    
      
        handle_error(EngineRef, ErrorType, Error, Context)

      


    


    
      
        handle_lifecycle_event(EngineRef, Event, Context)

      


    


    
      
        handle_message_event(EngineRef, Event, Data, Context)

      


    


    
      
        handle_state_change(EngineRef, FromState, ToState, Context)

      


    


    
      
        main(Args)

      


        Main entry point for escript



    


    
      
        start()

      


        Start interactive console



    


    
      
        start(Args)

      


    





      


      
        Functions

        


  
    
      
    
    
      handle_debug_event(EngineRef, Event, Data, Context)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_error(EngineRef, ErrorType, Error, Context)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_lifecycle_event(EngineRef, Event, Context)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_message_event(EngineRef, Event, Data, Context)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_state_change(EngineRef, FromState, ToState, Context)



        
          
        

    

  


  


  



  
    
      
    
    
      main(Args)



        
          
        

    

  


  

Main entry point for escript

  



  
    
      
    
    
      start()



        
          
        

    

  


  

Start interactive console

  



  
    
      
    
    
      start(Args)



        
          
        

    

  


  


  


        

      


  

    
cryptic_console_starter 
    



      
Cryptic Console Starter - Entry point for standard Erlang startup
This module provides the entry point for starting the Cryptic console using standard Erlang -s` flag instead of escript. == Usage Examples == Interactive mode with shell: ``` erl -pa _build/default/lib/*/ebin \ -s cryptic_console_starter start \ -cryptic username alice \ -cryptic server_host localhost \ -cryptic server_port 8443 \ -cryptic enable_db true''
Detached mode (background):
   erl -pa _build/default/lib/*/ebin \
       -detached \
       -sname alice \
       -s cryptic_console_starter start \
       -cryptic username alice \
       -cryptic server_host localhost \
       -cryptic server_port 8443
Connect to detached console:
   erl -sname admin -remsh alice@localhost
[bookmark: Configuration]Configuration
Configuration is provided via application environment variables:
	username - Username (required, binary or string)
	server_host - Server hostname (default: "localhost")
	server_port - Server port (default: 8443)
	notifier - Path to notification script (optional)
	enable_db - Enable message storage (default: false)
	interactive - Start interactive console (default: true)


      


      
        Summary


  
    Functions
  


    
      
        start()

      


        Start the console with configuration from application environment This is called when using erl -s cryptic_console_starter start



    


    
      
        start_link()

      


        Start as a linked process (for supervision)



    


    
      
        start_link(Args)

      


        Start as a linked process with config



    


    
      
        stop()

      


        Stop the console



    





      


      
        Functions

        


  
    
      
    
    
      start()



        
          
        

    

  


  

      

          -spec start() -> ok.


      


Start the console with configuration from application environment This is called when using erl -s cryptic_console_starter start

  



  
    
      
    
    
      start_link()



        
          
        

    

  


  

      

          -spec start_link() -> {ok, pid()}.


      


Start as a linked process (for supervision)

  



  
    
      
    
    
      start_link(Args)



        
          
        

    

  


  

      

          -spec start_link(list()) -> {ok, pid()}.


      


Start as a linked process with config

  



  
    
      
    
    
      stop()



        
          
        

    

  


  

      

          -spec stop() -> ok.


      


Stop the console

  


        

      


  

    
cryptic_console_ui_callback 
    



      
Console UI Callback Implementation for Ratchet Engine
This module demonstrates how to implement a simple console-based UI for the Double Ratchet state engine using the callback API.

      


      
        Summary


  
    Functions
  


    
      
        handle_debug_event(EngineRef, Event, Data, Context)

      


        Handle debug/monitoring events



    


    
      
        handle_error(EngineRef, ErrorType, Error, Context)

      


        Handle error conditions



    


    
      
        handle_lifecycle_event(EngineRef, Event, Context)

      


        Handle engine lifecycle events



    


    
      
        handle_message_event(EngineRef, Event, Data, Context)

      


        Handle message encryption/decryption events



    


    
      
        handle_state_change(EngineRef, FromState, ToState, Context)

      


        Handle state transitions



    


    
      
        set_verbose(EngineRef, Verbose)

      


        Set verbose mode



    


    
      
        start_session(Config)

      


        Start a console UI session



    


    
      
        stop_session(EngineRef)

      


        Stop console UI session



    





      


      
        Functions

        


  
    
      
    
    
      handle_debug_event(EngineRef, Event, Data, Context)



        
          
        

    

  


  

Handle debug/monitoring events

  



  
    
      
    
    
      handle_error(EngineRef, ErrorType, Error, Context)



        
          
        

    

  


  

Handle error conditions

  



  
    
      
    
    
      handle_lifecycle_event(EngineRef, Event, Context)



        
          
        

    

  


  

Handle engine lifecycle events

  



  
    
      
    
    
      handle_message_event(EngineRef, Event, Data, Context)



        
          
        

    

  


  

Handle message encryption/decryption events
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Double Ratchet Implementation for Cryptic
This module implements the Double Ratchet algorithm for forward-secure messaging, replacing the inefficient OTPK-per-message approach with a high-performance ratcheting system.
[bookmark: Features]Features
	Forward secrecy: Past messages remain secure if current keys compromised
	Break-in recovery: Security restored after key material compromise
	Asynchronous messaging: Works with offline/online patterns
	Out-of-order handling: Skipped message key store for delayed messages
	High performance: Native KDF operations (39x faster than Erlang)
	ChaCha20-Poly1305 AEAD: Modern authenticated encryption with libsodium

[bookmark: Architecture]Architecture
The implementation uses two independent chains:
	Sending Chain: Derives keys for outgoing messages
	Receiving Chain: Derives keys for incoming messages

Each chain advances independently, with periodic DH ratchet steps that inject fresh entropy and provide break-in recovery.
[bookmark: DH_Ratchet_Step_Counter_Behavior]DH Ratchet Step Counter Behavior
The dh_ratchet_step counter tracks the number of DH ratchet operations performed, NOT the number of individual messages. Understanding this is critical for debugging and monitoring:
Key Insight: Direction changes trigger TWO DH ratchet operations:
	On Receive (with new DH key): Increments step counter when receiving a message with a NEW DH public key from peer. This updates the receiving chain to decrypt incoming messages.
	On First Send (after receiving): Increments step counter when sending the FIRST message after receiving. This generates a fresh ephemeral DH keypair and updates the sending chain.

Example Scenario:
   Alice at Step 4:
     1. Receives message from Bob with new DH key → Step 4 → Step 5 (decrypt)
     2. Sends reply to Bob with her new DH key   → Step 5 → Step 6 (encrypt)
   Result: Step 4 → Step 6 after one receive + one send
This double increment is CORRECT Double Ratchet protocol behavior:
	Ensures both sending AND receiving chains use fresh DH entropy
	Provides forward secrecy in BOTH directions
	Enables break-in recovery on bidirectional communication

Implementation Details:
	perform_dh_ratchet_step/2 - Called by decrypt_message when new DH key detected
	perform_dh_ratchet_on_send/1 - Called by encrypt_message on direction change
	should_perform_dh_ratchet_on_send/1 - Guards against multiple increments

[bookmark: Usage_Pattern]Usage Pattern
1. After X3DH key agreement, initialize sender and receiver states 2. Sender encrypts messages using encrypt_message/2 3. Receiver decrypts messages using decrypt_message/2 4. DH ratchet steps occur automatically for forward secrecy 5. Out-of-order messages handled via skipped key cache
Both parties maintain independent sending/receiving chains that advance separately, with periodic DH ratchet steps injecting fresh entropy.
[bookmark: State-Event_Diagram]State-Event Diagram
The following diagram illustrates the complete session flow between Alice (sender) and Bob (receiver), showing state transitions from X3DH key agreement through Double Ratchet messaging with synchronization points.
   ┌──────────────────────────────────────────────────────────────────────────┐
   │                           X3DH KEY AGREEMENT PHASE                       │
   └──────────────────────────────────────────────────────────────────────────┘
                                      │
                                [X3DH Complete]
                           RootKey = DH(Alice, Bob)
                                      │
                                      ▼
   ┌──────────────────────────────────────────────────────────────────────────┐
   │                        DOUBLE RATCHET INITIALIZATION                     │
   │                                                                          │
   │  Alice (Sender):                   │  Bob (Receiver):                    │
   │  ┌─────────────────────┐           │  ┌──────────────────────┐           │
   │  │ SENDER_INIT         │           │  │ RECEIVER_INIT        │           │
   │  │ sending_active=true │           │  │ sending_active=false │           │
   │  │ recv_active=true    │           │  │ recv_active=true     │           │
   │  │ dh_step=0           │           │  │ dh_step=0            │           │
   │  │ send_msg_num=0      │           │  │ recv_msg_num=0       │           │
   │  │ recv_msg_num=0      │           │  │ send_msg_num=0       │           │
   │  └─────────────────────┘           │  └──────────────────────┘           │
   └──────────────────────────────────────────────────────────────────────────┘
                                      │
                             [Alice encrypts M1]
                                      │
                                      ▼
   ┌──────────────────────────────────────────────────────────────────────────┐
   │                           MESSAGE EXCHANGE PHASE                         │
   │                                                                          │
   │  Alice State Changes:              │  Bob State Changes:                 │
   │  ┌─────────────────────┐           │  ┌─────────────────────┐            │
   │  │ SENDING_M1          │  ──────►  │  │ RECEIVING_M1        │            │
   │  │ send_msg_num=1      │   M1      │  │ recv_msg_num=1      │            │
   │  │ dh_step=0           │           │  │ dh_step=0           │            │
   │  │ (msg_key derived)   │           │  │ (msg_key derived)   │            │
   │  └─────────────────────┘           │  └─────────────────────┘            │
   │                                    │                                     │
   │  ┌─────────────────────┐           │  ┌─────────────────────┐            │
   │  │ SENDING_M2          │  ──────►  │  │ RECEIVING_M2        │            │
   │  │ send_msg_num=2      │   M2      │  │ recv_msg_num=2      │            │
   │  │ dh_step=0           │           │  │ dh_step=0           │            │
   │  └─────────────────────┘           │  └─────────────────────┘            │
   └──────────────────────────────────────────────────────────────────────────┘
                                      │
                        [Bob wants to send reply]
                                      │
                                      ▼
   ┌──────────────────────────────────────────────────────────────────────────┐
   │                         DH RATCHET DIRECTION CHANGE                      │
   │                                                                          │
   │  Alice: No change yet              │  Bob: Auto DH Ratchet               │
   │  ┌─────────────────────┐           │  ┌─────────────────────┐            │
   │  │ AWAITING_REPLY      │           │  │ ACTIVATING_SEND     │            │
   │  │ send_msg_num=2      │           │  │ Generate new DH     │            │
   │  │ recv_msg_num=0      │           │  │ dh_step=0→1         │            │
   │  │ dh_step=0           │           │  │ sending_active=true │            │
   │  └─────────────────────┘           │  └─────────────────────┘            │
   │                                    │                                     │
   │                                    │  ┌─────────────────────┐            │
   │                                    │  │ SENDING_REPLY       │            │
   │                                    │  │ send_msg_num=1      │  ─────┐    │
   │                                    │  │ dh_step=1           │       │    │
   │                                    │  └─────────────────────┘       │    │
   └──────────────────────────────────────────────────────────────────────────┘
                                                                         │
                                                                   [Bob Reply]
                                                                         │
                                                                         ▼
   ┌──────────────────────────────────────────────────────────────────────────┐
   │                        ALICE PROCESSES BOB'S REPLY                       │
   │                                                                          │
   │  Alice: DH Ratchet on Receive      │  Bob: Stable State                  │
   │  ┌─────────────────────┐           │  ┌─────────────────────┐            │
   │  │ DH_RATCHET_RECV     │           │  │ SEND_READY          │            │
   │  │ See new DH pub key  │           │  │ Can send more       │            │
   │  │ Generate new DH     │           │  │ send_msg_num=1      │            │
   │  │ dh_step=0→1         │           │  │ dh_step=1           │            │
   │  │ recv_msg_num=1      │           │  └─────────────────────┘            │
   │  └─────────────────────┘           │                                     │
   │                                    │                                     │
   │  ┌───────────────────────┐         │                                     │
   │  │ BIDIRECTIONAL         │         │                                     │
   │  │ Can send & receive│         │                                     │
   │  │ dh_step=1             │         │                                     │
   │  │ Both chains active    │         │                                     │
   │  └───────────────────────┘         │                                     │
   └──────────────────────────────────────────────────────────────────────────┘
                                      │
                            [Continued messaging]
                                      │
                                      ▼
   ┌──────────────────────────────────────────────────────────────────────────┐
   │                    STEADY STATE BIDIRECTIONAL MESSAGING                  │
   │                                                                          │
   │  • Both parties can send/receive messages freely                         │
   │  • DH ratchet steps occur automatically on direction changes             │
   │  • Out-of-order messages handled via skipped key cache                   │
   │  • Forward secrecy maintained through chain key advancement              │
   │  • Break-in recovery achieved through periodic DH ratchet steps          │
   │                                                                          │
   │  Event Triggers:                                                         │
   │  - encrypt_message/2 → Chain advancement, optional DH ratchet            │
   │  - decrypt_message/2 → Chain advancement, gap handling, DH ratchet       │
   │  - Direction change → Automatic DH ratchet with new ephemeral keys       │
   │  - Message gaps → Skipped key derivation and caching                     │
   └──────────────────────────────────────────────────────────────────────────┘
   
[bookmark: State_Transition_Events]State Transition Events
Key state transitions and their triggers:
- SENDER_INIT + encrypt_message/2 → SENDING_ACTIVE (send_msg_num incremented) - RECEIVER_INIT + decrypt_message/2 → RECEIVING_ACTIVE (recv_msg_num incremented) - RECEIVING_ACTIVE + encrypt_message/2 (first) → BIDIRECTIONAL (DH ratchet, new keys) - SENDING_ACTIVE + decrypt_message/2 (new DH) → BIDIRECTIONAL (DH ratchet, new keys) - BIDIRECTIONAL + encrypt_message/2 → BIDIRECTIONAL (send chain advance, optional DH ratchet) - BIDIRECTIONAL + decrypt_message/2 → BIDIRECTIONAL (recv chain advance, gap handling) - Any State + Message gap → Same State (skipped key derivation and caching) - Any State + Out-of-order message → Same State (cached key usage and removal)
[bookmark: Critical_Synchronization_Points]Critical Synchronization Points
	X3DH Completion: Both parties derive identical root key
	First Message: Sender activates, receiver waits
	Direction Change: DH ratchet step synchronizes new chains
	Message Gaps: Skipped key derivation maintains decryption capability
	Chain Advancement: Each message advances appropriate chain independently

[bookmark: Security_Properties]Security Properties
	Forward Secrecy: Compromise of current keys does not affect past messages
	Future Secrecy (Break-in Recovery): New DH ratchet steps restore security after compromise
	Replay Protection: Each message uses unique keys and sequence numbers
	Out-of-Order Delivery: Delayed messages can be decrypted using cached skipped keys
	Cryptographic Agility: Uses libsodium's ChaCha20-Poly1305 AEAD for encryption

[bookmark: Further_Reading]Further Reading
For a comprehensive state machine analysis with detailed synchronization points and implementation notes, see: docs/DOUBLE_RATCHET_STATE_MACHINE.md
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          #ratchet_state{root_key :: binary(),
                         send_chain_key :: binary(),
                         send_msg_number :: non_neg_integer(),
                         recv_chain_key :: binary(),
                         recv_msg_number :: non_neg_integer(),
                         prev_recv_chain_length :: non_neg_integer(),
                         dh_self :: {binary(), binary()},
                         dh_remote :: binary(),
                         dh_ratchet_step :: non_neg_integer(),
                         skipped_keys ::
                             #{{dh_step, msg_num} =>
                                   #{message_key => binary(),
                                     timestamp => integer(),
                                     chain_key => binary(),
                                     dh_public => binary()}},
                         max_skip :: pos_integer(),
                         max_cache_size :: pos_integer(),
                         max_cache_age :: pos_integer(),
                         sending_chain_active :: boolean(),
                         receiving_chain_active :: boolean(),
                         created_at :: integer(),
                         last_updated :: integer()}.
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          #{message_key => binary(),
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          -spec activate_sending_chain(ratchet_state()) -> {ok, ratchet_state()} | {error, term()}.


      


Activate sending chain for a receiver
When a receiver wants to send their first message, they need to activate their sending chain. This function performs the necessary DH ratchet step: 1. Generates a new DH keypair for the receiver 2. Performs a self-ratchet to activate the sending chain 3. Updates the state to allow message encryption
This is called automatically when encrypt_message fails with sending_chain_not_active.
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          -spec advance_receiving_chain(binary(), non_neg_integer()) -> {binary(), binary()}.


      


Advance receiving chain key and derive message key for incoming message
This function is used when decrypting incoming messages. It derives the message key for decryption and advances the receiving chain key for the next expected message. The sending chain is completely unaffected.
Used both for current expected messages and when pre-deriving keys for message gaps (out-of-order delivery support).
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          -spec advance_sending_chain(binary(), non_neg_integer()) -> {binary(), binary()}.


      


Advance sending chain key and derive message key for outgoing message
This function is used when encrypting outgoing messages. It derives the message key for encryption and advances the sending chain key for the next message. The receiving chain is completely unaffected.
This maintains forward secrecy by ensuring each message uses a unique key.
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          -spec cleanup_expired_keys(ratchet_state()) -> ratchet_state().


      


Clean up expired skipped keys for forward secrecy
Removes old skipped keys from the cache based on the configured maximum age. This should be called periodically to maintain forward secrecy properties.
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          -spec decrypt_message(message(), ratchet_state()) -> {ok, binary(), ratchet_state()} | {error, term()}.


      


Decrypt an incoming message using the receiving chain
This is the main function for decrypting received messages. It handles DH ratchet steps, message gaps, and out-of-order delivery through the skipped message key store.
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          -spec deserialize_state(binary()) -> {ok, ratchet_state()} | {error, term()}.


      


Deserialize ratchet state from persistent storage
Converts a binary representation back into a ratchet state record. This function assumes the binary has been decrypted if it was encrypted during storage.
Usage:
  {ok, DecryptedBinary} = cryptic_lib:decrypt_keys(EncryptedState, Password),
  {ok, State} = cryptic_double_ratchet:deserialize_state(DecryptedBinary).
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          -spec encrypt_message(binary(), ratchet_state()) -> {ok, message(), ratchet_state()} | {error, term()}.


      


Encrypt a plaintext message using the Double Ratchet sending chain
This is the main function for encrypting outgoing messages. It handles:
	Automatic sending chain activation for receivers
	DH ratchet steps when changing message direction
	ChaCha20-Poly1305 AEAD encryption with libsodium
	Message header generation with ratchet metadata

The function automatically performs DH ratchet steps when needed (e.g., when Bob wants to send his first reply after receiving messages from Alice).
The function automatically handles DH ratchet steps when needed for security.
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          -spec get_state_info(ratchet_state()) -> map().


      


Get summary information about ratchet state
Returns useful debugging and monitoring information about the current state of the ratchet without exposing sensitive key material. Safe to use in logs and monitoring systems.
Returned fields:
	dh_ratchet_step - Current DH ratchet step number
	send_msg_number - Next outgoing message number
	recv_msg_number - Next expected incoming message number
	skipped_keys_count - Number of cached keys for out-of-order messages
	sending_chain_active - Whether we can encrypt messages
	receiving_chain_active - Whether we can decrypt messages
	has_remote_dh - Whether remote party's DH key is known
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          -spec init_receiver(binary(), {binary(), binary()}) -> {ok, ratchet_state()}.


      


Initialize receiver side of Double Ratchet (after X3DH key agreement)
Creates the initial Double Ratchet state for the party who will receive the first message after X3DH key agreement. Both parties start with the same root key from X3DH. The receiver waits for the first message to establish the receiving chain via the first DH ratchet step.
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          -spec init_sender(binary(), {binary(), binary()}) -> {ok, ratchet_state()}.


      


Initialize Alice's ratchet state (sender)
Creates the initial Double Ratchet state for the party who will send the first message after X3DH key agreement. This party starts with an active sending chain.
Usage:
  % After X3DH key agreement
  RootKey = x3dh_shared_secret(),
  {MyDHPub, MyDHPriv} = cryptic_nif:gen_keypair(),
 
  State = cryptic_double_ratchet:init_sender(RootKey, {MyDHPub, MyDHPriv}).
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Derive initial chain key from root key
Helper function for initialization - derives chain keys from the root key. Used to establish separate sending/receiving chains after X3DH key agreement.
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          -spec kdf_mk(binary()) -> {binary(), binary()}.


      


Message key expansion for encryption/decryption components
Derives the encryption key and authentication key from a message key. Note: For ChaCha20-Poly1305, we don't need a separate IV since the aead_encrypt function generates its own nonce.

  



  
    
      
    
    
      kdf_rk(RootKey, DhOutput)


        (since 2025-09-24)


        
          
        

    

  


  

      

          -spec kdf_rk(binary(), binary()) -> {binary(), binary(), binary()}.


      


Root key progression with new DH output (DH-ratchet step)
This is the core of the DH ratchet - it takes the current root key and fresh DH output to derive a new root key and new chain keys for both sending and receiving directions.
Uses the high-performance Blake2b KDF (39x faster than Erlang) for optimal ratchet performance. The function mixes the root key with fresh DH entropy to provide forward secrecy and break-in recovery.
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          -spec serialize_state(ratchet_state()) -> binary().


      


Serialize ratchet state for persistent storage
Converts the ratchet state into a binary format suitable for storage in databases or files. The serialized format should be encrypted before storage for security using cryptic_lib:encrypt_keys/2.
Warning: The serialized state contains sensitive cryptographic material including chain keys and DH private keys. Always encrypt before storage.
Usage:
  SerializedBinary = cryptic_double_ratchet:serialize_state(State),
  {ok, EncryptedState} = cryptic_lib:encrypt_keys(SerializedBinary, Password).
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          -spec set_remote_dh_key(ratchet_state(), binary()) -> ratchet_state().


      


Set remote DH key (for simulating X3DH handshake in tests)
In a real implementation, both parties would know each other's initial DH keys from the X3DH handshake. This helper function allows tests to simulate that state.
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Cryptic Engine - Main messaging engine using gen_server
The Cryptic Engine is a server process implemented with the gen_server Erlang library. It deals with the exchange of encrypted messages from a particular user's point of view using the X3DH and Double-Ratchet protocols.
By using a callback API it can be used as a drop-in component in various contexts.
[bookmark: Callback_API]Callback API
Modules implementing the cryptic_engine callback behavior must implement the following functions for storage, network, and UI operations:
[bookmark: Storage_Operations]Storage Operations
- load_identity_keys/2 - Load user's identity keys - save_identity_keys/3 - Save user's identity keys - load_session_state/3 - Load session state for a peer - save_session_state/4 - Save session state for a peer
[bookmark: Network_Operations]Network Operations
- send_message_to_peer/4 - Send message directly to a peer - send_message_to_server/3 - Send message to server
[bookmark: UI/Notification_Operations]UI/Notification Operations
- deliver_message/4 - Deliver decrypted message to user - system_message/2 - Display system/status message - message_undeliverable/5 - Notify about undeliverable messages - log_message/3 - Log messages at various levels
[bookmark: Lifecycle_Operations]Lifecycle Operations
- life_cycle/4 - Handle lifecycle events
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        Handle message encryption/decryption events



    


    
      
        handle_state_change(EngineRef, FromState, ToState, Context)

      


        Handle state changes in ratchet engine sessions



    


    
      
        initialize_with_passphrase(EnginePid, Passphrase)

      


        Initialize engine with passphrase for delayed initialization



    


    
      
        send_message(EnginePid, ToUsername, Message)

      


        Send a message to another user



    


    
      
        start_link(Config)

      


        Start the Cryptic Engine server



    


    
      
        stop(EnginePid)

      


        Stop the Cryptic Engine server



    


    
      
        terminate_session(EnginePid, PeerUsername)

      


        Terminate a session with a peer



    





      


      
        Types

        


  
    
      
    
    
      session_info/0


        (since 0.1.0)


        
          
        

    

  


  

      

          -type session_info() ::
          #session_info{peer_username :: binary(),
                        session_id :: binary(),
                        state :: initiating | active | expired,
                        last_activity :: erlang:timestamp(),
                        message_count :: non_neg_integer(),
                        x3dh_completed :: boolean()}.


      



  


        

      

      
        Callbacks

        


  
    
      
    
    
      deliver_message/4


        (since 0.1.0)


        
          
        

    

  


  

      

          -callback deliver_message(FromUsername :: binary(),
                          Message :: binary(),
                          Timestamp :: erlang:timestamp(),
                          Context :: map()) ->
                             {ok, UpdatedContext :: map()} | {error, Reason :: term(), Context :: map()}.


      



  



  
    
      
    
    
      life_cycle/4


        (since 0.1.0)


        
          
        

    

  


  

      

          -callback life_cycle(Event :: atom(), Reason :: term(), Username :: binary(), Context :: map()) ->
                        {ok, UpdatedContext :: map()} | {error, Reason :: term(), Context :: map()}.


      



  



  
    
      
    
    
      load_identity_keys/2


        (since 0.1.0)


        
          
        

    

  


  

      

          -callback load_identity_keys(Username :: binary(), Context :: map()) ->
                                {ok, IdentityKeys :: map(), UpdatedContext :: map()} |
                                {error, Reason :: term(), Context :: map()}.


      



  



  
    
      
    
    
      load_session_state/3


        (since 0.1.0)


        
          
        

    

  


  

      

          -callback load_session_state(Username :: binary(), PeerUsername :: binary(), Context :: map()) ->
                                {ok, SessionState :: map(), UpdatedContext :: map()} |
                                {error, not_found | term(), Context :: map()}.


      



  



  
    
      
    
    
      log_message/3


        (since 0.1.0)


        
          
        

    

  


  

      

          -callback log_message(Level :: atom(),
                      Message :: {FormatString :: string(), Args :: list()},
                      Context :: map()) ->
                         {ok, UpdatedContext :: map()} | {error, Reason :: term(), Context :: map()}.


      



  



  
    
      
    
    
      message_undeliverable/5


        (since 0.1.0)


        
          
        

    

  


  

      

          -callback message_undeliverable(ToUsername :: binary(),
                                MessageId :: binary(),
                                MessageText :: binary(),
                                Reason :: term(),
                                Context :: map()) ->
                                   {ok, UpdatedContext :: map()} |
                                   {error, Reason :: term(), Context :: map()}.


      



  



  
    
      
    
    
      save_identity_keys/3


        (since 0.1.0)


        
          
        

    

  


  

      

          -callback save_identity_keys(Username :: binary(), IdentityKeys :: map(), Context :: map()) ->
                                {ok, UpdatedContext :: map()} | {error, Reason :: term(), Context :: map()}.


      



  



  
    
      
    
    
      save_session_state/4


        (since 0.1.0)


        
          
        

    

  


  

      

          -callback save_session_state(Username :: binary(),
                             PeerUsername :: binary(),
                             SessionState :: map(),
                             Context :: map()) ->
                                {ok, UpdatedContext :: map()} | {error, Reason :: term(), Context :: map()}.


      



  



  
    
      
    
    
      send_message_to_peer/4


        (since 0.1.0)


        
          
        

    

  


  

      

          -callback send_message_to_peer(FromUsername :: binary(),
                               ToUsername :: binary(),
                               Message :: term(),
                               Context :: map()) ->
                                  {ok, UpdatedContext :: map()} |
                                  {error, Reason :: term(), Context :: map()}.


      



  



  
    
      
    
    
      send_message_to_server/3


        (since 0.1.0)


        
          
        

    

  


  

      

          -callback send_message_to_server(Username :: binary(), Message :: map(), Context :: map()) ->
                                    {ok, UpdatedContext :: map()} |
                                    {error, Reason :: term(), Context :: map()}.


      



  



  
    
      
    
    
      system_message/2


        (since 0.1.0)


        
          
        

    

  


  

      

          -callback system_message(Message :: binary(), Context :: map()) ->
                            {ok, UpdatedContext :: map()} | {error, Reason :: term(), Context :: map()}.


      



  


        

      

      
        Functions

        


  
    
      
    
    
      get_active_sessions(EnginePid)


        (since 0.1.0)


        
          
        

    

  


  

      

          -spec get_active_sessions(EnginePid :: pid()) -> {ok, [session_info()]}.


      


Get list of active sessions

  



  
    
      
    
    
      get_engine_status(EnginePid)


        (since 0.1.0)


        
          
        

    

  


  

      

          -spec get_engine_status(EnginePid :: pid()) -> {ok, map()}.


      


Get engine status and statistics

  



  
    
      
    
    
      handle_continue(_, State)


        (since 0.1.0)


        
          
        

    

  


  


  



  
    
      
    
    
      handle_debug_event(EngineRef, Event, Data, Context)


        (since 0.1.0)


        
          
        

    

  


  

Handle debug events from ratchet engine

  



  
    
      
    
    
      handle_error(EngineRef, ErrorType, Error, Context)


        (since 0.1.0)


        
          
        

    

  


  

Handle errors in ratchet engine

  



  
    
      
    
    
      handle_lifecycle_event(EngineRef, Event, Context)


        (since 0.1.0)


        
          
        

    

  


  

Handle lifecycle events from ratchet engine

  



  
    
      
    
    
      handle_message_event(EngineRef, Event, Data, Context)


        (since 0.1.0)


        
          
        

    

  


  

Handle message encryption/decryption events

  



  
    
      
    
    
      handle_state_change(EngineRef, FromState, ToState, Context)


        (since 0.1.0)


        
          
        

    

  


  

Handle state changes in ratchet engine sessions

  



  
    
      
    
    
      initialize_with_passphrase(EnginePid, Passphrase)


        (since 0.1.0)


        
          
        

    

  


  

      

          -spec initialize_with_passphrase(EnginePid :: pid(), Passphrase :: binary()) -> ok | {error, term()}.


      


Initialize engine with passphrase for delayed initialization
Used when running in TUI mode where the passphrase is obtained from the user after the engine has started. This triggers reloading of identity keys with the actual passphrase.

  



  
    
      
    
    
      send_message(EnginePid, ToUsername, Message)


        (since 0.1.0)


        
          
        

    

  


  

      

          -spec send_message(EnginePid :: pid(), ToUsername :: binary(), Message :: binary()) ->
                      ok | {error, term()}.


      


Send a message to another user

  



  
    
      
    
    
      start_link(Config)


        (since 0.1.0)


        
          
        

    

  


  

      

          -spec start_link(Config :: map()) -> {ok, pid()} | {error, term()}.


      


Start the Cryptic Engine server

  



  
    
      
    
    
      stop(EnginePid)


        (since 0.1.0)


        
          
        

    

  


  

      

          -spec stop(EnginePid :: pid()) -> ok.


      


Stop the Cryptic Engine server

  



  
    
      
    
    
      terminate_session(EnginePid, PeerUsername)


        (since 0.1.0)


        
          
        

    

  


  

      

          -spec terminate_session(EnginePid :: pid(), PeerUsername :: binary()) -> ok | {error, term()}.


      


Terminate a session with a peer

  


        

      


  

    
cryptic_event_bus 
    



      
Cryptic Event Bus - Publish/Subscribe System
A lightweight, OTP-native event bus for multicasting chat events to multiple subscribers. Supports filtering and automatic cleanup of dead subscribers.
[bookmark: Features]Features
	Subscribe with optional filter function
	Asynchronous event publishing (non-blocking)
	Automatic subscriber cleanup on process exit
	Topic-based subscriptions for rooms/channels
	Safe error handling (filter crashes don't affect other subscribers)

[bookmark: Usage]Usage
  %% Start the event bus
  {ok, _Pid} = cryptic_event_bus:start_link().
 
  %% Subscribe to all events
  cryptic_event_bus:subscribe(self()).
 
  %% Subscribe with a filter (only chat messages)
  Filter = fun(#{type := Type}) -> Type =:= chat_message; (_) -> false end,
  cryptic_event_bus:subscribe(self(), Filter).
 
  %% Subscribe to a specific room
  cryptic_event_bus:subscribe_topic(self(), <<"room_123">>).
 
  %% Publish an event
  Event = #{type => chat_message, room => <<"room_123">>, text => <<"Hello">>},
  cryptic_event_bus:publish(Event).
 
  %% Unsubscribe
  cryptic_event_bus:unsubscribe(self()).

      


      
        Summary


  
    Types
  


    
      
        event/0

      


    


    
      
        filter_fun/0

      


    


    
      
        topic/0

      


    





  
    Functions
  


    
      
        code_change(OldVsn, State, Extra)

      


    


    
      
        handle_call(Other, From, State)

      


    


    
      
        handle_cast(Other, State)

      


    


    
      
        handle_info(Info, State)

      


    


    
      
        init(_)

      


    


    
      
        list_subscribers()

      


        List all current subscribers.



    


    
      
        publish(Event)

      


        Publish an event to all subscribers.



    


    
      
        start_link()

      


        Start the event bus with default options.



    


    
      
        start_link(Opts)

      


        Start the event bus with custom options.



    


    
      
        stop()

      


        Stop the event bus.



    


    
      
        subscribe(Pid)

      


        Subscribe a process to all events.



    


    
      
        subscribe(Pid, FilterFun)

      


        Subscribe a process with a filter function.



    


    
      
        subscribe_topic(Pid, Topic)

      


        Subscribe a process to a specific topic/room.



    


    
      
        terminate(Reason, State)

      


    


    
      
        unsubscribe(Pid)

      


        Unsubscribe a process from the event bus.



    





      


      
        Types

        


  
    
      
    
    
      event/0


        (since November 2025 --------------------------------------------------------------------)


        
          
        

    

  


  

      

          -type event() :: any().


      



  



  
    
      
    
    
      filter_fun/0


        (since November 2025 --------------------------------------------------------------------)


        
          
        

    

  


  

      

          -type filter_fun() :: fun((event()) -> boolean()).


      



  



  
    
      
    
    
      topic/0


        (since November 2025 --------------------------------------------------------------------)


        
          
        

    

  


  

      

          -type topic() :: binary() | atom().


      



  


        

      

      
        Functions

        


  
    
      
    
    
      code_change(OldVsn, State, Extra)


        (since November 2025 --------------------------------------------------------------------)


        
          
        

    

  


  


  



  
    
      
    
    
      handle_call(Other, From, State)


        (since November 2025 --------------------------------------------------------------------)


        
          
        

    

  


  


  



  
    
      
    
    
      handle_cast(Other, State)


        (since November 2025 --------------------------------------------------------------------)


        
          
        

    

  


  


  



  
    
      
    
    
      handle_info(Info, State)


        (since November 2025 --------------------------------------------------------------------)


        
          
        

    

  


  


  



  
    
      
    
    
      init(_)


        (since November 2025 --------------------------------------------------------------------)


        
          
        

    

  


  


  



  
    
      
    
    
      list_subscribers()


        (since November 2025 --------------------------------------------------------------------)


        
          
        

    

  


  

      

          -spec list_subscribers() -> [{pid(), boolean()}].


      


List all current subscribers.
Returns a list of tuples containing each subscriber's PID and a boolean indicating whether they have a custom filter function (true) or accept all events (false).
Useful for debugging and monitoring.

  



  
    
      
    
    
      publish(Event)


        (since November 2025 --------------------------------------------------------------------)


        
          
        

    

  


  

      

          -spec publish(event()) -> ok.


      


Publish an event to all subscribers.
Events are delivered asynchronously via gen_server:cast, so this function returns immediately without blocking. Each subscriber's filter function (if any) is evaluated to determine if they should receive the event.
If a subscriber's filter function crashes, the error is logged and that subscriber is skipped (other subscribers still receive the event).
[bookmark: Example]Example
  Event = #{type => chat_message, from => <<"alice">>, text => <<"Hi!">>},
  cryptic_event_bus:publish(Event).

  



  
    
      
    
    
      start_link()


        (since November 2025 --------------------------------------------------------------------)


        
          
        

    

  


  

      

          -spec start_link() -> {ok, pid()} | {error, any()}.


      


Start the event bus with default options.
Registers the process locally as cryptic_event_bus.

  



  
    
      
    
    
      start_link(Opts)


        (since November 2025 --------------------------------------------------------------------)


        
          
        

    

  


  

      

          -spec start_link(list()) -> {ok, pid()} | {error, any()}.


      


Start the event bus with custom options.
Currently, options are reserved for future use.

  



  
    
      
    
    
      stop()


        (since November 2025 --------------------------------------------------------------------)


        
          
        

    

  


  

      

          -spec stop() -> ok.


      


Stop the event bus.
Terminates the event bus process gracefully.

  



  
    
      
    
    
      subscribe(Pid)


        (since November 2025 --------------------------------------------------------------------)


        
          
        

    

  


  

      

          -spec subscribe(pid()) -> ok.


      


Subscribe a process to all events.
The subscribing process will receive all published events as messages in the form {event, Event}. The process is automatically monitored and will be unsubscribed if it exits.
This is equivalent to subscribe(Pid, fun(_) -> true end).
See also: subscribe/2.

  



  
    
      
    
    
      subscribe(Pid, FilterFun)


        (since November 2025 --------------------------------------------------------------------)


        
          
        

    

  


  

      

          -spec subscribe(pid(), filter_fun()) -> ok.


      


Subscribe a process with a filter function.
Only events for which FilterFun(Event) returns true will be delivered to the subscriber. If the filter function crashes, the error is logged and that event is skipped for that subscriber.
[bookmark: Example]Example
  %% Only receive chat messages
  Filter = fun(#{type := chat_message}) -> true; (_) -> false end,
  cryptic_event_bus:subscribe(self(), Filter).
 
  %% Only receive messages from a specific user
  Filter = fun(#{from := <<"alice">>}) -> true; (_) -> false end,
  cryptic_event_bus:subscribe(self(), Filter).

  



  
    
      
    
    
      subscribe_topic(Pid, Topic)


        (since November 2025 --------------------------------------------------------------------)


        
          
        

    

  


  

      

          -spec subscribe_topic(pid(), topic()) -> ok.


      


Subscribe a process to a specific topic/room.
Convenience function for subscribing to room-specific events. Creates a filter that matches events in the format: {room_msg, Topic, From, Body, Timestamp}.
[bookmark: Example]Example
  %% Subscribe to room "general"
  cryptic_event_bus:subscribe_topic(self(), <<"general">>).
 
  %% Events matching {room_msg, <<"general">>, _, _, _} will be received

  



  
    
      
    
    
      terminate(Reason, State)


        (since November 2025 --------------------------------------------------------------------)


        
          
        

    

  


  


  



  
    
      
    
    
      unsubscribe(Pid)


        (since November 2025 --------------------------------------------------------------------)


        
          
        

    

  


  

      

          -spec unsubscribe(pid()) -> ok.


      


Unsubscribe a process from the event bus.
Removes the process from the subscriber list and stops monitoring it. If the process is not subscribed, this is a no-op.

  


        

      


  

    
cryptic_event_manager 
    



      
Event manager for Cryptic. This module handles event notifications and manages event handlers for logging and monitoring Cryptic events.
[bookmark: Configuration]Configuration
The event handlers can be configured in two ways:
	Application environment: Set the cryptic_event_handlers variable in the application configuration.
	Environment variable: Set CRYPTIC_EVENT_HANDLERS to a comma-separated list of handler module names (e.g. "cryptic_console_logger,cryptic_file_logger").

The environment variable takes precedence over the application setting.

      


      
        Summary


  
    Functions
  


    
      
        add_handler(Handler, Args)

      


        Adds an event handler to the event manager.



    


    
      
        delete_handler(Handler, Args)

      


        Removes an event handler from the event manager.



    


    
      
        notify(EventId, Data)

      


        Sends a notification to all registered event handlers.



    


    
      
        setup_event_handlers()

      


        Sets up the event handlers for the Cryptic implementation. Reads configuration from application environment or environment variables.



    


    
      
        setup_event_handlers(Config)

      


        Sets up the event handlers for the Cryptic implementation with configuration. Reads configuration from application environment or environment variables.



    





      


      
        Functions

        


  
    
      
    
    
      add_handler(Handler, Args)



        
          
        

    

  


  

      

          -spec add_handler(Handler :: module(), Args :: map()) -> ok | {'EXIT', term()} | term().


      


Adds an event handler to the event manager.

  



  
    
      
    
    
      delete_handler(Handler, Args)



        
          
        

    

  


  

      

          -spec delete_handler(Handler :: module(), Args :: term()) ->
                        term() | {error, module_not_found} | {'EXIT', term()}.


      


Removes an event handler from the event manager.

  



  
    
      
    
    
      notify(EventId, Data)



        
          
        

    

  


  

      

          -spec notify(EventId :: atom(), Data :: any()) -> ok.


      


Sends a notification to all registered event handlers.

  



  
    
      
    
    
      setup_event_handlers()



        
          
        

    

  


  

      

          -spec setup_event_handlers() -> ok.


      


Sets up the event handlers for the Cryptic implementation. Reads configuration from application environment or environment variables.

  



  
    
      
    
    
      setup_event_handlers(Config)



        
          
        

    

  


  

      

          -spec setup_event_handlers(Config :: map()) -> ok.


      


Sets up the event handlers for the Cryptic implementation with configuration. Reads configuration from application environment or environment variables.

  


        

      


  

    
cryptic_file_logger 
    



      
A file logger for Cryptic. This module logs Cryptic-specific events to a file for debugging and monitoring purposes, preventing console output from interfering with terminal UIs.

      


      
        Summary


  
    Functions
  


    
      
        code_change(OldVsn, State, Extra)

      


        Handles code changes when updating the module.



    


    
      
        handle_call(Request, State)

      


        Handles synchronous event handler calls.



    


    
      
        handle_event(Event, State)

      


        Handles Cryptic-specific events and logs them to file.



    


    
      
        handle_info(Info, State)

      


        Handles messages sent directly to the event handler.



    


    
      
        init(Args)

      


        Initializes the event handler with file logging.



    


    
      
        terminate(Reason, State)

      


        Cleans up when the event handler is removed.



    





      


      
        Functions

        


  
    
      
    
    
      code_change(OldVsn, State, Extra)



        
          
        

    

  


  

      

          -spec code_change(OldVsn :: any(),
                  State :: #state{debug :: term(), file_handle :: term(), log_file_path :: term()},
                  Extra :: any()) ->
                     {ok, #state{debug :: term(), file_handle :: term(), log_file_path :: term()}}.


      


Handles code changes when updating the module.

  



  
    
      
    
    
      handle_call(Request, State)



        
          
        

    

  


  

      

          -spec handle_call(Request :: any(),
                  State :: #state{debug :: term(), file_handle :: term(), log_file_path :: term()}) ->
                     {ok,
                      Reply :: ok,
                      #state{debug :: term(), file_handle :: term(), log_file_path :: term()}}.


      


Handles synchronous event handler calls.

  



  
    
      
    
    
      handle_event(Event, State)



        
          
        

    

  


  

      

          -spec handle_event(Event :: any(),
                   State :: #state{debug :: term(), file_handle :: term(), log_file_path :: term()}) ->
                      {ok, #state{debug :: term(), file_handle :: term(), log_file_path :: term()}}.


      


Handles Cryptic-specific events and logs them to file.

  



  
    
      
    
    
      handle_info(Info, State)



        
          
        

    

  


  

      

          -spec handle_info(Info :: any(),
                  State :: #state{debug :: term(), file_handle :: term(), log_file_path :: term()}) ->
                     {noreply, #state{debug :: term(), file_handle :: term(), log_file_path :: term()}}.


      


Handles messages sent directly to the event handler.

  



  
    
      
    
    
      init(Args)



        
          
        

    

  


  

      

          -spec init(Args :: any()) ->
              {ok, #state{debug :: term(), file_handle :: term(), log_file_path :: term()}} |
              {error, any()}.


      


Initializes the event handler with file logging.

  



  
    
      
    
    
      terminate(Reason, State)



        
          
        

    

  


  

      

          -spec terminate(Reason :: any(),
                State :: #state{debug :: term(), file_handle :: term(), log_file_path :: term()}) ->
                   ok.


      


Cleans up when the event handler is removed.

  


        

      


  

    
cryptic_gpg_registry 
    



      
Cryptic GPG Registry - GPG Identity Operations
This module provides higher-level GPG identity registry operations, wrapping the storage layer with business logic and common queries.

      


      
        Summary


  
    Types
  


    
      
        db_ref/0

      


    


    
      
        gpg_fingerprint/0

      


    


    
      
        status/0

      


    





  
    Functions
  


    
      
        get_identity(DbRef, GpgFp)

      


        Retrieve a GPG identity by fingerprint.



    


    
      
        list_all_identities(DbRef)

      


        List all GPG identities in the registry.



    


    
      
        list_pending_identities(DbRef)

      


        List all pending GPG identities.



    


    
      
        list_verified_identities(DbRef)

      


        List all verified GPG identities.



    


    
      
        register_bootstrap_identity(DbRef, GpgFp, GpgPubArmor)

      


        Register a bootstrap GPG identity for initial system setup.



    


    
      
        register_gpg_identity(DbRef, GpgFp, GpgPubArmor, InviterFp, InviteId)

      


        Register a new GPG identity via invite token.



    


    
      
        revoke_identity(DbRef, GpgFp)

      


        Revoke a GPG identity.



    


    
      
        update_last_seen(DbRef, GpgFp)

      


        Update the last_seen timestamp for a GPG identity.



    


    
      
        verify_identity_status(DbRef, GpgFp)

      


        Verify the status of a GPG identity.



    





      


      
        Types

        


  
    
      
    
    
      db_ref/0


        (since October 2025)


        
          
        

    

  


  

      

          -type db_ref() :: pid().


      



  



  
    
      
    
    
      gpg_fingerprint/0


        (since October 2025)


        
          
        

    

  


  

      

          -type gpg_fingerprint() :: binary().


      



  



  
    
      
    
    
      status/0


        (since October 2025)


        
          
        

    

  


  

      

          -type status() :: verified_via_invite | verified_bootstrap | pending | revoked.


      



  


        

      

      
        Functions

        


  
    
      
    
    
      get_identity(DbRef, GpgFp)


        (since October 2025)


        
          
        

    

  


  

      

          -spec get_identity(db_ref(), gpg_fingerprint()) ->
                      {ok,
                       #gpg_identity{gpg_fp :: binary(),
                                     gpg_pub_armor :: binary(),
                                     status :: binary(),
                                     registered_by :: binary() | undefined,
                                     registered_at :: non_neg_integer(),
                                     last_seen :: non_neg_integer(),
                                     metadata :: binary() | undefined}} |
                      {error, not_found} |
                      {error, term()}.


      


Retrieve a GPG identity by fingerprint.
This is a simple wrapper around the storage layer that retrieves complete identity information including verification status, registration time, and associated metadata.
[bookmark: Example]Example
  case cryptic_gpg_registry:get_identity(DbRef, <<"ABCD1234...">>) of
      {ok, Identity} ->
          io:format("User status: ~s~n", [Identity#gpg_identity.status]),
          io:format("Registered: ~p~n", [Identity#gpg_identity.registered_at]);
      {error, not_found} ->
          io:format("Unknown fingerprint~n")
  end.

  



  
    
      
    
    
      list_all_identities(DbRef)


        (since October 2025)


        
          
        

    

  


  

      

          -spec list_all_identities(db_ref()) ->
                             {ok,
                              [#gpg_identity{gpg_fp :: binary(),
                                             gpg_pub_armor :: binary(),
                                             status :: binary(),
                                             registered_by :: binary() | undefined,
                                             registered_at :: non_neg_integer(),
                                             last_seen :: non_neg_integer(),
                                             metadata :: binary() | undefined}]} |
                             {error, term()}.


      


List all GPG identities in the registry.
Returns all registered identities regardless of status. This is useful for administrative interfaces showing all users in the system.
For filtered lists (e.g., only active users), see list_verified_identities/1 or list_pending_identities/1.
[bookmark: Example]Example
  {ok, AllUsers} = cryptic_gpg_registry:list_all_identities(DbRef),
  io:format("Total users: ~p~n", [length(AllUsers)]).

  



  
    
      
    
    
      list_pending_identities(DbRef)


        (since October 2025)


        
          
        

    

  


  

      

          -spec list_pending_identities(db_ref()) ->
                                 {ok,
                                  [#gpg_identity{gpg_fp :: binary(),
                                                 gpg_pub_armor :: binary(),
                                                 status :: binary(),
                                                 registered_by :: binary() | undefined,
                                                 registered_at :: non_neg_integer(),
                                                 last_seen :: non_neg_integer(),
                                                 metadata :: binary() | undefined}]} |
                                 {error, term()}.


      


List all pending GPG identities.
Returns identities that are awaiting verification. In the current implementation, this is primarily for future use - the invitation system immediately verifies users upon successful invite consumption.
This function may be useful for:
	Manual approval workflows (future feature)
	Administrative review queues
	Monitoring unverified registrations

[bookmark: Example]Example
  {ok, PendingUsers} = cryptic_gpg_registry:list_pending_identities(DbRef),
  case length(PendingUsers) of
      0 -> io:format("No pending approvals~n");
      N -> io:format("~p users awaiting verification~n", [N])
  end.

  



  
    
      
    
    
      list_verified_identities(DbRef)


        (since October 2025)


        
          
        

    

  


  

      

          -spec list_verified_identities(db_ref()) ->
                                  {ok,
                                   [#gpg_identity{gpg_fp :: binary(),
                                                  gpg_pub_armor :: binary(),
                                                  status :: binary(),
                                                  registered_by :: binary() | undefined,
                                                  registered_at :: non_neg_integer(),
                                                  last_seen :: non_neg_integer(),
                                                  metadata :: binary() | undefined}]} |
                                  {error, term()}.


      


List all verified GPG identities.
Returns only identities with verified status (either via invite or bootstrap). This excludes pending and revoked identities, providing a list of active, trusted users in the system.
This is useful for:
	Displaying active users in UI
	Access control lists
	Audit reports of verified users

[bookmark: Example]Example
  {ok, VerifiedUsers} = cryptic_gpg_registry:list_verified_identities(DbRef),
  ActiveCount = length(VerifiedUsers),
  io:format("~p active verified users~n", [ActiveCount]).

  



  
    
      
    
    
      register_bootstrap_identity(DbRef, GpgFp, GpgPubArmor)


        (since October 2025)


        
          
        

    

  


  

      

          -spec register_bootstrap_identity(db_ref(), gpg_fingerprint(), binary()) -> ok | {error, term()}.


      


Register a bootstrap GPG identity for initial system setup.
This function is used to manually register the first administrator(s) who already have TLS certificates. Bootstrap identities are marked as verified without requiring an invite token, since they represent the initial trust anchors of the system.
Use this function sparingly and only during initial system setup or when manually adding administrators. All other users should be onboarded via the invitation system.
[bookmark: When_to_Use]When to Use
	Initial system setup - registering the first admin
	Emergency admin access - when invite system is unavailable
	Migrating existing users - with proper authorization

[bookmark: Security_Considerations]Security Considerations
Bootstrap registration bypasses the invitation workflow. Ensure proper authentication and authorization checks are performed before calling this function.
[bookmark: Example]Example
  %% Register the first administrator
  ok = cryptic_gpg_registry:register_bootstrap_identity(
      DbRef,
      <<"ADMIN1234...">>,
      <<"-----BEGIN PGP PUBLIC KEY BLOCK-----\n...">>
  ).

  



  
    
      
    
    
      register_gpg_identity(DbRef, GpgFp, GpgPubArmor, InviterFp, InviteId)


        (since October 2025)


        
          
        

    

  


  

      

          -spec register_gpg_identity(db_ref(), gpg_fingerprint(), binary(), gpg_fingerprint(), binary()) ->
                               ok | {error, term()}.


      


Register a new GPG identity via invite token.
This function is called during the onboarding process when a new user consumes an invite token. It creates a verified GPG identity record with full audit trail tracking.
The identity will be marked with status verified_via_invite, indicating it was validated through the invitation system. This provides traceability of who invited whom.
[bookmark: Workflow]Workflow
	User provides GPG public key and valid invite token
	System calls this function to register the identity
	Identity is stored with verification status
	Audit log entry is created for compliance

[bookmark: Example]Example
  %% After validating and consuming an invite
  ok = cryptic_gpg_registry:register_gpg_identity(
      DbRef,
      <<"ABCD1234...">>,  % New user's fingerprint
      <<"-----BEGIN PGP PUBLIC KEY BLOCK-----\n...">>,  % Their public key
      <<"EFGH5678...">>,  % Inviter's fingerprint
      <<"inv-550e8400-...">>  % The consumed invite ID
  ).

  



  
    
      
    
    
      revoke_identity(DbRef, GpgFp)


        (since October 2025)


        
          
        

    

  


  

      

          -spec revoke_identity(db_ref(), gpg_fingerprint()) -> ok | {error, term()}.


      


Revoke a GPG identity.
Marks an identity as revoked, preventing it from being used for authentication or authorization. The identity remains in the database for audit purposes but is effectively disabled.
Common reasons for revocation:
	User account termination
	Security compromise of private key
	Administrative action
	Policy violation

[bookmark: Audit_Trail]Audit Trail
This operation creates an audit log entry recording the revocation, including the previous status for forensic analysis.
[bookmark: Example]Example
  %% Revoke a compromised identity
  case cryptic_gpg_registry:revoke_identity(DbRef, <<"ABCD1234...">>) of
      ok ->
          io:format("Identity revoked successfully~n"),
          notify_security_team();
      {error, not_found} ->
          io:format("Identity does not exist~n")
  end.

  



  
    
      
    
    
      update_last_seen(DbRef, GpgFp)


        (since October 2025)


        
          
        

    

  


  

      

          -spec update_last_seen(db_ref(), gpg_fingerprint()) -> ok | {error, term()}.


      


Update the last_seen timestamp for a GPG identity.
Automatically records the current UTC timestamp to track when an identity was last active. This is typically called during authentication or when processing messages from the user.
[bookmark: Use_Cases]Use Cases
	Track active vs. inactive users
	Identify stale accounts for cleanup
	Security monitoring for unusual access patterns
	Compliance reporting on user activity

[bookmark: Automatic_Timestamp]Automatic Timestamp
The timestamp is automatically set to the current time - you don't provide it as a parameter. This ensures consistency and prevents timestamp manipulation.
[bookmark: Example]Example
  %% Update last_seen after successful authentication
  case authenticate_user(GpgFp) of
      {ok, _User} ->
          cryptic_gpg_registry:update_last_seen(DbRef, GpgFp),
          {ok, authenticated};
      {error, _} = Err ->
          Err
  end.

  



  
    
      
    
    
      verify_identity_status(DbRef, GpgFp)


        (since October 2025)


        
          
        

    

  


  

      

          -spec verify_identity_status(db_ref(), gpg_fingerprint()) ->
                                {ok, status()} | {error, not_found} | {error, term()}.


      


Verify the status of a GPG identity.
Returns the verification status as an atom for easier pattern matching in business logic. This is useful for access control decisions and authorization checks.
[bookmark: Status_Values]Status Values
	verified_via_invite - User joined through invite system
	verified_bootstrap - Manually registered administrator
	pending - Awaiting verification (not yet implemented)
	revoked - Identity has been revoked

[bookmark: Example]Example
  case cryptic_gpg_registry:verify_identity_status(DbRef, UserFp) of
      {ok, verified_via_invite} ->
          grant_user_access();
      {ok, verified_bootstrap} ->
          grant_admin_access();
      {ok, revoked} ->
          deny_access();
      {error, not_found} ->
          unknown_user()
  end.

  


        

      


  

    
cryptic_lib 
    



      
Cryptographic Library for Secure Communication
This module provides cryptographic primitives for the Cryptic chat application. It wraps libsodium functions through NIFs and implements the X3DH key agreement protocol for secure end-to-end encrypted messaging with forward secrecy.
[bookmark: Cryptographic_Primitives]Cryptographic Primitives
	**Ed25519 Signatures**: Digital signatures for identity verification
	**X25519 Key Exchange**: Elliptic curve Diffie-Hellman key agreement
	**ChaCha20-Poly1305**: Authenticated encryption with associated data (AEAD)
	**HKDF-SHA256**: Key derivation function for generating encryption keys
	**PBKDF2-SHA256**: Password-based key derivation for key storage
	**Secure Random**: Cryptographically secure random number generation

[bookmark: X3DH_Protocol_Implementation]X3DH Protocol Implementation
The library implements the X3DH (Extended Triple Diffie-Hellman) key agreement protocol, which provides forward secrecy and cryptographic deniability:
	**Identity Keys**: Long-term Ed25519 signing keys and derived X25519 DH keys
	**Signed Prekeys**: Medium-term X25519 keys signed by identity key
	**One-Time Prekeys**: Single-use X25519 keys for perfect forward secrecy
	**Ephemeral Keys**: Session-specific X25519 keys for each message
	**Key Derivation**: HKDF-based expansion of shared secrets to encryption keys

[bookmark: Security_Model]Security Model
The library implements a forward-secure messaging protocol:
	Each user generates Ed25519 identity keys and X25519 DH keys from shared entropy
	Signed prekeys and one-time prekeys enable asynchronous key agreement
	Message encryption uses ephemeral X25519 keypairs for perfect forward secrecy
	Shared secrets are derived using X25519 scalar multiplication
	AEAD keys are derived from shared secrets using HKDF-SHA256
	Messages are encrypted with ChaCha20-Poly1305 AEAD
	Private keys are stored encrypted with ChaCha20-Poly1305 using PBKDF2-derived keys

[bookmark: Key_Derivation_Strategies]Key Derivation Strategies
The module provides three AEAD key derivation approaches with different security/usability tradeoffs:
	derive_aead_key_random/1 - Most secure with random salt
	derive_aead_key_ephemeral/2 - Good balance using ephemeral public key as salt
	derive_aead_key_simple/1 - Simplest but least secure (empty salt)

For identity key generation, the module uses deterministic derivation from a master seed to ensure Ed25519 and X25519 keys have a cryptographic relationship while avoiding conversion issues between different curve representations.
[bookmark: Cryptographic_Algorithm_Choice:_ChaCha20-Poly1305_vs_AES-256-GCM]Cryptographic Algorithm Choice: ChaCha20-Poly1305 vs AES-256-GCM
This library uses **ChaCha20-Poly1305 AEAD** for all authenticated encryption operations, including key storage encryption via the libsodium NIF interface. This represents a significant upgrade from traditional AES-256-GCM implementations.
**Performance Comparison** (typical results on modern hardware):
	ChaCha20-Poly1305: ~18.55ms per 100 encrypt/decrypt cycles (36KB data)
	AES-256-GCM: ~38.65ms per 100 encrypt/decrypt cycles (36KB data)
	**Performance Advantage**: ChaCha20-Poly1305 is ~2.08x faster

**Security Advantages of ChaCha20-Poly1305**:
	**Constant-Time**: Naturally resistant to side-channel/timing attacks on all hardware
	**Hardware Independent**: Consistent performance across ARM, x86, and other CPUs
	**Modern Design**: State-of-the-art cryptographic construction (RFC 8439)
	**Industry Standard**: Used in TLS 1.3, Signal Protocol, WireGuard, and OpenSSH
	**Memory Safe**: No lookup tables, immune to cache-timing attacks

**Data Format** (both algorithms have 44-byte overhead):
   ChaCha20-Poly1305: [Salt: 16B] [Nonce: 12B] [Ciphertext+AuthTag: N+16B]
   AES-256-GCM:       [Salt: 16B] [IV: 12B] [AuthTag: 16B] [Ciphertext: NB]
   
[bookmark: Key_Management]Key Management
	**Key Generation**: Deterministic Ed25519/X25519 key derivation from master seed
	**Key Storage**: ChaCha20-Poly1305 encryption with PBKDF2-derived passphrase keys
	**One-Time Prekeys**: X25519 keypairs with unique IDs for single-use consumption
	**libsodium Integration**: Secure curve conversion utilities via NIF interface

[bookmark: Example_Usage]Example Usage
   %% Initialize client with X3DH key bundle
   Keys = cryptic_lib:generate_client_keys(),
   #{identity_sign_public := IdentitySignPub,
     identity_dh_public := IdentityDHPub,
     signed_prekey_public := SignedPrekeyPub,
     one_time_prekeys := OneTimePrekeys} = Keys,
  
   %% Encrypt and save keys to file
   Passphrase = <<"secure_passphrase">>,
   ok = cryptic_lib:save_encrypted_keys(Keys, Passphrase, "/path/to"),
  
   %% Later, load keys from file
   {ok, LoadedKeys} = cryptic_lib:load_encrypted_keys("/path/to/keys.encrypted", Passphrase),
  
   %% Or use the convenience function for initialization
   {ok, ClientKeys} = cryptic_lib:initialize_client_keys("/config/dir", Passphrase),
  
   %% Generate ephemeral keypair for message encryption
   {EphemeralPub, EphemeralPriv} = cryptic_lib:gen_keypair(),
  
   %% Perform X25519 key agreement with recipient's public keys
   SharedSecret1 = cryptic_lib:scalarmult(EphemeralPriv, IdentityDHPub),
   SharedSecret2 = cryptic_lib:scalarmult(EphemeralPriv, SignedPrekeyPub),
  
   %% Derive AEAD key using ephemeral public key as salt
   AeadKey = cryptic_lib:derive_aead_key_ephemeral(SharedSecret1, EphemeralPub),
  
   %% Encrypt message with forward secrecy
   {Ciphertext, Nonce} = cryptic_lib:aead_encrypt(<<"Hello">>, AeadKey, <<>>),
  
   %% Decrypt message
   Plaintext = cryptic_lib:aead_decrypt(Ciphertext, AeadKey, Nonce, <<>>).
   

      


      
        Summary


  
    Functions
  


    
      
        aead_decrypt(Cipher, Key, Nonce, AAD)

      


        Decrypt ciphertext using ChaCha20-Poly1305 AEAD cipher.



    


    
      
        aead_encrypt(Plain, Key, AAD)

      


        Encrypt plaintext using ChaCha20-Poly1305 AEAD cipher.



    


    
      
        check_otpk_usage(MyUsername, SenderUsername)

      


        Check the last OTPK usage by a sender.



    


    
      
        cleanup_old_otpk(MyUsername, SenderUsername)

      


        Clean up old OTPK when sender rotates to a new key.



    


    
      
        decrypt_keys(EncryptedData, Passphrase)

      


        Decrypt private key material with passphrase-derived key using ChaCha20-Poly1305.



    


    
      
        delete_ratchet_session(Username, BaseDir)

      


        Delete a ratchet session from storage.



    


    
      
        derive_aead_key_ephemeral(SharedSecret, EphemeralPubKey)

      


        Derive AEAD key using ephemeral public key as salt (good compromise).



    


    
      
        derive_aead_key_random(SharedSecret)

      


        Derive AEAD key with random salt (most secure approach).



    


    
      
        derive_aead_key_simple(SharedSecret)

      


        Derive AEAD key with empty salt (simple but least secure).



    


    
      
        derive_key_from_passphrase(Passphrase, Salt)

      


        Derive encryption key from passphrase using PBKDF2-SHA256.



    


    
      
        ed25519_to_x25519_private(Ed25519Priv)

      


        Convert Ed25519 private key to X25519 private key.



    


    
      
        ed25519_to_x25519_public(Ed25519Pub)

      


        Convert Ed25519 public key to X25519 public key.



    


    
      
        encrypt_keys(Keys, Passphrase)

      


        Encrypt private key material with passphrase-derived key using ChaCha20-Poly1305.



    


    
      
        find_otpk_private_key(ClientKeys, OtpkId)

      


        Find the private key for a specific OTPK ID in the client keys.



    


    
      
        gen_keypair()

      


        Generate an X25519 elliptic curve keypair for cryptographic operations.



    


    
      
        generate_client_keys()

      


        Generate all required client keys using deterministic derivation.



    


    
      
        generate_one_time_prekeys(Count)

      


        Generate a specified number of One-Time Prekeys (OPKs).



    


    
      
        get_cryptic_dir()

      


        Determine the CRYPTIC_DIR path. Will halt the system if not found.



    


    
      
        get_cryptic_dir(Username, Server, Port)

      


        Get user-specific directory path under CRYPTIC_DIR for a specific server. Creates path: $HOME/.cryptic/<username>/<server>_<port>



    


    
      
        get_messages(Username)

      


        Get all messages for a user, then remove them from the store.



    


    
      
        get_prekey(Username)

      


        Get a user's prekey.



    


    
      
        get_server_file(EnvVar, AppVar)

      


        Get server file path from environment variable or application config. If both are set, environment variable takes precedence.



    


    
      
        hkdf_sha256(IKM, Info, L)

      


        Derive cryptographic keys using HKDF-SHA256 with empty salt.



    


    
      
        hkdf_sha256(IKM, Salt, Info, L)

      


        Derive cryptographic keys using HKDF-SHA256 with explicit salt.



    


    
      
        initialize()

      


        Initialize the cryptic_lib module. This function ensures that necessary ETS tables are created.



    


    
      
        initialize_client_keys(ConfigDir, Passphrase)

      


        Generate or load client identity keys with configuration directory and passphrase.



    


    
      
        list_users()

      


        List all registered users.



    


    
      
        load_all_ratchet_sessions(Passphrase, BaseDir)

      


        Load all available ratchet sessions from encrypted storage.



    


    
      
        load_ratchet_session(Username, Passphrase, BaseDir)

      


        Load a specific ratchet session from encrypted storage.



    


    
      
        rand_bytes(N)

      


        Generate cryptographically secure random bytes.



    


    
      
        save_ratchet_session(Username, SessionData, Passphrase, BaseDir)

      


        Save a ratchet session to encrypted storage.



    


    
      
        scalarmult(Priv, Pub)

      


        Perform X25519 scalar multiplication for shared secret generation.



    


    
      
        sign_message(Message, PrivateKey)

      


        Sign a message using Ed25519 signature.



    


    
      
        store_prekey(Username, Prekey)

      


        Store a user's prekey.



    


    
      
        track_otpk_usage(MyUsername, SenderUsername, OtpkId)

      


        Track OTPK usage by a sender for forward secrecy management.



    


    
      
        verify_signature(Message, Signature, PublicKey)

      


        Verify an Ed25519 signature.



    


    
      
        x3dh_receiver_decrypt(ReceiverKeys, MessageBlob, SenderIdPub, OtpkPrivateKey)

      


        Perform X3DH key agreement from receiver's perspective.



    


    
      
        x3dh_receiver_decrypt_with_session_key(ReceiverKeys, MessageBlob, SenderIdPub, OtpkPrivateKey)

      


        Enhanced X3DH receiver decrypt that also returns the session key for ratchet initialization.



    


    
      
        x3dh_sender_init(SenderKeys, RecipientBundle, Message)

      


        Perform X3DH key agreement from sender's perspective.



    


    
      
        x3dh_sender_init_with_session_key(SenderKeys, RecipientBundle, Message)

      


        Enhanced X3DH sender init that also returns the session key for ratchet initialization.



    





      


      
        Functions

        


  
    
      
    
    
      aead_decrypt(Cipher, Key, Nonce, AAD)


        (since 2025-09-12)


        
          
        

    

  


  

Decrypt ciphertext using ChaCha20-Poly1305 AEAD cipher.
Performs authenticated decryption of data encrypted with aead_encrypt/3. The function:
	Verifies the Poly1305 authentication tag
	Decrypts the ciphertext with ChaCha20 if authentication succeeds
	Returns plaintext or error if authentication fails

Authentication failure indicates the ciphertext has been corrupted or tampered with, or an incorrect key/nonce was used.
[bookmark: Example]Example
  Key = cryptic_lib:rand_bytes(32),
  {Ciphertext, Nonce} = cryptic_lib:aead_encrypt(<<"Secret">>, Key, <<>>),
  Plaintext = cryptic_lib:aead_decrypt(Ciphertext, Key, Nonce, <<>>).
  

  



  
    
      
    
    
      aead_encrypt(Plain, Key, AAD)


        (since 2025-09-12)


        
          
        

    

  


  

Encrypt plaintext using ChaCha20-Poly1305 AEAD cipher.
Performs authenticated encryption with associated data (AEAD) using the ChaCha20-Poly1305 cipher. This provides both confidentiality and authenticity:
	**Confidentiality**: Plaintext is encrypted with ChaCha20 stream cipher
	**Authenticity**: Poly1305 MAC ensures data hasn't been tampered with
	**Associated Data**: Additional data is authenticated but not encrypted

The nonce is generated randomly for each encryption operation and must be transmitted along with the ciphertext for decryption.
[bookmark: Example]Example
  Key = cryptic_lib:rand_bytes(32),
  Message = <<"Hello, World!">>,
  AAD = <<"metadata">>,
  {Ciphertext, Nonce} = cryptic_lib:aead_encrypt(Message, Key, AAD).
  

  



  
    
      
    
    
      check_otpk_usage(MyUsername, SenderUsername)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec check_otpk_usage(string(), string()) ->
                          {ok, {undefined | binary(), integer()}} | {error, not_found}.


      


Check the last OTPK usage by a sender.
Retrieves tracking information about the last OTPK used by a specific sender. Returns information needed to detect key reuse and rotation.

  



  
    
      
    
    
      cleanup_old_otpk(MyUsername, SenderUsername)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec cleanup_old_otpk(string(), string()) -> ok.


      


Clean up old OTPK when sender rotates to a new key.
Removes the old OTPK from local storage when we detect that a sender has started using a new OTPK. This prevents accumulation of obsolete keys while maintaining forward secrecy.

  



  
    
      
    
    
      decrypt_keys(EncryptedData, Passphrase)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec decrypt_keys(binary(), string() | binary()) -> {ok, #{}} | {error, term()}.


      


Decrypt private key material with passphrase-derived key using ChaCha20-Poly1305.
Securely decrypts client cryptographic keys that were encrypted with encrypt_keys/2. Uses ChaCha20-Poly1305 AEAD for authenticated decryption, ensuring both data integrity and authenticity. The function automatically extracts the salt and nonce from the encrypted data blob and derives the decryption key using the same PBKDF2 process.
[bookmark: Decryption_Process]Decryption Process
	Extract 16-byte salt and 12-byte nonce from encrypted data blob
	Derive 32-byte ChaCha20 key using PBKDF2-SHA256 with extracted salt
	Decrypt and authenticate ciphertext using ChaCha20-Poly1305 AEAD
	Deserialize decrypted binary back to Erlang key material map

[bookmark: Security_Validation]Security Validation
	**Authentication Check**: Poly1305 MAC verification prevents tampering detection
	**Passphrase Verification**: Wrong passphrase results in authentication failure
	**Format Validation**: Corrupted data is detected during decryption process
	**Constant Time**: ChaCha20-Poly1305 provides side-channel resistance

[bookmark: Error_Conditions]Error Conditions
	{error, decryption_failed} - Wrong passphrase or corrupted ciphertext
	{error, invalid_encrypted_data} - Malformed data blob or parsing error

[bookmark: Usage]Usage
Typically used by load_encrypted_keys/2 and load_ratchet_session/3 for loading cryptographic keys and session state from persistent storage.
[bookmark: Example]Example
  %% Load encrypted data from file
  {ok, EncryptedData} = file:read_file("keys.encrypted"),
  Passphrase = <<"secure_user_password">>,
  case cryptic_lib:decrypt_keys(EncryptedData, Passphrase) of
      {ok, Keys} ->
          %% Keys successfully decrypted and ready to use
          Keys;
      {error, decryption_failed} ->
          %% Wrong passphrase or corrupted data
          error(invalid_passphrase)
  end.
  

  



  
    
      
    
    
      delete_ratchet_session(Username, BaseDir)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec delete_ratchet_session(string(), string()) -> ok | {error, term()}.


      


Delete a ratchet session from storage.
Removes the encrypted session file for the specified username.

  



  
    
      
    
    
      derive_aead_key_ephemeral(SharedSecret, EphemeralPubKey)


        (since 2025-09-12)


        
          
        

    

  


  

Derive AEAD key using ephemeral public key as salt (good compromise).
Uses the ephemeral public key as input to generate a deterministic salt. This provides a good balance between security and efficiency:
	Deterministic: Same inputs always produce same key
	Unique: Different ephemeral keys produce different AEAD keys
	No transmission overhead: Salt derived from existing data

**Suitable for**: Protocols where ephemeral public keys are already transmitted and provide sufficient entropy.
[bookmark: Example]Example
  {EphemeralPub, EphemeralPriv} = cryptic_lib:gen_keypair(),
  SharedSecret = cryptic_lib:scalarmult(EphemeralPriv, RecipientPubKey),
  AeadKey = cryptic_lib:derive_aead_key_ephemeral(SharedSecret, EphemeralPub).
  

  



  
    
      
    
    
      derive_aead_key_random(SharedSecret)


        (since 2025-09-12)


        
          
        

    

  


  

Derive AEAD key with random salt (most secure approach).
This is the most secure key derivation method that generates a random salt for each key derivation operation. The random salt ensures that:
	Same shared secret produces different AEAD keys each time
	Protection against rainbow table attacks
	Enhanced security even if shared secret is compromised

**Trade-off**: Requires transmitting the salt along with the ciphertext, increasing message size by 32 bytes.
[bookmark: Example]Example
  SharedSecret = cryptic_lib:scalarmult(MyPrivKey, TheirPubKey),
  {AeadKey, Salt} = cryptic_lib:derive_aead_key_random(SharedSecret),
  %% Salt must be transmitted with the message for decryption
  

  



  
    
      
    
    
      derive_aead_key_simple(SharedSecret)


        (since 2025-09-12)


        
          
        

    

  


  

Derive AEAD key with empty salt (simple but least secure).
The simplest key derivation approach that uses an empty salt. While still cryptographically sound, it provides the least security against certain attack scenarios:
	Same shared secret always produces same AEAD key
	Vulnerable to rainbow table attacks on weak shared secrets
	No additional entropy beyond the shared secret

**Use when**: Message overhead is critical and the shared secret has sufficient entropy (e.g., from good random number generation).
[bookmark: Example]Example
  SharedSecret = cryptic_lib:scalarmult(MyPrivKey, TheirPubKey),
  AeadKey = cryptic_lib:derive_aead_key_simple(SharedSecret).
  

  



  
    
      
    
    
      derive_key_from_passphrase(Passphrase, Salt)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec derive_key_from_passphrase(string() | binary(), binary()) -> binary().


      


Derive encryption key from passphrase using PBKDF2-SHA256.
Uses PBKDF2 (Password-Based Key Derivation Function 2) with SHA256 to derive a cryptographically strong encryption key from a user passphrase. This function is specifically designed for key storage encryption in the Cryptic system.
[bookmark: Security_Parameters]Security Parameters
	**Algorithm**: PBKDF2-HMAC-SHA256
	**Iterations**: 100,000 (provides strong resistance against brute-force attacks)
	**Key Length**: 32 bytes (256 bits) - suitable for ChaCha20-Poly1305
	**Salt**: Required 16-byte random salt for each derivation

[bookmark: Security_Properties]Security Properties
	**Slow Derivation**: High iteration count makes brute-force attacks computationally expensive
	**Salt Protection**: Random salt prevents rainbow table attacks
	**Deterministic**: Same passphrase + salt always produces same key
	**Memory Hard**: PBKDF2 provides some resistance to specialized hardware attacks

[bookmark: Usage_Context]Usage Context
This function is used internally by encrypt_keys/2 and decrypt_keys/2 to derive the ChaCha20-Poly1305 encryption key from user passphrases for secure key storage.
[bookmark: Example]Example
  Salt = cryptic_lib:rand_bytes(16),
  Key = cryptic_lib:derive_key_from_passphrase(<<"my_secure_password">>, Salt),
  %% Key is now suitable for ChaCha20-Poly1305 encryption
  

  



  
    
      
    
    
      ed25519_to_x25519_private(Ed25519Priv)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec ed25519_to_x25519_private(binary()) -> binary().


      


Convert Ed25519 private key to X25519 private key.
Performs a secure conversion from an Ed25519 signing private key to an X25519 ECDH private key using libsodium's crypto_sign_ed25519_sk_to_curve25519. This function provides a mathematically sound conversion that preserves the cryptographic relationship between keys.
[bookmark: Security_Properties]Security Properties
	**Deterministic**: Same Ed25519 key always produces same X25519 key
	**Secure**: Uses libsodium's vetted conversion algorithm
	**Compatible**: Maintains key correspondence for X3DH protocol

[bookmark: X3DH_Usage]X3DH Usage
In the X3DH key agreement protocol, identity keys can be used for both signing (Ed25519) and key exchange (X25519), requiring this conversion.

  



  
    
      
    
    
      ed25519_to_x25519_public(Ed25519Pub)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec ed25519_to_x25519_public(binary()) -> binary().


      


Convert Ed25519 public key to X25519 public key.
Performs a secure conversion from an Ed25519 signing public key to an X25519 ECDH public key using libsodium's crypto_sign_ed25519_pk_to_curve25519. This conversion maintains the mathematical relationship with the corresponding private key conversion.
[bookmark: Security_Properties]Security Properties
	**Deterministic**: Same Ed25519 key always produces same X25519 key
	**Public**: Conversion is safe to perform publicly
	**Correspondent**: Works with converted private keys

[bookmark: Protocol_Usage]Protocol Usage
Essential for X3DH where identity public keys need to be used for both signature verification and key agreement operations.

  



  
    
      
    
    
      encrypt_keys(Keys, Passphrase)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec encrypt_keys(#{}, string() | binary()) -> {binary(), binary()}.


      


Encrypt private key material with passphrase-derived key using ChaCha20-Poly1305.
Securely encrypts client cryptographic keys using ChaCha20-Poly1305 AEAD with a key derived from a user passphrase via PBKDF2. This function provides secure storage for sensitive cryptographic material including X3DH identity keys, signed prekeys, and one-time prekeys.
[bookmark: Encryption_Process]Encryption Process
	Generate random 16-byte salt using libsodium's secure RNG
	Derive 32-byte ChaCha20 key using PBKDF2-SHA256 (100,000 iterations)
	Serialize key material using Erlang's term_to_binary/1
	Encrypt with ChaCha20-Poly1305 AEAD (includes authentication tag)
	Combine salt + nonce + authenticated ciphertext into single blob

[bookmark: Security_Features]Security Features
	**Authenticated Encryption**: ChaCha20-Poly1305 prevents tampering
	**Random Salt**: Each encryption uses unique salt for different keys
	**Strong KDF**: PBKDF2 with 100K iterations resists brute-force attacks
	**Format Protection**: Authentication tag covers entire ciphertext

[bookmark: Data_Format]Data Format
  [Salt: 16 bytes] [Nonce: 12 bytes] [Authenticated Ciphertext: N+16 bytes]
  
[bookmark: Usage]Usage
Typically used by save_encrypted_keys/3 and save_ratchet_session/4 for persistent storage of cryptographic keys and session state.
[bookmark: Example]Example
  Keys = cryptic_lib:generate_client_keys(),
  Passphrase = <<"secure_user_password">>,
  {EncryptedData, Salt} = cryptic_lib:encrypt_keys(Keys, Passphrase),
  %% EncryptedData ready for secure file storage
  

  



  
    
      
    
    
      find_otpk_private_key(ClientKeys, OtpkId)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec find_otpk_private_key(map(), binary()) -> {ok, binary()} | {error, not_found}.


      


Find the private key for a specific OTPK ID in the client keys.
Searches through the client's one-time prekeys to find the private key matching the given OTPK ID. This is used by the receiver to decrypt X3DH messages that used a specific OTPK.

  



  
    
      
    
    
      gen_keypair()


        (since 2025-09-12)


        
          
        

    

  


  

Generate an X25519 elliptic curve keypair for cryptographic operations.
Creates a new X25519 keypair suitable for Elliptic Curve Diffie-Hellman key exchange. The keypair consists of:
	**Public Key**: 32 bytes, safe to share publicly
	**Private Key**: 32 bytes, must be kept secret

X25519 provides 128-bit security level and is designed to be fast and resistant to side-channel attacks.
[bookmark: Example]Example
  {PubKey, PrivKey} = cryptic_lib:gen_keypair(),
  io:format("Public key: ~p~n", [base64:encode(PubKey)]).
  

  



  
    
      
    
    
      generate_client_keys()


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec generate_client_keys() ->
                              #{identity_sign_private => binary(),
                                identity_sign_public => binary(),
                                identity_dh_private => binary(),
                                identity_dh_public => binary(),
                                signed_prekey_private => binary(),
                                signed_prekey_public => binary(),
                                signed_prekey_signature => binary(),
                                one_time_prekeys =>
                                    [#{private => binary(), public => binary(), id => binary()}],
                                key_id => binary()}.


      


Generate all required client keys using deterministic derivation.
Creates a complete X3DH key bundle with cryptographically linked Ed25519 and X25519 identity keys derived from a shared master seed. This approach ensures:
	**Deterministic**: Both Ed25519 and X25519 keys derived from same entropy
	**Reliable**: No conversion failures between curve representations
	**Secure**: Each key type uses proper cryptographic generation
	**X3DH Compatible**: Complete key bundle for Signal-style messaging

[bookmark: Generated_Keys]Generated Keys
	**Identity Signing Keys**: Ed25519 keypair for digital signatures
	**Identity DH Keys**: X25519 keypair for key agreement (linked to signing keys)
	**Signed Prekey**: X25519 keypair signed by identity key for asynchronous messaging
	**One-Time Prekeys**: 10 X25519 keypairs with unique IDs for forward secrecy


  



  
    
      
    
    
      generate_one_time_prekeys(Count)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec generate_one_time_prekeys(pos_integer()) ->
                                   [#{private => binary(), public => binary(), id => binary()}].


      


Generate a specified number of One-Time Prekeys (OPKs).
One-Time Prekeys are X25519 keypairs that are used once for initial key agreement in the X3DH protocol. Each OPK has: - A unique ID for identification - An X25519 keypair for ECDH operations - Single-use property for forward secrecy

  



  
    
      
    
    
      get_cryptic_dir()


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec get_cryptic_dir() -> string().


      


Determine the CRYPTIC_DIR path. Will halt the system if not found.

  



  
    
      
    
    
      get_cryptic_dir(Username, Server, Port)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec get_cryptic_dir(string() | binary(), string() | binary(), non_neg_integer()) -> string().


      


Get user-specific directory path under CRYPTIC_DIR for a specific server. Creates path: $HOME/.cryptic/<username>/<server>_<port>

  



  
    
      
    
    
      get_messages(Username)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec get_messages(string()) -> [map()].


      


Get all messages for a user, then remove them from the store.

  



  
    
      
    
    
      get_prekey(Username)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec get_prekey(string()) -> {ok, binary()} | {error, not_found}.


      


Get a user's prekey.

  



  
    
      
    
    
      get_server_file(EnvVar, AppVar)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec get_server_file(string(), atom()) -> string() | undefined.


      


Get server file path from environment variable or application config. If both are set, environment variable takes precedence.

  



  
    
      
    
    
      hkdf_sha256(IKM, Info, L)


        (since 2025-09-12)


        
          
        

    

  


  

Derive cryptographic keys using HKDF-SHA256 with empty salt.
HKDF (HMAC-based Key Derivation Function) is a key derivation function based on HMAC-SHA256. It's designed to take input keying material (IKM) and derive one or more cryptographically strong keys from it.
This is a convenience function that calls hkdf_sha256/4 with an empty salt. For better security, consider using hkdf_sha256/4 with a random salt.
[bookmark: Use_Cases]Use Cases
	Deriving encryption keys from shared secrets
	Expanding short keys into longer keys
	Key diversification for different purposes

[bookmark: Example]Example
  SharedSecret = cryptic_lib:scalarmult(PrivKey, PubKey),
  EncKey = cryptic_lib:hkdf_sha256(SharedSecret, <<"encryption">>, 32),
  MacKey = cryptic_lib:hkdf_sha256(SharedSecret, <<"authentication">>, 32).
  

  



  
    
      
    
    
      hkdf_sha256(IKM, Salt, Info, L)


        (since 2025-09-12)


        
          
        

    

  


  

Derive cryptographic keys using HKDF-SHA256 with explicit salt.
Full HKDF-SHA256 implementation with explicit salt parameter. The salt provides additional entropy and ensures that the same IKM produces different output keys when used with different salts.
[bookmark: HKDF_Process]HKDF Process
	**Extract**: PRK = HMAC-SHA256(Salt, IKM)
	**Expand**: OKM = HMAC-SHA256(PRK, Info || 0x01)[0..L-1]

[bookmark: Salt_Guidelines]Salt Guidelines
	**Random Salt**: Most secure, use rand_bytes/1 to generate
	**Fixed Salt**: Acceptable if it's application-specific and unique
	**Empty Salt**: Least secure but still cryptographically sound

[bookmark: Example]Example
  SharedSecret = cryptic_lib:scalarmult(PrivKey, PubKey),
  Salt = cryptic_lib:rand_bytes(32),
  EncKey = cryptic_lib:hkdf_sha256(SharedSecret, Salt, <<"encryption">>, 32).
  

  



  
    
      
    
    
      initialize()


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec initialize() -> ok.


      


Initialize the cryptic_lib module. This function ensures that necessary ETS tables are created.

  



  
    
      
    
    
      initialize_client_keys(ConfigDir, Passphrase)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec initialize_client_keys(string(), string() | binary()) ->
                                {ok,
                                 #{identity_sign_private => binary(),
                                   identity_sign_public => binary(),
                                   identity_dh_private => binary(),
                                   identity_dh_public => binary(),
                                   signed_prekey_private => binary(),
                                   signed_prekey_public => binary(),
                                   signed_prekey_signature => binary(),
                                   one_time_prekeys =>
                                       [#{private => binary(), public => binary(), id => binary()}],
                                   key_id => binary()}} |
                                {error, term()}.


      


Generate or load client identity keys with configuration directory and passphrase.
This function manages the cryptographic identity of a client: - Ed25519 identity signing key (long-term) - X25519 identity DH key (long-term, derived from master seed) - X25519 signed prekey (medium-term, rotatable) - One-Time Prekeys (OPKs) for forward secrecy
Keys are stored encrypted in the specified directory with PBKDF2-derived encryption. The passphrase is provided by the caller, allowing the library to be used in different contexts (CLI, GUI, automated systems) without hardcoded user interaction.

  



  
    
      
    
    
      list_users()


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec list_users() -> [string()].


      


List all registered users.

  



  
    
      
    
    
      load_all_ratchet_sessions(Passphrase, BaseDir)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec load_all_ratchet_sessions(string() | binary(), string()) -> {ok, #{}} | {error, term()}.


      


Load all available ratchet sessions from encrypted storage.
Scans the sessions directory and attempts to load all .session files using the provided passphrase. Returns a map of username -> session_data for successfully loaded sessions, and logs errors for failed ones.

  



  
    
      
    
    
      load_ratchet_session(Username, Passphrase, BaseDir)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec load_ratchet_session(string(), string() | binary(), string()) -> {ok, #{}} | {error, term()}.


      


Load a specific ratchet session from encrypted storage.
Loads and decrypts a double ratchet session state from file using the same decryption infrastructure as load_encrypted_keys/2.

  



  
    
      
    
    
      rand_bytes(N)


        (since 2025-09-12)


        
          
        

    

  


  

Generate cryptographically secure random bytes.
Uses the operating system's cryptographically secure random number generator (via libsodium) to generate unpredictable random data suitable for cryptographic operations such as:
	Generating encryption keys
	Creating nonces and initialization vectors
	Generating salts for key derivation
	Creating random padding

[bookmark: Example]Example
  %% Generate a 256-bit encryption key
  Key = cryptic_lib:rand_bytes(32),
 
  %% Generate a random salt for key derivation
  Salt = cryptic_lib:rand_bytes(16).
  

  



  
    
      
    
    
      save_ratchet_session(Username, SessionData, Passphrase, BaseDir)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec save_ratchet_session(string(), #{}, string() | binary(), string()) -> ok | {error, term()}.


      


Save a ratchet session to encrypted storage.
Saves a double ratchet session state to an encrypted file using the same encryption infrastructure as save_encrypted_keys/3. The session data is encrypted with ChaCha20-Poly1305 AEAD using a key derived from the user's passphrase.

  



  
    
      
    
    
      scalarmult(Priv, Pub)


        (since 2025-09-12)


        
          
        

    

  


  

Perform X25519 scalar multiplication for shared secret generation.
Computes the shared secret between a private key and a public key using X25519 elliptic curve scalar multiplication. This is the core operation for Elliptic Curve Diffie-Hellman (ECDH) key agreement.
[bookmark: Security_Properties]Security Properties
	**Perfect Forward Secrecy**: Each message can use ephemeral keys
	**Computational Security**: Based on discrete logarithm problem
	**Constant Time**: Resistant to timing side-channel attacks

[bookmark: Example]Example
  %% Alice and Bob generate keypairs
  {AlicePub, AlicePriv} = cryptic_lib:gen_keypair(),
  {BobPub, BobPriv} = cryptic_lib:gen_keypair(),
 
  %% Both can compute the same shared secret
  SharedSecret1 = cryptic_lib:scalarmult(AlicePriv, BobPub),
  SharedSecret2 = cryptic_lib:scalarmult(BobPriv, AlicePub),
  true = SharedSecret1 =:= SharedSecret2.
  

  



  
    
      
    
    
      sign_message(Message, PrivateKey)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec sign_message(binary(), binary()) -> binary().


      


Sign a message using Ed25519 signature.
Creates a digital signature for the provided message using the Ed25519 signing algorithm. The message can be any binary data.

  



  
    
      
    
    
      store_prekey(Username, Prekey)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec store_prekey(string(), binary()) -> ok | {error, term()}.


      


Store a user's prekey.

  



  
    
      
    
    
      track_otpk_usage(MyUsername, SenderUsername, OtpkId)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec track_otpk_usage(string(), string(), undefined | binary()) -> ok.


      


Track OTPK usage by a sender for forward secrecy management.
Records the OTPK ID used by a specific sender to detect key rotation and potential replay attacks. This enables automatic cleanup of old OTPKs when senders rotate to new keys.

  



  
    
      
    
    
      verify_signature(Message, Signature, PublicKey)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec verify_signature(binary(), binary(), binary()) -> boolean().


      


Verify an Ed25519 signature.
Verifies that a signature was created by the holder of the private key corresponding to the provided public key.

  



  
    
      
    
    
      x3dh_receiver_decrypt(ReceiverKeys, MessageBlob, SenderIdPub, OtpkPrivateKey)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec x3dh_receiver_decrypt(map(), map(), binary(), binary() | null) -> {ok, binary()} | {error, term()}.


      


Perform X3DH key agreement from receiver's perspective.
Implements the Bob side of the X3DH protocol as described in SESSION-MESSAGE-FLOW.md. Recreates the same session key by performing the same DH exchanges and decrypts the message.

  



  
    
      
    
    
      x3dh_receiver_decrypt_with_session_key(ReceiverKeys, MessageBlob, SenderIdPub, OtpkPrivateKey)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec x3dh_receiver_decrypt_with_session_key(map(), map(), binary(), binary() | null) ->
                                                {ok, {binary(), binary(), binary()}} | {error, term()}.


      


Enhanced X3DH receiver decrypt that also returns the session key for ratchet initialization.
Same as x3dh_receiver_decrypt/4 but returns the session key for automatic ratchet initialization. This enables seamless upgrade from X3DH to Double Ratchet messaging.

  



  
    
      
    
    
      x3dh_sender_init(SenderKeys, RecipientBundle, Message)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec x3dh_sender_init(map(), map(), binary()) -> {ok, {map(), binary()}} | {error, term()}.


      


Perform X3DH key agreement from sender's perspective.
Implements the Alice side of the X3DH protocol as described in SESSION-MESSAGE-FLOW.md. Performs three (or four) Diffie-Hellman exchanges and combines them into a session key: - DH1: Identity × Signed Prekey - DH2: Ephemeral × Identity - DH3: Ephemeral × Signed Prekey - DH4: Ephemeral × One-Time Prekey (optional)

  



  
    
      
    
    
      x3dh_sender_init_with_session_key(SenderKeys, RecipientBundle, Message)


        (since 2025-09-12)


        
          
        

    

  


  

      

          -spec x3dh_sender_init_with_session_key(map(), map(), binary()) ->
                                           {ok, {map(), binary(), binary(), {binary(), binary()}}} |
                                           {error, term()}.


      


Enhanced X3DH sender init that also returns the session key for ratchet initialization.
Same as x3dh_sender_init/3 but returns the session key for automatic ratchet initialization. This enables seamless upgrade from X3DH to Double Ratchet messaging.
Per X3DH/Double-Ratchet spec: The ephemeral keypair generated during X3DH becomes the sender's initial Double Ratchet DH keypair (A₀). This function returns it so the caller can initialize the ratchet engine properly.

  


        

      


  

    
cryptic_markdown 
    



      
Markdown text formatting processor for Cryptic messages.
This module provides simple markdown-style formatting support for text messages in the Cryptic chat application. It converts common markdown syntax into ANSI terminal escape codes for display.
[bookmark: Supported_Formatting]Supported Formatting
	*text* - Bold text (ANSI bold attribute)
	_text_ - Italic/dim text (ANSI dim/faint attribute)
	Backtick text backtick - Code/reverse video (ANSI reverse video)

[bookmark: Processing_Order]Processing Order
Formatting is applied in the following order to avoid conflicts:
	Backticks (code markers) - Processed first
	Asterisks (*bold*) - Processed second
	Underscores (_italic_) - Processed last

[bookmark: Examples]Examples
  1> cryptic_markdown:process("This is *bold* text").
  "This is \e[1mbold\e[0m text"
 
  2> cryptic_markdown:process("Check the config.txt file").
  "Check \e[7mconfig.txt\e[0m file"
 
  3> cryptic_markdown:process("I'm _not sure_ about this").
  "I'm \e[2mnot sure\e[0m about this"
 
  4> cryptic_markdown:process("Mix *bold* and code!").
  "Mix \e[1mbold\e[0m and \e[7mcode\e[0m!"
  
[bookmark: Edge_Cases]Edge Cases
	Empty pairs (e.g., **, __, two backticks) are left unchanged
	Unpaired markers (e.g., *text) are left unchanged
	Nested markers of the same type are not supported
	Different marker types can be mixed in the same text
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    Functions
  


    
      
        process(Input)

      


        Process simple markdown formatting in text.



    





      


      
        Functions

        


  
    
      
    
    
      process(Input)



        
          
        

    

  


  

      

          -spec process(binary() | string()) -> string().


      


Process simple markdown formatting in text.
Converts markdown-style formatting markers into ANSI escape codes. Supports bold (*text*), italic (_text_), and code (backtick markers).
The function accepts both binary and string input and always returns a string with embedded ANSI escape sequences.
Processing order: backticks are processed first and their content is protected from further processing (true verbatim). Then emoji replacement and markdown formatting (asterisks/underscores) are applied only to text segments, not code segments.
Unpaired markers (start without end) are left unchanged in the output.

  


        

      


  

    
cryptic_messages 
    



      
Cryptic WebSocket Message Construction Module
This module provides a centralized interface for constructing and validating all WebSocket messages exchanged between the Cryptic client and server. It standardizes message formats and provides type safety for message construction.
[bookmark: Message_Format_Reference]Message Format Reference
All messages are JSON objects with a mandatory type field. Base64 encoding is used for all binary data (keys, signatures, ciphertext, etc.).
[bookmark: Client_to_Server_Messages]Client to Server Messages
Authentication and Key Management:
Upload identity keys (Step 4 of auth flow):
   {
     "type": "upload_identity_keys",
     "identity_sign_public": "base64-ed25519-public-key",
     "identity_dh_public": "base64-x25519-public-key",
     "signed_prekey_public": "base64-signed-prekey",
     "signed_prekey_signature": "base64-signature"
   }
   
Upload prekey bundle (Step 5 of auth flow):
   {
     "type": "upload_prekey_bundle",
     "one_time_prekeys": [
       {
         "id": "base64-key-id",
         "public_key": "base64-public-key"
       }
     ]
   }
   
Request user's key bundle for X3DH:
   {
     "type": "get_key_bundle",
     "user": "username"
   }
   
Request current user's key status:
   {
     "type": "key_status"
   }
   
Encrypted Messaging:
Send X3DH encrypted message (session initiation):
   {
     "type": "x3dh",
     "from": "sender_username",
     "to": "username",
     "message_id": "base64-message-id",
     "ephemeral_public": "base64-ephemeral-key",
     "otpk_id": "base64-otpk-id",
     "ciphertext": "base64-encrypted-data",
     "nonce": "base64-nonce",
     "signature": "base64-signature",
     "metadata": "base64-metadata"
   }
   
Send Double Ratchet encrypted message (ongoing communication):
   {
     "type": "ratchet",
     "from": "sender_username",
     "to": "username",
     "message_id": "base64-message-id",
     "dh_public": "base64-dh-public-key",
     "dh_step": 1,
     "prev_chain_length": 2,
     "msg_number": 3,
     "ciphertext": "base64-encrypted-data",
     "nonce": "base64-nonce"
   }
   
User and Message Management:
List all users:
   {
     "type": "list_users"
   }
   
Get stored messages:
   {
     "type": "get_messages"
   }
   
[bookmark: Server_to_Client_Messages]Server to Client Messages
General Responses:
Welcome message on connection:
   {
     "type": "welcome",
     "message": "welcome-text"
   }
   
Success response:
   {
     "type": "success",
     "message": "success-message"
   }
   
Error response:
   {
     "type": "error",
     "message": "error-message"
   }
   
Key Management Responses:
Key bundle response:
   {
     "type": "key_bundle",
     "user": "username",
     "key_id": "base64-key-id",
     "identity_sign_public": "base64-ed25519-key",
     "identity_dh_public": "base64-x25519-key",
     "signed_prekey": "base64-signed-prekey",
     "signed_prekey_signature": "base64-signature",
     "one_time_prekey": {
       "id": "base64-otpk-id",
       "public_key": "base64-otpk"
     },
     "remaining_otpks": 42
   }
   
User and Message Responses:
User status response:
   {
     "type": "user_status",
     "user": "username",
     "status": "online",
     "message": "status-description"
   }
   
Users list response:
   {
     "type": "users",
     "users": ["username1", "username2"]
   }
   
Messages response:
   {
     "type": "messages",
     "messages": []
   }
   
Incoming encrypted message notification:
   {
     "type": "encrypted_message_received",
     "from": "sender-username",
     "message": {},
     "server_timestamp": 1633610400
   }
   
Message sent confirmation:
   {
     "type": "message_sent",
     "success": true,
     "to": "recipient",
     "timestamp": 1633610400,
     "message": "confirmation-text"
   }
   
[bookmark: Message_Categories]Message Categories
	**Authentication Messages**: Identity key and prekey bundle uploads
	**Key Exchange Messages**: Key bundle requests and responses
	**Encrypted Messaging**: X3DH and Double Ratchet protocol messages
	**User Management**: User listing and status queries
	**Message Management**: Message retrieval and delivery
	**Response Messages**: Success, error, and status responses

[bookmark: Usage_Pattern]Usage Pattern
All message construction functions follow the pattern:
   {ok, Message} = cryptic_messages:upload_identity_keys(#{
       identity_sign_public => SignPub,
       identity_dh_public => DHPub,
       signed_prekey_public => SPKPub,
       signed_prekey_signature => SPKSig
   }).
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        revoke_user(Fingerprint)

      


        Construct the revoke_user message



    


    
      
        send_message_ratchet(MsgMap)

      


        Construct the ratchet message



    


    
      
        send_message_x3dh(MsgMap)

      


        Construct the x3dh message



    


    
      
        success(MsgMap)

      


        Construct the success message



    


    
      
        suspend_user(Fingerprint)

      


        Construct the suspend_user message



    


    
      
        upload_identity_keys(MsgMap)

      


        Construct the upload_identity_keys message



    


    
      
        upload_prekey_bundle(MsgMap)

      


        Construct the upload_prekey_bundle message



    


    
      
        user_status_response(MsgMap)

      


        Construct the user_status response message



    


    
      
        users_response(MsgMap)

      


        Construct the users response message



    


    
      
        validate_message(Message)

      


        Validate a constructed message against its expected schema



    


    
      
        welcome(MsgMap)

      


        Construct the welcome message



    





      


      
        Types

        


  
    
      
    
    
      message_map/0



        
          
        

    

  


  

      

          -type message_map() :: #{binary() => term()}.


      



  



  
    
      
    
    
      message_type/0



        
          
        

    

  


  

      

          -type message_type() ::
          upload_identity_keys | upload_prekey_bundle | get_key_bundle | x3dh | ratchet | list_users |
          register_user | online_users | get_messages | request_pending_messages | cert_status_query |
          cert_renew | welcome | success | error | key_status_response | key_bundle_response |
          user_status_response | users_response | messages_response | encrypted_message_received |
          message_sent.


      



  



  
    
      
    
    
      validation_result/0



        
          
        

    

  


  

      

          -type validation_result() :: {ok, message_map()} | {error, term()}.


      



  


        

      

      
        Functions

        


  
    
      
    
    
      cert_renew(MsgMap)



        
          
        

    

  


  

      

          -spec cert_renew(map()) -> validation_result().


      


Construct the cert_renew message
Requests certificate renewal with a GPG-signed CSR.

  



  
    
      
    
    
      cert_status_query()



        
          
        

    

  


  

      

          -spec cert_status_query() -> validation_result().


      


Construct the cert_status_query message
Queries the server for GPG identity and certificate status.

  



  
    
      
    
    
      encode_message(Message)



        
          
        

    

  


  

      

          -spec encode_message(message_map()) -> {ok, binary()} | {error, term()}.


      


Encode a message as JSON for transmission

  



  
    
      
    
    
      encrypted_message_received(MsgMap)



        
          
        

    

  


  

      

          -spec encrypted_message_received(map()) -> validation_result().


      


Construct the encrypted_message_received message
Server notification of an incoming encrypted message.

  



  
    
      
    
    
      error(MsgMap)



        
          
        

    

  


  

      

          -spec error(map()) -> validation_result().


      


Construct the error message
Generic error response from server operations.

  



  
    
      
    
    
      get_key_bundle(MsgMap)



        
          
        

    

  


  

      

          -spec get_key_bundle(map()) -> validation_result().


      


Construct the get_key_bundle message
Requests another user's complete key bundle for X3DH session initiation.

  



  
    
      
    
    
      get_messages()



        
          
        

    

  


  

      

          -spec get_messages() -> validation_result().


      


Construct the get_messages message
Requests all stored messages for the current user.

  



  
    
      
    
    
      key_bundle_response(MsgMap)



        
          
        

    

  


  

      

          -spec key_bundle_response(map()) -> validation_result().


      


Construct the key_bundle response message
Server response containing a user's complete key bundle for X3DH.

  



  
    
      
    
    
      key_status_response(MsgMap)



        
          
        

    

  


  

      

          -spec key_status_response(map()) -> validation_result().


      


Construct the key_status response message
Server response containing user's key status and statistics.

  



  
    
      
    
    
      list_certificates(Fingerprint)



        
          
        

    

  


  

      

          -spec list_certificates(binary()) -> validation_result().


      


Construct the list_certificates message
Requests the certificates of a user.

  



  
    
      
    
    
      list_users()



        
          
        

    

  


  

      

          -spec list_users() -> validation_result().


      


Construct the list_users message
Requests a list of all registered users.

  



  
    
      
    
    
      message_sent(MsgMap)



        
          
        

    

  


  

      

          -spec message_sent(map()) -> validation_result().


      


Construct the message_sent confirmation message
Server confirmation that a message was successfully sent/stored.

  



  
    
      
    
    
      messages_response(MsgMap)



        
          
        

    

  


  

      

          -spec messages_response(map()) -> validation_result().


      


Construct the messages response message
Server response containing stored messages for a user.

  



  
    
      
    
    
      online_users()



        
          
        

    

  


  

      

          -spec online_users() -> validation_result().


      


Construct the online_users message
Requests a list of currently online users (usernames only). Unlike list_users, this is available to all authenticated users, not just admins, and does not include sensitive information like GPG fingerprints.

  



  
    
      
    
    
      reactivate_user(Fingerprint)



        
          
        

    

  


  

      

          -spec reactivate_user(binary()) -> validation_result().


      


Construct the reactivate_user message
Requests the reactivation of a user.

  



  
    
      
    
    
      register_user(Fingerprint, GPGKey)



        
          
        

    

  


  

      

          -spec register_user(binary(), binary()) -> validation_result().


      


Construct the register_user message
Requests the registration of a user.

  



  
    
      
    
    
      register_user(Fingerprint, GPGKey, Opts)



        
          
        

    

  


  

      

          -spec register_user(binary(), binary(), map()) -> validation_result().


      



  



  
    
      
    
    
      request_pending_messages()



        
          
        

    

  


  

      

          -spec request_pending_messages() -> validation_result().


      


Construct the request_pending_messages message
Client request to receive pending messages when cryptic_engine is ready. Unlike get_messages which returns messages as a response, this triggers the server to deliver pending messages as individual message events, avoiding race conditions during client initialization.

  



  
    
      
    
    
      revoke_user(Fingerprint)



        
          
        

    

  


  

      

          -spec revoke_user(binary()) -> validation_result().


      


Construct the revoke_user message
Requests the revocation of a user.

  



  
    
      
    
    
      send_message_ratchet(MsgMap)



        
          
        

    

  


  

      

          -spec send_message_ratchet(map()) -> validation_result().


      


Construct the ratchet message
Sends a Double Ratchet encrypted message for ongoing communication. Used after X3DH session establishment.

  



  
    
      
    
    
      send_message_x3dh(MsgMap)



        
          
        

    

  


  

      

          -spec send_message_x3dh(map()) -> validation_result().


      


Construct the x3dh message
Sends an X3DH encrypted message for session establishment. Contains all X3DH protocol components including metadata.

  



  
    
      
    
    
      success(MsgMap)



        
          
        

    

  


  

      

          -spec success(map()) -> validation_result().


      


Construct the success message
Generic success response from server operations.

  



  
    
      
    
    
      suspend_user(Fingerprint)



        
          
        

    

  


  

      

          -spec suspend_user(binary()) -> validation_result().


      


Construct the suspend_user message
Requests the suspension of a user.

  



  
    
      
    
    
      upload_identity_keys(MsgMap)



        
          
        

    

  


  

      

          -spec upload_identity_keys(map()) -> validation_result().


      


Construct the upload_identity_keys message
Uploads the user's Ed25519 signing key, X25519 DH key, signed prekey, and signature following the 5-step authentication flow.

  



  
    
      
    
    
      upload_prekey_bundle(MsgMap)



        
          
        

    

  


  

      

          -spec upload_prekey_bundle(map()) -> validation_result().


      


Construct the upload_prekey_bundle message
Uploads a bundle of one-time prekeys for X3DH key agreement. This is Step 5 of the authentication flow.

  



  
    
      
    
    
      user_status_response(MsgMap)



        
          
        

    

  


  

      

          -spec user_status_response(map()) -> validation_result().


      


Construct the user_status response message
Server response indicating a user's online/offline status.

  



  
    
      
    
    
      users_response(MsgMap)



        
          
        

    

  


  

      

          -spec users_response(map()) -> validation_result().


      


Construct the users response message
Server response containing list of all registered users.

  



  
    
      
    
    
      validate_message(Message)



        
          
        

    

  


  

      

          -spec validate_message(message_map()) -> validation_result().


      


Validate a constructed message against its expected schema

  



  
    
      
    
    
      welcome(MsgMap)



        
          
        

    

  


  

      

          -spec welcome(map()) -> validation_result().


      


Construct the welcome message
Server welcome message sent upon WebSocket connection establishment.

  


        

      


  

    
cryptic_msg_logger 
    



      
A file logger for Cryptic. This module logs Cryptic-specific message events to a file for debugging and visualizing the message flow.

      


      
        Summary


  
    Functions
  


    
      
        code_change(OldVsn, State, Extra)

      


        Handles code changes when updating the module.



    


    
      
        handle_call(Request, State)

      


        Handles synchronous event handler calls.



    


    
      
        handle_event(Event, State)

      


        Handles Cryptic-specific events and logs them to file.



    


    
      
        handle_info(Info, State)

      


        Handles messages sent directly to the event handler.



    


    
      
        init(Args)

      


        Initializes the event handler with file logging.



    


    
      
        terminate(Reason, State)

      


        Cleans up when the event handler is removed.



    





      


      
        Functions

        


  
    
      
    
    
      code_change(OldVsn, State, Extra)



        
          
        

    

  


  

      

          -spec code_change(OldVsn :: any(),
                  State :: #state{file_handle :: term(), log_file_path :: term()},
                  Extra :: any()) ->
                     {ok, #state{file_handle :: term(), log_file_path :: term()}}.


      


Handles code changes when updating the module.

  



  
    
      
    
    
      handle_call(Request, State)



        
          
        

    

  


  

      

          -spec handle_call(Request :: any(), State :: #state{file_handle :: term(), log_file_path :: term()}) ->
                     {ok, Reply :: ok, #state{file_handle :: term(), log_file_path :: term()}}.


      


Handles synchronous event handler calls.

  



  
    
      
    
    
      handle_event(Event, State)



        
          
        

    

  


  

      

          -spec handle_event(Event :: any(), State :: #state{file_handle :: term(), log_file_path :: term()}) ->
                      {ok, #state{file_handle :: term(), log_file_path :: term()}}.


      


Handles Cryptic-specific events and logs them to file.

  



  
    
      
    
    
      handle_info(Info, State)



        
          
        

    

  


  

      

          -spec handle_info(Info :: any(), State :: #state{file_handle :: term(), log_file_path :: term()}) ->
                     {noreply, #state{file_handle :: term(), log_file_path :: term()}}.


      


Handles messages sent directly to the event handler.

  



  
    
      
    
    
      init(Args)



        
          
        

    

  


  

      

          -spec init(Args :: any()) ->
              {ok, #state{file_handle :: term(), log_file_path :: term()}} | {error, any()}.


      


Initializes the event handler with file logging.

  



  
    
      
    
    
      terminate(Reason, State)



        
          
        

    

  


  

      

          -spec terminate(Reason :: any(), State :: #state{file_handle :: term(), log_file_path :: term()}) -> ok.


      


Cleans up when the event handler is removed.

  


        

      


  

    
cryptic_nif 
    



      
Cryptic NIF Interface
This module provides Erlang NIFs (Native Implemented Functions) for cryptographic operations used by the Cryptic chat application. It serves as the interface layer between Erlang code and the underlying C/C++ cryptographic library implementations.
[bookmark: Features]Features
	Curve25519 elliptic curve cryptography for key exchange
	ChaCha20-Poly1305 authenticated encryption (AEAD)
	Cryptographically secure random number generation
	High-performance native cryptographic primitives
	Memory-safe NIF implementations

[bookmark: Cryptographic_Operations]Cryptographic Operations
The module provides the following cryptographic primitives:
	gen_keypair/0 - Generate Curve25519 key pairs
	scalarmult/2 - Elliptic curve scalar multiplication (ECDH)
	aead_encrypt/3 - ChaCha20-Poly1305 authenticated encryption
	aead_decrypt/4 - ChaCha20-Poly1305 authenticated decryption
	rand_bytes/1 - Cryptographically secure random bytes

[bookmark: Security_Notes]Security Notes
	All cryptographic operations are performed in native code for performance
	Memory is properly zeroed after use to prevent key material leakage
	Random number generation uses the system's secure random source
	Key material should be handled securely in calling code

[bookmark: NIF_Loading]NIF Loading
The module uses the @on_load attribute to automatically load the shared library containing the NIF implementations. The library is searched in standard priv directory locations.

      


      
        Summary


  
    Functions
  


    
      
        aead_decrypt(Ciphertext, Key, Nonce, AAD)

      


        Decrypt data using ChaCha20-Poly1305 AEAD



    


    
      
        aead_encrypt(Plaintext, Key, AAD)

      


        Encrypt data using ChaCha20-Poly1305 AEAD



    


    
      
        ed25519_pk_to_x25519_pk(Ed25519PublicKey)

      


        Convert Ed25519 public key to X25519 public key



    


    
      
        ed25519_sk_to_x25519_sk(Ed25519SecretKey)

      


        Convert Ed25519 private key to X25519 private key



    


    
      
        gen_keypair()

      


        Generate a Curve25519 key pair



    


    
      
        hkdf_sha256(IKM, Salt, Info, Length)

      


        HKDF-SHA256 key derivation (RFC 5869 compliant)



    


    
      
        init()

      


        Initialize and load the NIF library



    


    
      
        kdf_derive(Length, SubkeyId, Context, MasterKey)

      


        Derive key material using libsodium's KDF (Blake2b-based)



    


    
      
        rand_bytes(Size)

      


        Generate cryptographically secure random bytes



    


    
      
        scalarmult(SecretKey, PublicKey)

      


        Perform Curve25519 scalar multiplication (ECDH)



    





      


      
        Functions

        


  
    
      
    
    
      aead_decrypt(Ciphertext, Key, Nonce, AAD)


        (since 2025-09-14)


        
          
        

    

  


  

Decrypt data using ChaCha20-Poly1305 AEAD
Performs authenticated decryption using the ChaCha20-Poly1305 AEAD algorithm. Verifies both the authenticity and integrity of the encrypted data before returning the plaintext.
[bookmark: Verification_Process]Verification Process
	Verify the Poly1305 authentication tag
	Verify the AAD has not been tampered with
	Decrypt the ciphertext using ChaCha20
	Return plaintext only if all verifications pass

[bookmark: Usage_Example]Usage Example
  % Using data from aead_encrypt/3
  case cryptic_nif:aead_decrypt(Ciphertext, Key, Nonce, AAD) of
      {ok, Plaintext} ->
          % Decryption successful, data is authentic
          process_plaintext(Plaintext);
      {error, auth_failed} ->
          % Data has been tampered with or wrong key/nonce
          handle_auth_failure()
  end.
[bookmark: Security_Notes]Security Notes
	Always check the return value - authentication failure indicates tampering
	Use the exact same key, nonce, and AAD that were used for encryption
	Never attempt to process data if authentication fails
	Timing attacks are mitigated by constant-time verification


  



  
    
      
    
    
      aead_encrypt(Plaintext, Key, AAD)


        (since 2025-09-14)


        
          
        

    

  


  

Encrypt data using ChaCha20-Poly1305 AEAD
Performs authenticated encryption using the ChaCha20-Poly1305 AEAD (Authenticated Encryption with Associated Data) algorithm. This provides both confidentiality and authenticity for the encrypted data.
[bookmark: Algorithm_Details]Algorithm Details
	Encryption: ChaCha20 stream cipher
	Authentication: Poly1305 MAC
	Nonce: 12-byte random value (generated automatically)
	Key: 32-byte encryption key
	AAD: Additional authenticated data (not encrypted)

[bookmark: Usage_Example]Usage Example
  Key = cryptic_nif:rand_bytes(32),
  Plaintext = <<"Hello, World!">>,
  AAD = <<"metadata">>,
  {Nonce, Ciphertext} = cryptic_nif:aead_encrypt(Plaintext, Key, AAD).
[bookmark: Security_Notes]Security Notes
	Never reuse the same key+nonce combination
	Nonce is generated randomly and must be transmitted with ciphertext
	AAD is authenticated but not encrypted
	Tampering with ciphertext or AAD will cause decryption to fail


  



  
    
      
    
    
      ed25519_pk_to_x25519_pk(Ed25519PublicKey)


        (since 2025-09-14)


        
          
        

    

  


  

Convert Ed25519 public key to X25519 public key
Performs a secure conversion from an Ed25519 signing public key to an X25519 ECDH public key using libsodium's crypto_sign_ed25519_pk_to_curve25519. This conversion maintains the mathematical relationship between the corresponding private keys.
[bookmark: Usage]Usage
  {Ed25519Pub, Ed25519Priv} = crypto:generate_key(eddsa, ed25519),
  X25519Pub = cryptic_nif:ed25519_pk_to_x25519_pk(Ed25519Pub).
[bookmark: Security_Notes]Security Notes
	The conversion is deterministic and publicly computable
	Both public keys can be safely shared
	The converted X25519 key corresponds to the converted private key


  



  
    
      
    
    
      ed25519_sk_to_x25519_sk(Ed25519SecretKey)


        (since 2025-09-14)


        
          
        

    

  


  

Convert Ed25519 private key to X25519 private key
Performs a secure conversion from an Ed25519 signing private key to an X25519 ECDH private key using libsodium's crypto_sign_ed25519_sk_to_curve25519. This conversion is mathematically sound and preserves the cryptographic relationship between the keys.
[bookmark: Usage]Usage
  {Ed25519Pub, Ed25519Priv} = crypto:generate_key(eddsa, ed25519),
  X25519Priv = cryptic_nif:ed25519_sk_to_x25519_sk(Ed25519Priv).
[bookmark: Security_Notes]Security Notes
	The conversion is deterministic - same Ed25519 key produces same X25519 key
	The converted key is cryptographically valid for X25519 operations
	Both keys should be treated with equal security precautions


  



  
    
      
    
    
      gen_keypair()


        (since 2025-09-14)


        
          
        

    

  


  

Generate a Curve25519 key pair
Generates a new Curve25519 elliptic curve key pair suitable for Elliptic Curve Diffie-Hellman (ECDH) key exchange. The private key should be kept secret while the public key can be shared.
[bookmark: Security_Considerations]Security Considerations
	Private keys must be kept secure and never transmitted
	Public keys can be safely shared for key exchange
	Keys are generated using cryptographically secure randomness
	Private key material is properly handled in native code


  



  
    
      
    
    
      hkdf_sha256(IKM, Salt, Info, Length)


        (since 2025-09-14)


        
          
        

    

  


  

HKDF-SHA256 key derivation (RFC 5869 compliant)
Standard HKDF-SHA256 implementation for compatibility with existing protocols and systems that specifically require RFC 5869 HKDF. For new applications, consider kdf_derive/4 which is faster.
[bookmark: Protocol_Compatibility]Protocol Compatibility
  % X3DH shared secret expansion
  SharedSecret = cryptic_nif:scalarmult(PrivKey, PubKey),
  Salt = <<"X3DH">>,
  Info = <<"encryption_key">>,
  EncKey = cryptic_nif:hkdf_sha256(SharedSecret, Salt, Info, 32).
[bookmark: RFC_5869_Process]RFC 5869 Process
	Extract: PRK = HMAC-SHA256(Salt, IKM)
	Expand: OKM = HMAC-SHA256(PRK, Info || Counter)

[bookmark: Security_Notes]Security Notes
	Salt should be random or at least unique per protocol run
	Info provides context and domain separation
	Same IKM+Salt+Info always produces same output (deterministic)
	Current implementation supports up to 32-byte output


  



  
    
      
    
    
      init()


        (since 2025-09-14)


        
          
        

    

  


  

Initialize and load the NIF library
This function is called automatically when the module is loaded due to the @on_load attribute. It locates the shared library containing the NIF implementations and loads it into the Erlang VM.
[bookmark: Library_Search_Process]Library Search Process
The function searches for the library in the following locations:
	Application's priv directory (standard location)
	Relative "../priv" directory (development builds)
	Local "priv" directory (fallback)


  



  
    
      
    
    
      kdf_derive(Length, SubkeyId, Context, MasterKey)


        (since 2025-09-14)


        
          
        

    

  


  

Derive key material using libsodium's KDF (Blake2b-based)
High-performance key derivation using libsodium's crypto_kdf_derive_from_key function. This is optimized for symmetric key ratcheting where many keys need to be derived quickly from a master key.
[bookmark: Ratcheting_Usage]Ratcheting Usage
  % Initialize with root key
  RootKey = cryptic_nif:rand_bytes(32),
  Context = <<"ratchet">>,
 
  % Derive chain keys with incrementing IDs
  ChainKey1 = cryptic_nif:kdf_derive(32, 1, Context, RootKey),
  ChainKey2 = cryptic_nif:kdf_derive(32, 2, Context, RootKey),
  MessageKey1 = cryptic_nif:kdf_derive(32, 1, <<"msg">>, ChainKey1).
[bookmark: Performance_Notes]Performance Notes
	Faster than HKDF-SHA256 for high-frequency operations
	Uses Blake2b internally which is optimized for speed
	Perfect for Double Ratchet message key derivation
	Constant-time operation prevents timing attacks

[bookmark: Security_Properties]Security Properties
	Cryptographically secure key separation by SubkeyId
	Context provides domain separation (max 8 bytes)
	Different SubkeyId values produce independent keys
	Cannot derive master key from any derived keys


  



  
    
      
    
    
      rand_bytes(Size)


        (since 2025-09-14)


        
          
        

    

  


  

Generate cryptographically secure random bytes
Generates the specified number of cryptographically secure random bytes using the system's secure random number generator. This function is suitable for generating keys, nonces, salts, and other security-critical random data.
[bookmark: Random_Source]Random Source
	Uses the operating system's secure random number generator
	On Linux: /dev/urandom or getrandom() syscall
	On macOS: SecRandomCopyBytes or /dev/urandom
	On Windows: CryptGenRandom or BCryptGenRandom

[bookmark: Usage_Examples]Usage Examples
  % Generate a 32-byte encryption key
  Key = cryptic_nif:rand_bytes(32),
 
  % Generate a 12-byte nonce
  Nonce = cryptic_nif:rand_bytes(12),
 
  % Generate a random salt
  Salt = cryptic_nif:rand_bytes(16).
[bookmark: Security_Notes]Security Notes
	Output is suitable for cryptographic purposes
	No need to seed - uses system entropy
	Non-blocking operation in most cases
	Returns different values on each call


  



  
    
      
    
    
      scalarmult(SecretKey, PublicKey)


        (since 2025-09-14)


        
          
        

    

  


  

Perform Curve25519 scalar multiplication (ECDH)
Computes the shared secret between a private key and a public key using Curve25519 elliptic curve scalar multiplication. This is the core operation for Elliptic Curve Diffie-Hellman key exchange.
[bookmark: Usage_Pattern]Usage Pattern
  % Alice generates her key pair
  {AlicePub, AlicePriv} = cryptic_nif:gen_keypair(),
 
  % Bob generates his key pair
  {BobPub, BobPriv} = cryptic_nif:gen_keypair(),
 
  % Both parties compute the same shared secret
  SharedSecret1 = cryptic_nif:scalarmult(AlicePriv, BobPub),
  SharedSecret2 = cryptic_nif:scalarmult(BobPriv, AlicePub),
  % SharedSecret1 =:= SharedSecret2
[bookmark: Security_Notes]Security Notes
	The shared secret should be used as input to a key derivation function
	Never use the shared secret directly as an encryption key
	Private keys must be exactly 32 bytes
	Public keys must be exactly 32 bytes and on the curve


  


        

      


  

    
cryptic_ratchet_engine behaviour
    



      
Reusable Double Ratchet State Engine with Callback API
This module provides a production-ready, callback-based state engine for the Double Ratchet protocol. It implements a complete state machine using gen_statem behavior and enables integration into different UI contexts (console, ncurses, web, mobile, embedded) through a flexible callback mechanism.
[bookmark: Features]Features
	**Complete State Machine**: 8 states covering full Double Ratchet lifecycle
	**Callback Architecture**: Pluggable UI layer through behavior callbacks
	**Forward Secrecy**: Uses cryptographically secure Double Ratchet protocol
	**Error Recovery**: Comprehensive error handling with graceful fallback
	**Event Tracking**: Complete history of state transitions and events
	**Debug Support**: Rich debugging and monitoring capabilities
	**Concurrent Safe**: Handles multiple concurrent message operations

[bookmark: State_Machine_Overview]State Machine Overview
The engine implements the following state transitions:
                      ┌─────────────────┐
                      │  uninitialized  │
                      └─────────┬───────┘
                                │
                      ┌─────────▼───────┐
             ┌────────┤   init_call     ├────────┐
             │        └─────────────────┘        │
             │                                   │
       ┌─────▼──────┐                     ┌──────▼──────┐
       │sender_init │                     │receiver_init│
       └─────┬──────┘                     └─────┬───────┘
             │                                  │
             │ encrypt_message                  │ decrypt_message
             │                                  │
       ┌─────▼──────┐                     ┌─────▼──────┐
       │sending_    │◄────────────────────┤receiving_  │
       │active      │    decrypt_message  │active      │
       └─────┬──────┘                     └─────┬──────┘
             │                                  │
             │                                  │ encrypt_message
             │                                  │ (DH ratchet)
             │        ┌─────────────────┐       │
             └────────►   bidirectional ◄───────┘
                      └─────────────────┘
   
[bookmark: Usage_Examples]Usage Examples
[bookmark: Basic_Alice-to-Bob_Flow]Basic Alice-to-Bob Flow
   % Start engines for Alice and Bob
   {ok, AlicePid} = cryptic_ratchet_engine:start_link(my_callback, #{}, #{}),
   {ok, BobPid} = cryptic_ratchet_engine:start_link(my_callback, #{}, #{}),
  
   % Generate shared root key and keypairs
   RootKey = crypto:strong_rand_bytes(32),
   AliceKeys = cryptic_nif:gen_keypair(),
   BobKeys = cryptic_nif:gen_keypair(),
  
   % Initialize participants
   ok = cryptic_ratchet_engine:init_as_sender(AlicePid, RootKey, AliceKeys),
   ok = cryptic_ratchet_engine:init_as_receiver(BobPid, RootKey, BobKeys),
  
   % Alice sends first message
   {ok, Encrypted} = cryptic_ratchet_engine:encrypt_message(AlicePid, <<"Hello Bob">>),
  
   % Bob receives and decrypts
   {ok, <<"Hello Bob">>} = cryptic_ratchet_engine:decrypt_message(BobPid, Encrypted),
  
   % Now Bob can reply (triggers DH ratchet)
   {ok, Reply} = cryptic_ratchet_engine:encrypt_message(BobPid, <<"Hello Alice">>),
   {ok, <<"Hello Alice">>} = cryptic_ratchet_engine:decrypt_message(AlicePid, Reply),
  
   % Both are now in bidirectional state
   #{current_state := bidirectional} = cryptic_ratchet_engine:get_state_info(AlicePid),
   #{current_state := bidirectional} = cryptic_ratchet_engine:get_state_info(BobPid).
   
[bookmark: Implementing_a_Callback_Module]Implementing a Callback Module
   -module(my_ui_callback).
   -behaviour(cryptic_ratchet_engine).
  
   -export([handle_state_change/4, handle_message_event/4, handle_error/4]).
  
   handle_state_change(Engine, FromState, ToState, Context) ->
       io:format("State: ~p -> ~p~n", [FromState, ToState]),
       ok.
  
   handle_message_event(Engine, Event, Data, Context) ->
       case Event of
           encrypt_success ->
               Size = maps:get(plaintext_size, Data),
               io:format("Encrypted ~p bytes~n", [Size]);
           decrypt_success ->
               Msg = maps:get(plaintext, Data),
               io:format("Decrypted: ~s~n", [Msg])
       end,
       ok.
  
   handle_error(Engine, ErrorType, Error, Context) ->
       io:format("Error ~p: ~p~n", [ErrorType, Error]),
       ok.
   
[bookmark: State_Descriptions]State Descriptions
* uninitialized` - Engine created but not yet configured for any role * `sender_init` - Alice initialized and ready to send first message * `receiver_init` - Bob initialized and waiting for first message * `sending_active` - Alice sending messages, can also decrypt Bobs replies * receiving_active` - Bob receiving messages, can activate sending when ready * `activating_send_chain` - Temporary state during DH ratchet activation * `bidirectional` - Both parties can send and receive freely * `error_state` - Terminal error state for unrecoverable conditions == Callback Events == Callback behavior for ratchet engine event handlers This behavior defines the interface that callback modules must implement to receive notifications from the Double Ratchet engine. All callbacks are called asynchronously and should not block. Callback errors are caught and ignored to prevent engine crashes. The callback module receives notifications for: * **State Changes**: `handle_state_change/4 - All state transitions * **Message Events**: handle_message_event/4 - Encrypt/decrypt operations * **Errors**: handle_error/4 - Protocol, state, and crypto errors * **Debug Events**: handle_debug_event/4 - Performance and monitoring data * **Lifecycle**: handle_lifecycle_event/3 - Engine start/stop events
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Cryptic Server
This module implements the main server for the Cryptic chat application using the gen_server behavior. It provides server lifecycle management, WebSocket mTLS server initialization, and ETS table management for user connections and message storage.
[bookmark: Features]Features
	Gen_server-based server lifecycle management
	WebSocket mTLS server startup and configuration
	ETS table creation and cleanup for data storage
	Environment-based configuration management
	SSL certificate path resolution
	Cowboy HTTP/WebSocket server management
	Event management system integration

[bookmark: Configuration]Configuration
The server supports configuration through application environment variables:
	websocket_mtls_enabled - Enable/disable WebSocket mTLS server
	websocket_mtls_port - Port for WebSocket server (default: 8443)
	server_host - Server host/IP to bind to (default: "localhost")

SSL certificate paths can be configured via system environment variables:
	CRYPTIC_SERVER_CERT - Server certificate file path (default: CA/certs/server.crt)
	CRYPTIC_SERVER_KEY - Server private key file path (default: CA/private/server.key)
	CRYPTIC_CA_CERT - Certificate Authority certificate file path (default: CA/certs/ca.crt)
	CRYPTIC_EVENT_HANDLERS - Event handlers to load (default: cryptic_file_logger)

[bookmark: ETS_Tables]ETS Tables
The server creates and manages the following ETS tables during initialization. All tables are created with [named_table, set, public] options:
	user_connections - Tracks active WebSocket connections	Key: Username (string)
	Value: WebSocket connection PID
	Purpose: Maps authenticated users to their active WebSocket connections


	cryptic_users - Stores registered user information	Key: Username (string)
	Value: Registration timestamp (system_time in seconds)
	Purpose: Tracks registered users and their registration times


	cryptic_messages - Message queue for offline/undelivered messages	Key: MessageId (unique identifier)
	Value: {ToUser, MessageBlob}
	Purpose: Stores messages for users who are offline or disconnected


	cryptic_prekeys - X3DH prekey bundles and cryptographic keys	Key formats:
	{Username, identity} - Identity key pair
	{Username, signed_prekey, KeyId} - Signed prekey
	{Username, one_time_prekey, KeyId} - One-time prekey (OTPK)
	{Username, otpk_usage, SenderUsername} - OTPK usage tracking

	Purpose: Stores X3DH key material for end-to-end encryption setup



Note: These tables are also used by cryptic_lib which provides helper functions for key management, message storage, and user operations.
[bookmark: WebSocket_Server]WebSocket Server
When enabled via websocket_mtls_enabled, starts a Cowboy-based WebSocket server with:
	Mutual TLS (mTLS) client certificate authentication
	WebSocket upgrade endpoint at /ws
	Static file serving for web interface at /static/[...]
	Configurable idle timeout (default: 600000ms = 10 minutes)
	Maximum WebSocket frame size: 10MB (10485760 bytes)
	TLS options: verify_peer, fail_if_no_peer_cert

The WebSocket handler (cryptic_ws_handler) manages:
	Client authentication via mTLS certificates
	User registration and prekey bundle upload
	Message routing between connected users
	Offline message queuing and delivery
	Connection state management in user_connections table

[bookmark: Server_Lifecycle]Server Lifecycle
The server follows this initialization sequence:
	init/1 - Sets process flags and returns continue tuple
	handle_continue/2 with start_server - Sets up event handlers
	continue/1 - Creates ETS tables and optionally starts WebSocket server

[bookmark: Dependencies]Dependencies
This module depends on:
	cryptic_lib - Cryptographic operations and key management
	cryptic_event_manager - Event logging and monitoring
	cryptic_ws_handler - WebSocket connection handling
	cowboy - HTTP/WebSocket server framework

[bookmark: Process_Architecture]Process Architecture
Understanding the processes created when a client connects:
Server Startup (One-time)
	cryptic_server - Gen_server process (registered name), manages server lifecycle
	cowboy listener processes - Created by cowboy:start_tls/3:	ranch_listener_sup - Supervisor for the listener
	ranch_acceptors_sup - Supervisor for acceptor processes
	Multiple acceptor processes - Wait for incoming connections
	ranch_conns_sup - Supervisor for connection processes



Per-Client Connection
When a client connects to the server, the following happens:
	TCP/TLS Handshake - An acceptor process accepts the connection and performs the TLS handshake with mTLS client certificate validation
	HTTP Process - Ranch/Cowboy creates a new process to handle the HTTP request:	This process is supervised by ranch_conns_sup
	Initially handles HTTP protocol


	WebSocket Upgrade - When client requests WebSocket upgrade to /ws:	cryptic_ws_handler:init/2 is called in the HTTP process
	Extracts client certificate and authenticates user (CN field)
	Returns {cowboy_websocket, Req, State} to approve upgrade


	WebSocket Handler Process - The HTTP process transforms into a WebSocket handler:	SAME process continues (not a new process)
	cryptic_ws_handler:websocket_init/1 is called
	Registers user in user_connections ETS table: {Username, Pid}
	This Pid is the WebSocket handler process itself



Process Communication
	Incoming messages - WebSocket frames trigger websocket_handle/2 callbacks
	Outgoing messages - Return tuples like {[{text, Json}], State} send frames
	Inter-user messages - Uses Erlang messaging:         %% User A wants to send to User B:
         1. A's handler sends command via WebSocket
         2. Handler looks up B's Pid in user_connections ETS
         3. Sends Erlang message: B_Pid ! {message, FromUser, MessageData}
         4. B's handler receives in websocket_info/2
         5. B's handler sends WebSocket frame to B's client
         

	Process cleanup - When WebSocket closes:	terminate/3 is called
	User entry removed from user_connections ETS
	Handler process terminates



Connection flow:
     Client Connect
         ↓
     [Ranch Acceptor] accepts TCP connection
         ↓
     [TLS Handshake] validates client certificate (mTLS)
         ↓
     [HTTP Process] created by Ranch
         ↓
     init/2 called → authenticates user from certificate
         ↓
     [WebSocket Upgrade] same process continues
         ↓
     websocket_init/1 → registers in user_connections ETS
         ↓
     [Active WebSocket Handler Process]
         ├─ websocket_handle/2 ← WebSocket frames from client
         └─ websocket_info/2   ← Erlang messages from other users
         ↓
     [Connection Close]
         ↓
     terminate/3 → cleanup from ETS
         ↓
     Process exits
   
Process Supervision Tree
   cryptic_sup
     |
     +-- cryptic_server (gen_server, this module)
     |
     +-- cryptic_event_manager (gen_event)
     |
     +-- ranch_listener_sup (created by cowboy:start_tls)
           |
           +-- ranch_acceptors_sup
           |     |
           |     +-- acceptor_1
           |     +-- acceptor_2
           |     +-- ... (multiple acceptors)
           |
           +-- ranch_conns_sup
                 |
                 +-- conn_process_1 (WebSocket handler for user Alice)
                 +-- conn_process_2 (WebSocket handler for user Bob)
                 +-- ... (one per connected client)
   
Key Points
	ONE cryptic_server gen_server for the entire application
	ONE WebSocket handler process PER connected client
	ETS table user_connections maps usernames to handler Pids
	Message routing uses direct Erlang messaging (Pid ! Message)
	Each handler is supervised by Ranch/Cowboy infrastructure
	No gen_server for individual connections - just callback module behavior
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        Functions

        


  
    
      
    
    
      code_change(OldVsn, State, Extra)


        (since 2025-09-14)


        
          
        

    

  


  

Convert process state when code is changed
Called during hot code upgrades to convert the server state from the old version to the new version. Currently performs no state transformation.

  



  
    
      
    
    
      handle_call(Request, From, State)


        (since 2025-09-14)


        
          
        

    

  


  

Handling call messages
Processes synchronous gen_server calls. Currently returns a default response as no specific call handling is implemented.

  



  
    
      
    
    
      handle_cast(Msg, State)


        (since 2025-09-14)


        
          
        

    

  


  

Handling cast messages
Processes asynchronous gen_server casts. Currently no specific cast handling is implemented.

  



  
    
      
    
    
      handle_continue(_, CfgMap)


        (since 2025-09-14)


        
          
        

    

  


  

Handle continuation after initialization
Called after init/1 to complete server startup. Sets up event handlers and completes the server startup process by creating ETS tables, checking configuration, and start the WebSocket mTLS server.

  



  
    
      
    
    
      handle_info(Info, State)


        (since 2025-09-14)


        
          
        

    

  


  

Handling all non call/cast messages
Processes other types of messages sent to the gen_server process. Currently no specific message handling is implemented.

  



  
    
      
    
    
      init(_)


        (since 2025-09-14)


        
          
        

    

  


  

Initializes the server
Called by gen_server when the server process is started. Sets up process flags for proper termination handling and schedules continuation for server startup logic.

  



  
    
      
    
    
      start_link()


        (since 2025-09-14)


        
          
        

    

  


  

Starts the server
Starts the Cryptic server as a gen_server process registered locally under the module name. This function is typically called by a supervisor as part of the application startup sequence.

  



  
    
      
    
    
      terminate(Reason, State)


        (since 2025-09-14)


        
          
        

    

  


  

Server termination cleanup
Called by gen_server when the server is about to terminate. Performs cleanup operations including stopping the WebSocket server and deleting ETS tables to ensure proper resource cleanup.
[bookmark: Cleanup_Operations]Cleanup Operations
	Stop Cowboy WebSocket listener
	Delete the ETS tables


  


        

      


  

    
cryptic_shell 
    



      
Cryptic Shell - Enhanced interactive shell with line editing and history
This module provides a sophisticated interactive shell with advanced line editing capabilities for the Cryptic messaging application. It implements a custom input handler with features comparable to modern shells.
[bookmark: Features]Features
	Line Editing: Character-by-character editing with cursor movement
	Emacs Keybindings: Ctrl+A, Ctrl+E, Ctrl+F, Ctrl+B, Ctrl+K, Ctrl+U, etc.
	Arrow Key Support: Left/Right for cursor movement, Up/Down for history
	Command History: Navigate through last 100 commands with Up/Down arrows
	Input Buffer Preservation: Save/restore partial input across process restarts
	Password Input: Secure input with character masking
	ANSI Colors: Rich terminal formatting for better UX
	Terminal Width Aware: Calculates line wrapping for clean prompt display
	Escape Sequence Handling: Robust handling of terminal escape codes

[bookmark: Keybindings]Keybindings
[bookmark: Navigation]Navigation
	Ctrl+A or Home - Move to beginning of line
	Ctrl+E or End - Move to end of line
	Ctrl+F or Right Arrow - Move forward one character
	Ctrl+B or Left Arrow - Move backward one character

[bookmark: Editing]Editing
	Ctrl+D or Delete - Delete character at cursor
	Ctrl+H or Backspace - Delete character before cursor
	Ctrl+K - Kill (delete) to end of line
	Ctrl+U - Kill (delete) entire line

[bookmark: History]History
	Ctrl+P or Up Arrow - Previous command in history
	Ctrl+N or Down Arrow - Next command in history

[bookmark: Architecture]Architecture
The shell operates in raw terminal mode to intercept individual keystrokes. It maintains state in a line_state record that tracks:
	Current input buffer (list of characters)
	Cursor position within the buffer
	History navigation state
	ETS table reference for persistence

[bookmark: Buffer_Persistence]Buffer Persistence
The shell can save partial input to an ETS table (typically cryptic_console_input_buffer) allowing the console to preserve user input when the input process is killed by async messages. The buffer is automatically restored on the next prompt.
[bookmark: Command_History]Command History
Commands are stored in the same ETS table with keys {history, N} where N is the command index. The history is circular with a maximum of 100 commands. Empty commands and duplicate consecutive commands are not saved.
[bookmark: Escape_Sequence_Handling]Escape Sequence Handling
The shell includes special handling for escape sequences that may appear in the input stream after process restarts or ANSI output. It can:
	Detect and consume ANSI color codes (ESC[...m)
	Handle broken arrow key sequences (ESC A instead of ESC [ A)
	Distinguish between escape sequences and user input

[bookmark: Display_Management]Display Management
The shell provides intelligent terminal display management:
	Line Wrapping: Automatically detects terminal width via io:columns()
	Multi-line Clearing: Calculates wrapped lines to properly clear commands
	ANSI-aware Measurement: Strips escape codes when measuring visible text
	Clean Output: Sent messages replace command input without artifacts
	Silent Restoration: Partial input restored seamlessly after interruptions

See also: cryptic_console.

      


      
        Summary


  
    Functions
  


    
      
        calculate_wrapped_lines(Text, TermWidth)

      


        Calculate how many lines a text string will wrap to given terminal width Takes into account ANSI escape sequences which don't consume visible columns



    


    
      
        cleanup()

      


        Clean up shell state and restore terminal



    


    
      
        clear_lines_up(N)

      


        Clear N lines upward from current cursor position



    


    
      
        get_line()

      


    


    
      
        get_line(Prompt)

      


        Get a line of input with line editing



    


    
      
        get_password(Prompt)

      


        Get password input with character masking



    


    
      
        make_prompt()

      


        Make a standard prompt This function can be extended in the future to create dynamic prompts based on context (username, connection status, session info, etc.)



    


    
      
        make_prompt(Context)

      


        Make a prompt with optional context information Currently returns the standard "cryptic> " prompt, but can be enhanced to include context like: - Username: "alice@cryptic> " - Server status: "cryptic [connected]> " - Session count: "cryptic (2 active)> " - Custom modes: "cryptic [debug]> "



    


    
      
        print_ca_response(Response)

      


        Print CA operation response



    


    
      
        print_cert_status(Serial, Expiry, Subject, SAN, Files)

      


        Print certificate status with nice formatting



    


    
      
        print_console_status(Status)

      


        Display console status information on alternate screen



    


    
      
        print_engine_status(Status)

      


        Print engine status on alternate screen Takes a status map and displays it in a formatted view on the alternate screen buffer. This keeps the main message area clean and uncluttered.



    


    
      
        print_error(Message)

      


        Print error message with red formatting



    


    
      
        print_help()

      


        Display help information on alternate screen



    


    
      
        print_help(Topic)

      


        Display topic-specific help or general help



    


    
      
        print_highlight(Message)

      


        Print highlighted message with blue formatting



    


    
      
        print_history_message(FromUser, ToUser, Message, Timestamp, ServerHost, ServerPort)

      


        Print a message from history Format: [timestamp] from -> to @ server:port: message When ServerHost/ServerPort are undefined, format as: [timestamp] from -> to : message



    


    
      
        print_info(Message)

      


        Print info message with cyan formatting



    


    
      
        print_sent_message(ToUser, Message, Timestamp)

      


        Print a sent message to show confirmation Formats as: <You => bob> Message text (HH:MM:SS)



    


    
      
        print_success(Message)

      


        Print success message with green formatting



    


    
      
        print_user_message(FromUser, BinMessage, Timestamp)

      


    


    
      
        print_warning(Message)

      


        Print warning message with yellow formatting



    


    
      
        start_shell()

      


        Start the shell in raw mode



    


    
      
        start_shell(Options)

      


        Start the shell with options



    





      


      
        Functions

        


  
    
      
    
    
      calculate_wrapped_lines(Text, TermWidth)



        
          
        

    

  


  

      

          -spec calculate_wrapped_lines(string(), pos_integer()) -> pos_integer().


      


Calculate how many lines a text string will wrap to given terminal width Takes into account ANSI escape sequences which don't consume visible columns

  



  
    
      
    
    
      cleanup()



        
          
        

    

  


  

      

          -spec cleanup() -> ok.


      


Clean up shell state and restore terminal

  



  
    
      
    
    
      clear_lines_up(N)



        
          
        

    

  


  

      

          -spec clear_lines_up(pos_integer()) -> ok.


      


Clear N lines upward from current cursor position

  



  
    
      
    
    
      get_line()



        
          
        

    

  


  

      

          -spec get_line() -> string() | eof | {error, term()}.


      



  



  
    
      
    
    
      get_line(Prompt)



        
          
        

    

  


  

      

          -spec get_line(string()) -> string() | eof | {error, term()}.


      


Get a line of input with line editing

  



  
    
      
    
    
      get_password(Prompt)



        
          
        

    

  


  

      

          -spec get_password(string()) -> string() | eof.


      


Get password input with character masking

  



  
    
      
    
    
      make_prompt()



        
          
        

    

  


  

      

          -spec make_prompt() -> string().


      


Make a standard prompt This function can be extended in the future to create dynamic prompts based on context (username, connection status, session info, etc.)

  



  
    
      
    
    
      make_prompt(Context)



        
          
        

    

  


  

      

          -spec make_prompt(map()) -> string().


      


Make a prompt with optional context information Currently returns the standard "cryptic> " prompt, but can be enhanced to include context like: - Username: "alice@cryptic> " - Server status: "cryptic [connected]> " - Session count: "cryptic (2 active)> " - Custom modes: "cryptic [debug]> "

  



  
    
      
    
    
      print_ca_response(Response)



        
          
        

    

  


  

      

          -spec print_ca_response(map()) -> ok.


      


Print CA operation response

  



  
    
      
    
    
      print_cert_status(Serial, Expiry, Subject, SAN, Files)



        
          
        

    

  


  

      

          -spec print_cert_status(Serial :: string(),
                        Expiry :: string(),
                        Subject :: string(),
                        SAN :: string() | undefined,
                        Files :: {CertFile :: string(), KeyFile :: string()}) ->
                           ok.


      


Print certificate status with nice formatting

  



  
    
      
    
    
      print_console_status(Status)



        
          
        

    

  


  

      

          -spec print_console_status(map()) -> ok.


      


Display console status information on alternate screen

  



  
    
      
    
    
      print_engine_status(Status)



        
          
        

    

  


  

      

          -spec print_engine_status(map()) -> ok.


      


Print engine status on alternate screen Takes a status map and displays it in a formatted view on the alternate screen buffer. This keeps the main message area clean and uncluttered.

  



  
    
      
    
    
      print_error(Message)



        
          
        

    

  


  

      

          -spec print_error(string()) -> ok.


      


Print error message with red formatting

  



  
    
      
    
    
      print_help()



        
          
        

    

  


  

      

          -spec print_help() -> ok.


      


Display help information on alternate screen

  



  
    
      
    
    
      print_help(Topic)



        
          
        

    

  


  

      

          -spec print_help(string()) -> ok.


      


Display topic-specific help or general help

  



  
    
      
    
    
      print_highlight(Message)



        
          
        

    

  


  

      

          -spec print_highlight(string()) -> ok.


      


Print highlighted message with blue formatting

  



  
    
      
    
    
      print_history_message(FromUser, ToUser, Message, Timestamp, ServerHost, ServerPort)



        
          
        

    

  


  

      

          -spec print_history_message(FromUser :: binary() | string(),
                            ToUser :: binary() | string(),
                            Message :: binary() | string(),
                            Timestamp :: calendar:datetime(),
                            ServerHost :: binary() | string() | undefined,
                            ServerPort :: non_neg_integer() | undefined) ->
                               ok.


      


Print a message from history Format: [timestamp] from -> to @ server:port: message When ServerHost/ServerPort are undefined, format as: [timestamp] from -> to : message

  



  
    
      
    
    
      print_info(Message)



        
          
        

    

  


  

      

          -spec print_info(string()) -> ok.


      


Print info message with cyan formatting

  



  
    
      
    
    
      print_sent_message(ToUser, Message, Timestamp)



        
          
        

    

  


  

      

          -spec print_sent_message(ToUser :: string() | binary(),
                         Message :: binary(),
                         Timestamp :: erlang:timestamp()) ->
                            ok.


      


Print a sent message to show confirmation Formats as: <You => bob> Message text (HH:MM:SS)

  



  
    
      
    
    
      print_success(Message)



        
          
        

    

  


  

      

          -spec print_success(string()) -> ok.


      


Print success message with green formatting

  



  
    
      
    
    
      print_user_message(FromUser, BinMessage, Timestamp)



        
          
        

    

  


  


  



  
    
      
    
    
      print_warning(Message)



        
          
        

    

  


  

      

          -spec print_warning(string()) -> ok.


      


Print warning message with yellow formatting

  



  
    
      
    
    
      start_shell()



        
          
        

    

  


  

      

          -spec start_shell() -> ok | {error, term()}.


      


Start the shell in raw mode

  



  
    
      
    
    
      start_shell(Options)



        
          
        

    

  


  

      

          -spec start_shell(map()) -> ok | {error, term()}.


      


Start the shell with options

  


        

      


  

    
cryptic_sup 
    



      
Cryptic top level supervisor.

      


      
        Summary


  
    Functions
  


    
      
        init(_)

      


    


    
      
        start_link()

      


    


    
      
        stop()

      


        Stop the Cryptic application gracefully



    





      


      
        Functions

        


  
    
      
    
    
      init(_)



        
          
        

    

  


  


  



  
    
      
    
    
      start_link()



        
          
        

    

  


  


  



  
    
      
    
    
      stop()



        
          
        

    

  


  

Stop the Cryptic application gracefully

  


        

      


  

    
cryptic_tui_bridge 
    



      
Bridge module between cryptic event bus and Rust TUI.
This gen_server subscribes to the cryptic_event_bus and forwards relevant events to a Rust process via an Erlang port or direct message passing.
The bridge filters for events that the TUI needs to display: - deliver_message: Decrypted messages from peers - system_message: Status updates - websocket_message: Server responses (user lists, etc.)

      


      
        Summary


  
    Functions
  


    
      
        code_change(OldVsn, State, Extra)

      


    


    
      
        get_caller_node()

      


        Get the calling process's node name. When called via RPC from Rust, this returns the Rust node's name. This works because the RPC mechanism creates a process on the Erlang side that acts as a proxy, and erlang:node(Pid) returns the node of that PID's origin.



    


    
      
        get_recent_messages(CurrentUser, Peer, Limit)

      


    


    
      
        handle_call(R, From, State)

      


    


    
      
        handle_cast(Msg, State)

      


    


    
      
        handle_info(Info, State)

      


        Handle events from the event bus. Events arrive as: {event, EventMap}



    


    
      
        init(_)

      


    


    
      
        save_outgoing_message(ToUser, Message)

      


    


    
      
        start(RustNode, Username, Passphrase)

      


        Start the bridge with the Rust node name



    


    
      
        start(RustNode, Username, Passphrase, Filter)

      


        Start the bridge with a custom event filter. If Filter is undefined, a default filter for TUI events is used.



    


    
      
        stop(BridgePid)

      


        Stop the bridge process.



    


    
      
        terminate(Reason, State)

      


    





      


      
        Functions

        


  
    
      
    
    
      code_change(OldVsn, State, Extra)



        
          
        

    

  


  


  



  
    
      
    
    
      get_caller_node()



        
          
        

    

  


  

      

          -spec get_caller_node() -> atom().


      


Get the calling process's node name. When called via RPC from Rust, this returns the Rust node's name. This works because the RPC mechanism creates a process on the Erlang side that acts as a proxy, and erlang:node(Pid) returns the node of that PID's origin.

  



  
    
      
    
    
      get_recent_messages(CurrentUser, Peer, Limit)



        
          
        

    

  


  

      

          -spec get_recent_messages(binary(), binary(), non_neg_integer()) -> {ok, binary()} | {error, term()}.


      



  



  
    
      
    
    
      handle_call(R, From, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_cast(Msg, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_info(Info, State)



        
          
        

    

  


  

Handle events from the event bus. Events arrive as: {event, EventMap}

  



  
    
      
    
    
      init(_)



        
          
        

    

  


  


  



  
    
      
    
    
      save_outgoing_message(ToUser, Message)



        
          
        

    

  


  

      

          -spec save_outgoing_message(ToUser :: binary(), Message :: binary()) -> ok | {error, term()}.


      



  



  
    
      
    
    
      start(RustNode, Username, Passphrase)



        
          
        

    

  


  

      

          -spec start(atom(), binary(), binary()) -> {ok, pid()} | {error, term()}.


      


Start the bridge with the Rust node name

  



  
    
      
    
    
      start(RustNode, Username, Passphrase, Filter)



        
          
        

    

  


  

      

          -spec start(atom(), binary(), binary(), fun((map()) -> boolean()) | undefined) ->
               {ok, pid()} | {error, term()}.


      


Start the bridge with a custom event filter. If Filter is undefined, a default filter for TUI events is used.

  



  
    
      
    
    
      stop(BridgePid)



        
          
        

    

  


  

      

          -spec stop(pid()) -> ok.


      


Stop the bridge process.

  



  
    
      
    
    
      terminate(Reason, State)



        
          
        

    

  


  


  


        

      


  

    
cryptic_ws_client 
    



      
Cryptic WebSocket mTLS Client
This module provides a WebSocket client for the Cryptic chat application that uses mutual TLS (mTLS) authentication for secure connections. It acts as a bridge between the terminal UI and the WebSocket server, handling connection management, message forwarding, and keepalive functionality.
[bookmark: Features]Features
	mTLS WebSocket connections with client certificate authentication
	Automatic reconnection on connection loss (VPN changes, host suspend, etc.)
	Reliable message delivery with acknowledgment tracking and retries
	Command queuing when disconnected
	Bidirectional message forwarding between UI and server
	WebSocket keepalive with ping/pong mechanism
	Certificate-based user authentication
	JSON message encoding/decoding

[bookmark: Connection_Management]Connection Management
The client automatically handles connection failures and reconnection:
	Detects connection loss (network issues, VPN changes, host suspend)
	Automatically attempts reconnection every 30 seconds
	Continues reconnection attempts until successful
	Resends pending unacknowledged messages after reconnection
	Maintains WebSocket keepalive with periodic ping frames

[bookmark: Message_Reliability]Message Reliability
For critical message types (x3dh, ratchet), the client ensures delivery:
	Assigns unique message_id to each message
	Waits for server acknowledgment (message_sent response)
	Retries unacknowledged messages up to 5 times (while connected)
	Pauses retries during disconnection without counting against limit
	Automatically resends all pending messages on reconnection

[bookmark: Message_Flow]Message Flow
The client handles several types of messages:
	welcome - Server welcome message on connection
	success - Operation success confirmations
	message_sent - Acknowledgment for x3dh/ratchet messages
	prekey - User public keys for message encryption
	users - List of registered users
	user_status - User online/offline status
	message - Encrypted messages from other users
	error - Error messages from server

[bookmark: Configuration]Configuration
The client requires certificate files for mTLS authentication:
	CRYPTIC_CLIENT_CERT - Environment variable for client certificate
	CRYPTIC_CLIENT_KEY - Environment variable for client private key
	CRYPTIC_CA_CERT - Environment variable for CA certificate

Alternatively, certificate paths can be provided in the config map passed to start_link/3.

      


      
        Summary


  
    Functions
  


    
      
        reload_certificate_and_reconnect(Pid)

      


        Reload client certificate and reconnect to server.



    


    
      
        send_message(Pid, Command)

      


        Send a command to the WebSocket server.



    


    
      
        set_engine_pid(Pid, EnginePid)

      


        Set the Engine process PID for message forwarding.



    


    
      
        start_link(CfgMap)

      


    


    
      
        start_link(Username, ServerHost)

      


        Start a WebSocket client with default configuration.



    


    
      
        start_link(Username, ServerHost, Config)

      


        Start a WebSocket client with custom configuration.



    


    
      
        stop(Pid)

      


        Stop the WebSocket client.



    





      


      
        Functions

        


  
    
      
    
    
      reload_certificate_and_reconnect(Pid)


        (since 2025-09-14)


        
          
        

    

  


  

Reload client certificate and reconnect to server.
Triggers a graceful reload of the client certificate and reconnection to the WebSocket server. This is used during automatic certificate renewal.
[bookmark: Process]Process
The reload process:
	Gracefully closes existing WebSocket connection
	Closes gun HTTP connection
	Re-reads certificate files from disk (new certificate must already be saved)
	Re-establishes TLS connection with new certificate
	Upgrades to WebSocket
	Resends any pending messages

[bookmark: Prerequisites]Prerequisites
Before calling this function:
	New certificate must already be saved to disk
	Certificate file paths remain the same
	Private key remains unchanged (only certificate is replaced)

[bookmark: Behavior]Behavior
The function returns immediately with ok. The actual reconnection happens asynchronously. Monitor the connection status via logging or by observing incoming messages.
[bookmark: Example]Example
  %% Certificate renewal has saved new cert to disk
  ok = cryptic_cert_renewal:install_new_certificate(NewCertPem, CertFile),
 
  %% Trigger reload and reconnection
  ok = cryptic_ws_client:reload_certificate_and_reconnect(WsClientPid),
 
  %% Connection will be reestablished with new certificate
  %% Pending messages will be automatically resent

  



  
    
      
    
    
      send_message(Pid, Command)


        (since 2025-09-14)


        
          
        

    

  


  

Send a command to the WebSocket server.
Sends a command (as an Erlang map) to the connected WebSocket server. The command will be JSON-encoded before transmission. If the client is not currently connected, the command will be queued and sent when the connection is established.
[bookmark: Command_Format]Command Format
Commands should be Erlang maps that will be JSON-encoded. Common command types include:
	#{type => <<"upload_prekey">>, prekey => PrekeyB64} - Upload public key
	#{type => <<"get_prekey">>, user => UserBin} - Request user's public key
	#{type => <<"send_message">>, ...} - Send encrypted message
	#{type => <<"list_users">>} - Request list of registered users


  



  
    
      
    
    
      set_engine_pid(Pid, EnginePid)


        (since 2025-09-14)


        
          
        

    

  


  

Set the Engine process PID for message forwarding.
Registers the Engine process PID so that incoming messages from the server can be forwarded to the engine. This creates the communication bridge between the WebSocket client and the Cryptic Engine.
[bookmark: Forwarded_Messages]Forwarded Messages
The following message types are forwarded to the Engine:
	{prekey_received, User, Prekey} - Public key for encryption
	{users_list_received, Users} - List of registered users
	{websocket_message, {text, JsonData}} - User status and errors
	{encrypted_message_received, Message} - Encrypted chat messages


  



  
    
      
    
    
      start_link(CfgMap)


        (since 2025-09-14)


        
          
        

    

  


  


  



  
    
      
    
    
      start_link(Username, ServerHost)


        (since 2025-09-14)


        
          
        

    

  


  

Start a WebSocket client with default configuration.
Starts a WebSocket client process that connects to the specified server using mTLS authentication. Certificate paths are read from environment variables or default locations.
See also: start_link/3.

  



  
    
      
    
    
      start_link(Username, ServerHost, Config)


        (since 2025-09-14)


        
          
        

    

  


  

Start a WebSocket client with custom configuration.
Starts a WebSocket client process with the ability to override default settings through the configuration map. This is the main entry point for creating WebSocket client connections.
[bookmark: Configuration_Options]Configuration Options
The Config map may contain:
	port - Server port (default: 8443)
	cert_file - Path to client certificate file
	key_file - Path to client private key file
	ca_file - Path to CA certificate file

If certificate paths are not provided in the config, they will be read from environment variables:
	CRYPTIC_CLIENT_CERT - Client certificate file
	CRYPTIC_CLIENT_KEY - Client private key file
	CRYPTIC_CA_CERT - CA certificate file


  



  
    
      
    
    
      stop(Pid)


        (since 2025-09-14)


        
          
        

    

  


  

Stop the WebSocket client.
Gracefully stops the WebSocket client process, closing any active connections and cleaning up resources.

  


        

      


  

    
cryptic_ws_handler 
    



      
Cryptic WebSocket mTLS Handler
This module implements a Cowboy WebSocket handler for the Cryptic chat application that provides secure real-time messaging using mutual TLS (mTLS) client certificate authentication. It handles WebSocket connections, user authentication, message routing, and connection management.
[bookmark: Features]Features
	mTLS client certificate authentication
	Real-time bidirectional messaging over WebSocket
	User connection tracking and presence management
	Public key exchange for end-to-end encryption
	Message storage and retrieval
	User listing and status checking
	JSON-based command protocol

[bookmark: Authentication]Authentication
Users are authenticated using X.509 client certificates during the TLS handshake. The Common Name (CN) field in the certificate subject is used as the username for the authenticated session.
[bookmark: Command_Protocol]Command Protocol
The handler processes JSON commands over WebSocket:
	upload_identity_keys - Upload user's identity and signed prekeys
	upload_prekey_bundle - Upload one-time prekeys for forward secrecy
	get_key_bundle - Request another user's key bundle for X3DH
	x3dh - Send X3DH initial key exchange message
	ratchet - Send Double Ratchet encrypted message
	get_messages - Retrieve stored messages
	request_pending_messages - Request delivery of pending messages
	list_users - Get list of registered users

[bookmark: Message_Acknowledgment]Message Acknowledgment
The server supports reliable message delivery through acknowledgments:
	Clients include a unique message_id in x3dh and ratchet messages
	Server responds with message_sent containing the same message_id
	This allows clients to track delivery and retry on network failures
	Messages are delivered immediately to online users or stored for offline users

[bookmark: Connection_Management]Connection Management
Active user connections are tracked in an ETS table for:
	Real-time message delivery to online users
	User presence detection
	Connection cleanup on disconnect

[bookmark: Process_Lifecycle]Process Lifecycle
This module implements the cowboy_websocket behavior. Each WebSocket connection runs in its own Erlang process, created and supervised by Cowboy/Ranch infrastructure.
Connection Flow
	**HTTP Request** - Client connects and requests WebSocket upgrade	init/2 is called in a new process created by Ranch
	Extracts and validates client certificate (mTLS)
	Returns {cowboy_websocket, Req, State} to approve upgrade


	**WebSocket Initialization** - Same process continues	websocket_init/1 is called after upgrade completes
	Registers this process Pid in user_connections ETS table
	Sends welcome message to client


	**Active Connection** - Process enters message loop	websocket_handle/2 - Handles incoming WebSocket frames (text, binary, ping/pong)
	websocket_info/2 - Handles Erlang messages from other processes
	Process stays alive until connection closes


	**Termination** - Connection closes	terminate/3 is called
	Removes entry from user_connections ETS table
	Process exits



Inter-Process Communication
This handler process receives messages from two sources:
	**WebSocket client** - Handled by websocket_handle/2	Text frames containing JSON commands
	Binary frames (currently not used)
	Ping/pong control frames


	**Other Erlang processes** - Handled by websocket_info/2	{message, FromUser, MessageData} - Message from another user
	{send_message, RoomMessage} - Room broadcast message



Message routing example:
   % Alice sends message to Bob:
   1. Alice's browser sends JSON via WebSocket
   2. Alice's handler process receives in websocket_handle/2
   3. Handler looks up Bob in user_connections ETS: {ok, BobPid}
   4. Handler sends: BobPid ! {message, "Alice", MessageData}
   5. Bob's handler receives in websocket_info/2
   6. Bob's handler sends WebSocket frame to Bob's browser
   
State Management
The handler maintains minimal state:
	#{username => "alice"} - Authenticated username from certificate
	All other data stored in ETS tables (cryptic_users, cryptic_messages, etc.)
	No gen_server needed - Cowboy manages the process lifecycle
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HTTP to WebSocket upgrade handler
This function is called by Cowboy during the HTTP to WebSocket upgrade process. It performs client certificate authentication by extracting the client's X.509 certificate and validating it to determine the user's identity.

  



  
    
      
    
    
      terminate(Reason, Req, State)
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Clean up user connection when WebSocket terminates
Removes the user's connection entry from the ETS table when their WebSocket connection is terminated, ensuring proper cleanup and accurate online status tracking.
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Handle incoming WebSocket frames
Processes various types of WebSocket frames including text messages containing JSON commands, binary data, and control frames (ping/pong). Text messages are parsed as JSON and dispatched to command handlers.
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Handle Erlang messages sent to the WebSocket process
Processes internal Erlang messages sent to the WebSocket handler process, particularly messages from other users that need to be forwarded to the connected client.
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WebSocket connection initialization
Called after successful WebSocket upgrade to initialize the connection. Registers the authenticated user's connection for message routing and sends a welcome message to confirm the connection is established.
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